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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |

81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 93
185. 32. 179. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 14
46. 19. 86. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
192. 0. 100. 226 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
173.252.112. 102 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
159. 104. 163. 17 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df.il Invalid TP H ags drop 1
23.239. 64. 15 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il |Block Np Al Net dr op 1
159. 104. 163. 20 Uni ted Ki ngdom 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
101. 111. 249. 164 Japan 147.237. 76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1
79.181. 189. 27 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
141.212.122.204 Lhited Sates 147. 237. 76. 200 eitan.aka.idf.il |Block Wdp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sl gnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 233 atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 128 Italy 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
5.189. 176. 187 147.237.77. 234 Ger many hal ag. i df .il ET SCAN NVAP -sS wi ndow 1024 1
114. 112. 90. 54 147.237.8. 45 Qhi na e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
108. 4. 143. 45 147. 237.72. 166 Lhited Sates aka.idf.il portscan: TCQP D stributed Portscan 1
89. 138. 124. 46 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
87. 68. 29. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
80. 246. 133. 186 147. 237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
68. 180. 228. 112 147.237.77.216 Lhited Sates dover.idf.il portscan: TGP D stributed Portscan 1
199. 203. 173. 198 147.237.77. 216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
66. 240. 213. 93 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
180. 150. 177. 188 147. 237. 76. 196 Qhi na e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
114. 112. 90. 54 147.237.0. 19 (hi na madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.209. 61. 98 147.237.77.216 Romani a dover.idf.il portscan: TGP D stributed Portscan 1
87. 69. 195. 32 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
84.228. 134. 100 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.177. 165. 110 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
207.232. 46. 170 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 254 147. 237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
195. 202. 72. 106 147.237.77.216 Kenya dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 108 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 0. 236. 123 147. 237.76. 196 Ml dova, Republic of esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
176.13.21. 8 I srael 147.237.0.19 |madimata .idf.il [Bad TCP sequence Invalid ACK nunber nonitor |40
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
109. 253. 147. 220|i srael 147. 237.76. 200 [ei tan aka i i1 | €M NG Engine: TCP Inval id finvalid segnent retransnission. drop 27
Ret r ansni ssi on Packet dropped.
31.210.187. 197 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |23
85. 65. 6. 184 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 18
212.150. 245. 250]1 srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d ACK nunber noni t or 18
188. 161. 50. 127 g‘ilcisgii:;a” Territoryy 47, 237. 77. 176 [nat pash.iof i1 |dr op Frst packet isn't SWN drop 18
176.13.21. 8 I 'srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 17
85. 65. 6. 184 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 17
79.176.4.236  |Israel 147. 237, 72. 167 |t shuri maka i o .| ST NG Engi nex TP Inval id Jinvalid segrent retransmission. | o 15
Ret ransnm ssi on Packet dr opped.
188. 161. 50. 127 g";'cis;iig;a” Territory,47. 237. 77. 216 |dover. i of . i dr op First packet ism't SWN drop 15
66.249. 65,251 |Lnited Qates 147.237.76.86 |navy.idf. il Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |y 14
Ret ransm ssi on Packet dr opped.
171. 25. 193. 132 |Sweden 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber alert 13
109.65.0.145 |l srael 147, 237. 76. 147 |chi nuch.aka i o 1| .| S N9 Enginex TP 1 nval id finval id segnent retransmission. | oo 12
Ret ransnm ssi on Packet dr opped.
171. 25. 193. 132 |Sweden 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
87.68.58.43  |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id |invalid seqnent retransnission. |y 12
Ret ransm ssi on Packet dr opped.
31.13.113. 69 I'rel and 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 11
31.210. 187. 197 |israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 11
31. 154. 18. 65 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence I'nvali d ACK nunber noni t or 11
212. 150. 245. 250|I srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber alert 11
194, 56. 215. 218 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |10
5.28.173.45 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 9
37.26.149.175 | srael 147.237.72. 167 |i surimaka i ar i || €2 NG Engine: TCP Inval id finvalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 226 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.29. 105 I 'srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or
5.28.173. 45 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or
79.176.135. 194 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |y 9
Ret ransnm ssi on Packet dr opped.
176.13.1.248 [ srael 147.237.77. 23 |mbit e i1 |7 €AmNg Engine: TCP Inval id finvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 9
212.179. 243. 171 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
80. 246. 130. 141 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber monitor |9
31.154. 18.65 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber nonitor |8
94.230. 86. 108 [l srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval id ACK nunber noni t or 8
81.218. 241. 25 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 8
2.54.29.105 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 8
81.89.0.199 Ronmani a 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 7
199. 203. 226. 21 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber monitor |7
2.52.188. 254 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber monitor |7
62.219.183. 202 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.110. 33 |Israel 147.237.72. 167 [ishurimaka i df . i [Bad TCP sequence Invalid ACK nunber monitor |7
212.150. 143. 132l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
46.19.85.7 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 6
2.54.45.21 I'st ael 147. 237.72. 166 |aka.i df .| Streamng Engi ne: TCP Inval i d fimvalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 30 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber aert 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |6
94.230.86.108 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.7 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber nonitor |6
109. 65. 187. 188 |l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber alert 6
37.26.149.245 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence i’}”ﬁtﬁ;jg;g;gth moni tor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 157. 238l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 139
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 101
176.13.21.8 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 53
84.94.165. 17 | srael 147.237.0.34 |tikshuv.idf.il [Too Many of the Sane Response Code (404) in Session from 84.94. 165. 17 |B ock 53
176.13.13.185 [Israel 147.237.77. 243|mobi L e, i df i1 [T AT T?’Ffszcgﬁ Lﬁgngi‘r’)‘z':\jo"‘f’&d n Bock |30
2.54.25.115 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
46.19. 85. 104 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
2.54.187. 232 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
176. 228. 130. 143|l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 18
2.54.187.232 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 13
46.19. 86. 221 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock
194. 90. 240. 21  |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock
2.54.42.217 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
217.165. 93. 177 Emrtaetdesprab 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 3
77.125.13. 10 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/8/ B ock 3
2.54. 145. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
194.90. 240.21  |Israel 147.237.72. 156 |aman. i df . i | Ml tiple Unhaut horized URL Access from 194. 90. 240. 21 B ock 3
109. 253. 193. 88 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.17.220 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.229.157.33 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 131. 42 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 65. 6. 184 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176.13.13.185 |Israel 147.237.77. 243 |nobi | e. i df . i | fbﬂtt ?Lfﬁ'f’?s\gcﬂa?;ic‘;‘gnggaifﬁjm'd tn Bock |2
46.19. 86. 74 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.29. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 2
176.13. 0. 212 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
79.176.10.225 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 130. 49 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
Unaut hori zed URL Access to
95.86.118.245 |[Israel 147.237.72. 166 [aka. i df . i | www. aka. i df . i | / mai n/ gi yus/ &a=udved=0ahukewj bsbj 408zkahugxq8khepw |B ock 2
at 0gf ggumae&usg=af qj cnhcvyyg7wlcqg- yhd5 ammrzoyodt wa
46. 19. 85. 65 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
74.82.47.2 Wited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock
207.46.13.10  |United Sates |147.237.77.216|dover. i df . i | ﬁ%tggf:ﬂﬁoﬁff;;smgi 11 /1116- hie/ AEARGE-BEPAERES Bock |1
157.55.39.141 |Wited Sates |147.237.77.176|natpash.idf.il |Unauthorized URL Access to 147.237.77.176/ Bl ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to v idf.il/eng B ock 1
182.59.212.89 |India 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xnmrpc. php B ock 1
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il /1133-22461- he/ dover . aspx. Bl ock 1
84.94. 165. 17 I srael 147.237.0.34 [tikshuv.idf.il [Too Many 404: Response Code per Session B ock 1
176. 13. 13. 58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
31. 154. 94. 46 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wan i df.il/https:/wwnidf.il/ Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag.idf.il Abnormal |y Long Request net hod B ock 1
79.177.160. 209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
2.54.18. 151 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 132. 2421 srael 147.237.72.166 |aka. i df . i | m”;kvfl';?rﬂﬁamgnﬁfﬁfmm in None 1
66.249.78.236 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css B ock
198. 20. 69. 74 Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
37.142.64. 16 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to vwwv | ogi stics. atal.idf.il/xnrpc. php B ock 1
169.253.194.1 |Wited Sates |147.237.77.176 |mat pash. i df .| m;g:ttlei%ﬂﬁ“s?ggtzsfagtg}ifcecsizf 4229'1. o Bock |1
80.178.120.40 |israel 147.237.72.166 |aka. i df . i | \Au';”kvnaj’(":i;ériﬁfn;e&s;\fwﬁ?;imgg on. aspx None 1
207.46.13.49  |[United Sates |147.237.72. 166 |aka. idf.i mn;)k‘gizfa.rﬁr;e;;rnlgﬁ;a/ioeéignaﬂOanard/regi ster. asp None 1
169. 229. 3. 91 Lhited Sates |147.237.77.170|nmaarachot . idf.il |Abnornal Iy Long Request et hod B ock 1
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