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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 265
81.218. 241. 25 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 89

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Under Attack Con Htp drop 2

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon Linmt Htp drop 1

23.239. 64. 15 Lhited Sates 147.237.76. 201 eatal.idf.il B ock Np Al Net drop 1

60. 169. 79. 173 Chi na 147.237.76. 201 eatal.idf.il JLM Under Attack_Con_Tcp drop 1

185. 130. 5. 201 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
108. 59. 8. 80 Lhited Sates 147.237.77. 233 atal .idf.il Cl06: HITP. rajestic bot B ock 1
149. 255. 59. 146 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il |ClL06: HITP. najestic bot B ock 1

52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il ]13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste ‘Signature

79.176. 0. 248 147.237.77. 216 (I srael dover.idf.illportscan: TGP O stributed Portscan 1
222.186.56. 121 |147.237.0.35 |China akaws.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
37.26.148.128 |147.237.72. 166 |l srael aka.idf.il |portscan: TCP O stributed Portscan 1
212.179. 155. 129|147. 237. 77. 216 | srael dover.idf.illportscan: TGP O stributed Portscan 1
31.154.16.162  [147.237.77.216 |l srael dover.idf.illportscan: TCQP O stributed Portscan 1
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.illTehila - Perl LWP wth fake user agent 1
176.13.23.123  [147.237. 77. 216 |I srael dover.idf.illportscan: TGP O stributed Portscan 1
109. 253. 132. 242|147. 237. 72. 166 |I srael akaidf.il |portscan: TGP O stributed Portscan 1
82.118.226.189 |147.237.72.156|Ri garia aman.idf.il |G5- OTHER d sco | G5 HITP confi guration attenpt 1
80.178.146.96 |147.237.77.216|Israel dover.idf.illportscan: TGP O stributed Portscan 1
79.178.167.13  |147.237.77. 216 |l srael dover.idf.illportscan: TGP O stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.illTehila - Perl LWP wth fake user agent 1
212.235.13.11 |147.237.77. 216 |I srael dover.idf.illportscan: TGP O stributed Portscan 1
31.154.94. 78 147.237.77. 216 |I srael dover.idf.illportscan: TGP O stributed Portscan 1
198. 20. 69. 74 147.237.77.233|hited Sates  [atal.idf.il |ET DRCP Dshiel d B ock Listed Source 1
5.28.130. 20 147.237.77. 216 (I srael dover.idf.illportscan: TGP O stributed Portscan 1
185. 120. 125. 60 |147.237.77.216 dover.idf.illportscan: TGP O stributed Portscan 1
149. 88. 124. 247 |147.237.77. 216 |Israel dover.idf.illportscan: TCP O stributed Portscan 1
84.111.154.47 |147.237.77.216|Israel dover.idf.illportscan: TCQP O stributed Portscan 1
82. 118, 226,180 |147. 237.72. 156 | garia avanidf il ET PQLICY Incomng Basic Auth Base64 HITP Password det ect ed 1

unencr ypt ed
79.182. 169. 196 |[147.237.77.216 |l srael dover.idf.illportscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
81.218. 241. 25 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
80.246.137.23 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
62.219. 161. 206 |[Israel 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 16
Sreanming Engine: TCP Invalid i i ssi
84.110.33.26  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 15
Ret ransni ssi on Packet dr opped.
reaning BEngine: TCP Invali i i ssi
46.19.85.239  |Israel 147.237.77. 243 |nobi L e. i of .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 15
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 198. 48 |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 15
Ret ransni ssi on Packet dr opped.
80.179. 222. 195 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 12
212.179.225.7 |israel 147.237.72. 167 |i shuri maka. i of .i | drop First packet isn't SN drop 10
46. 19. 85. 137 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |10
46. 19. 85. 246 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning Engine: TCP Invalid i i ssi
176.13.21.152 |Israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
2.52.2.4 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
79.183.9. 196 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54.137. 49 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
207.232. 46.170 |Israel 147.237.72. 167 |ishuimakaidf.il  |Bad TOP sequence SYNRACK retransmt W th monitor |8
di fferent w ndow scal e
46. 19. 85. 208 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert
66.249. 81. 144 |Wnited Sates [147. 237. 77. 226 ‘Aiml"'“ha”atz'aka"df dr op First packet ism't SWN drop 6
Sreaming Engine: TGP Invalid i i ssi
109. 253. 203. 153|l srael 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.160 |Israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 54. 139 |Israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.81.12.176  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
2.54.137.49 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 67.194. 125 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SYNRACK retransmt W th monitor 6
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.26.147.239 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 68 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |6
66.249.81.148 |wited Sates [147.237. 77. 226 ‘“:"I”“Cha”atz'aka"df drop Frst packet isn't SWN drop 6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 206. 191 |i srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 246 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 236 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 6
2.54.137.49 | srael 147.237.72. 156 [anan.i df . il Bad TCP sequence I'nval i d sequence nunier noni t or 6
46.19. 85. 175 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
Sreanming Engine: TGP Invalid i i ssi
46.19.85.113  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 61 I'srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 218.32 |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
171.25.193.78 [Sweden 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 236 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
171.25.193.78 |Sweden 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
2.54.137.49 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
37.26.148.248 |Israel 147.237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
2.54.137.49 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
109. 67.194. 125 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
79.181.229.121 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 85. 14 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 85. 48 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |5
41.238.51. 11 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
94.230. 86.181 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |5




01-28-2016-11:04:01 to 01-28-2016-12:04:01

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 150. 71 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 166
185.32.179.99 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 158
176.13.13.120 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 119
109. 253. 150. 71 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 107
185.32.179.99 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 104
176.13.13.120 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 100
109. 253.131. 11 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 92
109. 253. 210. 11 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 80
176.13.16. 184 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 63
109. 253. 150. 71 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (403) B ock 51
185.32.179.99 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 46
46.19. 86. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 37
109. 253.218. 32 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 32
109. 253.131. 11 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 31
46.19. 85. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 27
46. 19. 85. 252 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 24
176.13.13.120 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 23
176.13.16. 184 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 18
46. 19. 86. 243 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 10
95. 86. 82. 14 I srael 147.237.72. 156 |aman. i df . i | Mil ti pl e Unauthori zed URL Access from 95. 86. 82. 14 B ock 10
109. 253. 193. 88 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 8
31.168.20.109 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;‘f :?r(;fz‘?? , g‘eggrcytesem s/ 1 st chi | ddocument s/ 1362 Bock |8
31.168.20.109 [israel 147.237.77.243|nobi l e.i df . i | Mil tipl e Lhaut horized URL Access from 31. 168. 20. 109 B ock 5
46. 19. 85. 239 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode B ock 4
176.13.22.233 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 198. 48 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 4
212.150.66. 161 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storagel/files/7/ Bl ock 3
176.13.21. 30 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 163 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
213.151. 45. 187 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 213. 151. 45, 187 Bl ock 3
80.74.116.135 I srael 147.231.77. 226 mfhanﬁt 7 akad mué::r;tzze.ik:}dfp.ciclelsssi ;_ost oragel fil es/ 9/ 2479. j pg B ock 3
46.19. 85. 98 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
109. 253. 210. 236 I srael 147. 237.77. 243 |nobi | e. i df . i | Smts)itlr;bi“éﬁ? I%z;’tezz:;fggplﬁegﬁfiih?? ddocunent </ 1071 Bock |3
46.19. 86. 212 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.8.0 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock
109. 253. 210. 236 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtxr&???/g;eggfﬁzm O oo/ st chi | ddocurent s 1302 Bock |2
37.237.152.7 Irag 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/arr/ B ock
87.69. 212. 54 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 87.69.212. 54 Bl ock
109. 253. 215. 68 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
12 a6 130 i a7 aan 726 G TR BB L e e a7 aok |
Unaut hori zed URL Access to
212.76.116.76 |[Israel 147.237.72. 166 [aka. i df . i | www. aka. i df . i1/ mai n/ gi yus/ &a=u&ved=0ahukew e6f _ul nzkahwhgg4k |[B ock 2
hai zamagf ggi mea&usg=af qj cnhcvyyg7wlcg- yhd5 amreoyodt wa
37.26.147.239 |[Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Qode B ock 2
176.13.21. 152 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 2
5.29.199. 82 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
95. 86. 99. 32 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 95. 86. 99. 32 B ock 2
2.50.2.113 Lahﬂi]:aetdesﬁab 147.237.77. 170 |naar achot . i df . i | Dstributed PHP At tenpt Bl ock 2
212.143.38.222 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.50.2.113 Emrtaetdesprab 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 2
80. 246. 138. 233 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 2
62.219. 235.192 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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