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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 1214
192.118. 30. 102 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 511
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 292
77.125.96. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
81.218. 206. 82 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
81.218.151. 130 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 3
162. 248. 143. 101 Canada 147.237.76. 38 eeneitav.idf.il Bl ock_Ulp Al _Nets drop 1
162. 248. 143. 101 Canada 147.237.76. 39 nobile.neitav.idf.il |B ock Udp All Nets drop 1
185. 130. 5. 201 147.237.76. 201 e atal.idf.il Bl ock Udp All Nets dr op 1

80. 246. 130. 34 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
188. 120. 148. 244 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgnature Devi ce Action |Count
159. 253. 145, 150 Wited Sates 147.237.76. 86 navy.idf.il Q095: Suspi ci ous Addresses MFA Permit 23
159. 253. 145. 150 Lhited Sates 147.237.77. 216 dover.idf.il QD95: Suspi ci ous Addresses MFA Per nirt 14
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
46. 19. 85. 239 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
5.29.51. 180 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.77.19 Lhited Sates I awforumi of .i | ET DRCP DBshi el d B ock Listed Source 1
149. 88. 101. 120 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
91. 201. 236. 114 147.237. 8. 28 Wkrai ne e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 107. 230 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
82. 80. 198. 164 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
77.126. 8. 158 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
46. 45, 137. 67 147. 237. 76. 39 Tur key nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
149. 78. 80. 100 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
89. 138. 202. 114 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
84.229. 0. 41 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79. 180. 21. 66 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
62.219.191. 138 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SWN drop 79
Sreamng Engine: TCP Invalid ' i ssi
62.90.193.203 | srael 147.237.72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 60
Ret r ansmi ssi on Packet dr opped.
13.21.125.9 Wi ted 147. 237. 77. 226 [ chanatz. aka. idf 14, o First packet isn't SWN drop 48
Ki ngdom il
s SYNretransmt wth different .
82. 166. 97. 26 I srael 147.237.77. 234 |hal ag.i df il Bad TCP sequence “i ndow scal nonitor |31
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
212.199. 154. 194l srael 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 19
o SYNretransmt wth different .
176.13.15.231 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal noni t or 19
reamn ine: TCP Invali i i Ssi
80. 246. 139. 136 |Israel 147.237.77. 243 |nobil e.i of . Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
2.52.1.47 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 15
176.13.17.158 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransnt with different monitor |14
W ndow scal e
46. 19. 85. 62 I srael 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence Invalid AGK nunber noni t or 13
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor 12
2.52.1.47 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
212.76.127. 44 |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor (9
Sreaning Engine: TGP Invalid i i sSi
109. 253. 204. 116/l srael 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
. . SYNWAXK retransmt with .
37.26.148. 146 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 9
Sreaning Engine: TGP Invalid i i sSi
46.19.86.187  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
37.26.149.136 | srael 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 143. 138|l srael 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansm ssi on Packet dr opped.
62.0.197. 69 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SWN drop 7
80.179. 122. 253 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
Sreaming Engine: TCP Invalid ' i ssi
109. 253. 144. 90 |Israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.17. 214 |Israel 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
2.54.13.0 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
81.149.108. 111 LKTIr:ge(cjjom 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d sequence nunber nonitor |6
46.19. 85. 10 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 200 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert
Sreaning Engine: TGP Invalid i i sSi
176.13.19.26 [l srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
85.130.232.75 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 10 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid AGK nunber nonitor  [6
46. 19. 85. 200 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor  [6
2.54.168. 82 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 85 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid AGK nunber nonitor  [6
2.54.172.117 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.8.188 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Bngine: TQP Invalid i i SSi
2.52.129. 71 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.22.199  |israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 177 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid AGK nunber monitor  [5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 5
192. 118. 30. 102 |l srael 147.237.72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.140. 39 I srael 147.237. 72. 156 |anan. i df . SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
. . SYNtAXK retransmt with .
37.26.146.151 |Israel 147.237.77. 216 |dover i df .i Bad TCP sequence different vi ndow scal e nonitor |5
46.19. 85. 177 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert
2.54.167. 49 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
207.46.13.49  |Wnited Sates |147.237. 72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 42 I srael 147.237.77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.52.129. 105 | srael 147.237.77. 216 |dover.idf.il SYN At t ack rej ect
188. 120. 148. 201 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 224 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 171
46. 19. 86. 224 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 114
176.13.22.233 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 103
109. 253.212. 71 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 72
46.19.86.224  |israel 147.237.0.19 |nadi matal .idf.il Zg?l'\:%yﬁ_ogzihe Sane Response (bde (403) in Session from Bock |54
2.54.166. 171 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 40
2.52.161. 128 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
109. 67. 105. 58 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 33
176.13.22.233 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 22
79.176.166. 1 | srael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed URL Access from 79.176. 166. 1 B ock 15
81.218.192.91 |Israel 147.237.77. 234 |hal ag. i df . i | Mil tipl e Unaut hori zed UR. Access from 81.218.192. 91 Bl ock 11
Unaut hori zed URL Access to
95. 86. 82. 14 I srael 147.237.72. 156 [anan. i df . i | vwwy. aman. i df . i | / &a=udved=0ahukewj owj d1kszkahxdir gkhar oc5i gf |Bl ock 11
ggt nae&usg=af gj cngdvr vyl ynci r 6whv95j 8j i c2kcnw
109. 253. 204. 116 I srael 147. 237.77. 243 |nobi | e. i df . i | %;ult:?rd'fz‘f? , tg‘egpgfy‘isemztes” | tehi | ddocunent </ 1390 Bock |7
94. 142, 141. 119 gs::;”i on 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 6
46. 19. 86. 152 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 5
94.142. 141. 119 gz::;”i on 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 94. 142, 141. 119 Bl ock 5
2.54. 134. 208 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 4
80. 246. 139. 136 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13.13.6 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
5.29.67.96 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
109. 253.197.5 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.218.241.25 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/$$3$&782$$$ Bl ock 3
109. 253. 223. 110|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
149.78.18.226 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 3
176.13. 2. 213 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.215 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
5.102. 206. 47 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 65. 149. 218 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.148.252 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
109. 253. 143. 138|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 210. 65 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
80. 246. 136. 133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
37.26.149.136 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
81.218.192.91 [Israel 147.237.77. 234|hal ag. i df . i | mﬂt:g?rs'ﬂzig_aﬁ‘_fcd?f’flslsti%_st oragel {11 s/ 5/ s 263360/ 1565, pg Bock |2
46. 19. 86. 187 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 65. 48. 123 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 109. 65. 48. 123 |B ock 2
176.13.1. 116 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 204. 116 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
176.13.14.253 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 85. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
176.13. 3. 213 | srael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5. 102. 206. 47 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
107.178.194.83 |Uhited Sates [147.237.77. 216 |dover. i df .i | D stri buted 1T§;f;§g;§?ﬂeﬁvfrc_f:p£” Bock |1
Uhaut hori zed URL Access to
212.76.102.69 |[Israel 147.237.77.233|atal .idf .il www. at al . i df . i | / 8&sa=u&ed=0ahukewj b- 03ekszkahwdvxgkhwngdt qq |Bl ock 1
f gghmaa&usg=af gj cnf fj e3yg7t o4wdoi eabks8r p37hw
77.127.165.76  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 |mat pash. i df . i | I11egal Byte Gde Qharacter in LR B ock
46. 19. 86. 224 I srael 147.237.0.19 |[nadimatal .idf.il Too Many 403: Response Code per Session B ock
169. 229. 3. 91 Lhited Sates |147.237.0.17 (Tf .niyl_ kosher -kravi . | Illegal Byte Gode Character in Header Nane B ock 1
Unknown Par arret er
2.54.134. 99 I srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP! aceHbl der $ct | 38%ct | 01%$ct | 03$chl Quest [None 1
ion$6 in v aka. i df . il /mai n/ gi yus/ questi onnaire. aspx
85. 250. 165. 128 || srael 147. 237.72. 156 |anan. i df . i | mu;xliizdiéiﬁtfggffmom. il Bock |1
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