01-28-2016-09:04:03 to 01-28-2016-10:04:03

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

Top Tar get

Nunber
(6]
At acks

M nadimatal .idf.il

M natpash. i df. i

W aka.idf.il

B dover.idf.il

B tikshuv.idf.il

Watal .idf.il

[ ishurimaka.idf.i

M nobile.idf.il
refuah.idf.il

M nakchal .idf.il

Top Attackers

M 188. 161. 48. 127
54. 244. 22. 103
W 176.13.1. 116
212.76.127. 219
M 176. 13. 22. 233
M 212. 76.127. 10
7 109. 253. 214. 162
M 5. 34.160. 178
2.52.35.22
M 176. 13. 16. 223




01-28-2016-09:04:03 to 01-28-2016-10:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 239
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 87
82.132. 223. 85 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 9

81. 218. 206. 82 I srael 147.237.77. 216 dover.idf.il |Block Wip All Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1ure

Devi ce Action
51. 255. 194. 33 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
5.9.111.70 Ger many 147. 237. 72. 166 aka.idf.il Cl06: HITP. naj estic bot B ock 1
51. 255. 48. 154 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il Cl06: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
188. 0. 236. 123 147. 237.76. 30 Ml dova, Republic of hi nush. i of . i | ET SCAN NVAP -sS w ndow 1024 1
149. 50. 112. 44 147.237.77.216 |Lhited Sates dover.idf.il portscan: TCP DO stri buted Portscan 1
61. 240. 144. 64 147.237.72.166  |hina aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.148. 18. 162 147.237.76.199  |Lithuania e. nakchal .idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 217 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
41.224.128.55 147.237.8. 28 Tuni si a e. nobi | e-ks. i df.il ET SCAN Potential SSH Scan 1
212.179. 46. 16 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
31. 154. 94. 48 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
188. 0. 236. 123 147. 237.76. 39 Mol dova, Republic of nobi le.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176. 106. 44. 147 147.237.77.216 |Palestinian Territory, Gecupied dover.idf.il portscan: TCP DO stributed Portscan 1
82. 81. 27. 229 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
47.18. 200. 87 147.237.77.216 |whited Qates dover.idf.il portscan: TCP Distributed Portscan 1
46.148. 18. 162 147.237.72.167 |Lithuania i shurimaka.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 158 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
41.224.128.55 147.237.8. 27 Tuni si a e.nadimatal .idf.il |ET SCAN Potential SSH Scan 1
37.26.148. 230 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address

dte

Signature

Devi ce

Pal estinian Territory,

Action

188. 161. 48. 127 Qecupi ed 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 255
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 145
212.76.127.219 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (84
212.76.127.10 |lsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |78
5.34. 160. 178 gcf;i'géa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 64
188. 161. 48. 127 glcissi':('ja” Territoryl 47 237.77. 176 |natpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 31
188. 161. 48. 127 glcf;i'géa” Territoryty 47, 237. 77. 216 |dover . i df . i1 drop Frst packet isn't SIN drop 29
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 156. 129l srael 147.237.76. 31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
176.13.1.116  |israel 147.237.0.19 |nadimatal.idf.il 9 =g Inval id segnent retransmssion. |, ., 21
Ret r ansmi ssi on Packet dr opped.
54.244.22.103 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 16
R SWNretransnit wth different
109. 160. 166. 123! srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal alert 13
109. 160. 166. 1231 srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wih different | opnvor |13
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 253. 146.5  |Israel 147. 237, 72. 167 |i shuri maka i of . i 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
37.26.148.196 | srael 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. |y, 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.0.218  |Israel 147. 237. 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 214. 187|i srael 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dr opped.
. . SYNFACXK retransmt wth .
176.12.160. 1 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence different w ndow scal e monitor |10
212.76.127.44  |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor |10
79.179.149.53 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYNACK -> Tinmeout [reject 9
188. 161. 48. 127 glcf;i'géa” Territoryty 47. 237. 77. 216 |dover . i df . i1 SYN Att ack SYN -> SYN-ACK -> Tineout |reject 9
41.33.231. 90 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 9
Pal estinian Territory, . . SYNtFACXK retransmt wth .
188. 161. 48. 127 Gecup ed 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different w ndow scal e monitor |9
Sreaning Engine: TQP Invalid i i SSi
2.54. 44, 204 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dr opped.
46. 19. 85. 187 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber noni t or
212.76.127.111 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor
54. 244, 22. 103 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop
S SWNretransnit wth different .
176.13.22.135 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal nonitor |8
62.0.251. 1 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 7
. . SWNretransmt wth different .
109. 226. 20. 106 |l srael 147.237.77.234 |halag.idf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 116. 239. 196 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
81.218. 241. 25 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop
2.52.177.92 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TGP Invalid i i sSi
2.54.5.70 I'srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
176.13.7.105  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
79.183.254. 74  |lIsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.54.6.146 I'srael 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 64.38.227 | srael 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
79.183.254.74 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.184. 247 I srael 147.237.0.19 |nadimatal.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.150 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi
176.13.1. 7 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.52.33.88 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.183.254.74 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop
Pal estinian Territory, R SYNtACK retransmt with .
188. 161. 48. 127 Qecupi ed 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence di fferent wi ndow scal e noni t or 6
212.199. 154. 194l srael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop
217.132.84.207 |[lsrael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13. 1. 116 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
176.13.22.233 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 82
2.52.35.22 I srael 147.237.0.34 [tikshuv.idf.il [Too Many of the Sane Response Code (404) in Session from2.52. 35, 22 B ock 61
176.13. 1. 116 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 45
176.13.16.223 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
2.54.130. 128 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 41
109. 253. 214. 162|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 39
46. 19. 85. 189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
109. 253. 214. 162|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 27
2.54.184. 247 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
213.111.233.25 |Wkraine 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 6
109. 253. 210. 65 |l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 6
213.111.233. 25 |kraine 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 213.111. 233. 25 Bl ock 5
176.13.14.253 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46.19. 85. 23 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.94.171.201 |l srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from84.94.171. 201 Bl ock 3
109. 253. 143. 138|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.144 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 147. 43 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.216 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.1.161 [ srael 147.237.76.31 |nakchal .idf.il Fﬁrm*ﬁ;km’i\gf?'i ?t/iligoc_tr:e??a%':f”at;fcem' der 13ucFaqntrol $txtSearch gy oy 5
66.249.78.166 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 2
46.19. 86. 103 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 81 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.179.149.53 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.i|/mai n/ sachar Bl ock 2
2.54.167.15 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 215. 83 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
107.178.104.79 |11 |147.237. 77 216 |dover i i1 | ST lT;;f;gzgi_egeﬁvzc_ispzn Bock |1
192.114.23.18 |Israel 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to wwn cogat.idf.il/sip_storagelfiles/ 6/ 4616.] py B ock 1
D stributed Uhauthorized URL Access on
321z e 25776 2 frohuah i1 (SRS O st o222 e b okt
_t ghkr | uldzf f knx61hw
80. 246. 136. 133 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
Unknown Par arret er
149. 78. 145. 47  |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! aceHbl der $ct | 38$ct | 01$ct | 03$chl Question$0 in [None 1
wn aka. i df . i |/ nai n/ gi yus/ questi onnai r e. aspx
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
213.111.233.25 |lkraine 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/nain/gi yus/index. php B ock 1
46. 19. 85. 189 | srael 147.237.0.19 |madimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None
204.13.201.138 [J11%0 1147 237.77. 216|dover . idf i1 |0 o0 Ped lfsgfggzgfﬂeﬁﬁfzsp;” Bock |1
109. 160. 166. 123]I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.142.68.5 I srael 147.237.77. 176 |mat pash. i df .i|  [PHP Attenpt B ock 1
185. 24.206. 45 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
79.179.197.150 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None 1
2.54.184. 247 I srael 147.237.0.19 |nadimatal .idf.i|Untraceabl e SS. Sessions: Qpen Mde None 1
66. 249. 65. 17 I srael 147.237.77. 170 [maarachot . i df . i | [Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 17 B ock 1
212.199. 244. 112|I srael 147.237.72. 166 |aka. i df . i | m";’k‘“g Faram o nlcéég?:f/tgaggficgg'\’:isgfcphsaChar$°t'41 in None |1
107.178.104.79 |11 |147. 237 77. 216 |dover. i i1 |D ST lfsgfggg;g?ﬂeﬁﬁfzsp;” Bock |1
46.19. 85. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
194.54. 168.65 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp;t in vww aka.idf.il/nai n/sachar/scriptresource.axd |None 1
31.154. 94. 81 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
176.13.22.135 [Israel 147.237.76.42 |refuah.idf.il 1']4? ;;?_”t?gz;“;“;lhg;ﬁ:rdedtf}e;':tcl?:s on Bock |1
81.218.127.74 |israel 147.237.76.42 |refuah.idf.il ?45; rZiSl;u.tfg gf‘i;g%r_ihzeﬁ ﬁaﬁc‘;z‘:’; on Bock |1
217.132.38.127 | srael 147.237.72.166 |aka. i df . i | thknown Paraneter _VI EVETATEENCRYPTED i n None |1

wan aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
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