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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
212.199. 154. 194 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 115
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 90

207. 46. 13. 163 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
81.218. 56. 245 I srael 147.237.72. 167 i shurimaka.idf.il[B ock Wip All Nets drop 3
212.179. 54. 237 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

23. 239. 64. 15 Lhited Sates 147.237.76. 31 nakchal . i df.i| Block Np All Net drop 1

66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1

212. 143. 142. 56 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
159. 253. 145. 150 Lhited Sates 147.237.77. 170 nmaar achot . i df . i | Q095: Suspi ci ous Addresses MFA Per nit 2
198. 20. 69. 74 Lhited Sates 147.237.76. 38 eeneitav.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 7
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
66. 249. 78. 111 147.237.77.170 |United Sates naar achot . i of .i | ET SCAN NVAP -sA (2) 2
81.218. 241. 25 147.237.72.166 |Israel aka. idf.il portscan: TCP D stributed Portscan 2
212.179.227.181 |[147.237.77.205 |Israel prishaidf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.72.166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 28 Chi na e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147.237. 76. 148 gacenter. aka. i df . il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.0.200 |China rdu. i df il ET SCAN Potential SSH Scan 1
89. 138. 33. 68 147.237.72.166 |Israel aka. idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 147.237.77.121 |lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 196. 44 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
80.246.139.190  |147.237.72.166 |[Israel aka. idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77.179 |China e.mazi.idf.il ET SCAN Potential SSH Scan 1
212.179.227.181 |147.237.77.205 |lIsrael prisha.idf.il ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.77.61  |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.38 |lLnited Sates e.e.nmeitav.idf.il ET CROP Dshiel d B ock Listed Source 1
59. 45. 79. 117 147.237.72.14  |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
176.58. 72. 98 147.237.77.216 |Palestinian Territory, QGicupied |dover.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237.8.24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 1
95. 183. 51. 251 147.237.76.42  |Sintzerland refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 17 Chi na m ny-kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
84.94. 84.218 147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
41.218. 184. 60 147.237.77.216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
2.54.18.176 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
79. 179. 35. 167 147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
66. 240. 213. 93 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77.227 |China e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.170 |China naar achot . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

176.13.10. 186 |Israel 147.237.77. 243 |nobil e.i df .i | Ret 1 ansii Ssi on Packet dr opped. drop 36
89.138.171.77 |Israel 147.237. 77, 243 |obi e i or 11 | €M NG Engine: TCP Invalid  ivalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
77.125.103.142 i srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁr:cr;rit Wth different aert 26
77.125.103. 142 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdze\:,rsaé;rit Wth different moni tor |26
82. 80. 64. 158 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 19
109. 226. 20. 106 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor |18
2.54.128.178 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
185. 120. 126. 40 147, 237. 76. 200 | tan. aka i i1 |2 €M NG Bgine: TCP Invalid  invalid segnent retransnission. drop 12
Ret ransni ssi on Packet dr opped.
46.19. 85. 81 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19. 86. 11 I sr ael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 11
212.179.225.7 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 10
81.218. 241. 25 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
2.52.59. 152 I srael 147.237.77. 243 |rmbit e ior i1 | ©2M NG Engine: TP Invalid invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
81.218.241.25 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
194, 114. 146. 227|1 srael 147.237. 72. 167 |i shurimaka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
94. 230. 86. 51 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 8
37.26. 146. 145 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 93 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.54.37. 130 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
2.54.128.178 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid sequence nunber noni t or
46.19. 85. 93 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
109. 253. 140. 68 I srael 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
94.230.86.253 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
82.166.77.241 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46. 19. 85. 15 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
37.26.149.143 | srael 147, 237. 77, 243 |mobi e icr 1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.128. 178 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 15 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.128.178 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
80. 178. 150. 201 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
37. 40. 10. 207 Oman 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19.86.153  |[israel 147.237.77. 243|mbile.idi.il  [Bad TOP sequence m’cﬁsg ;ans”“ wehdifferent | onitor  |a
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
84. 95. 251. 245 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19. 86. 11 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
217.132.90.210 |israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82. 80. 64. 158 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 67 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
62.90.243.131 | srael 147, 237. 76. 200 e tan. aka i i1 |2 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
79.179.19.64  |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.
176.13.2.243  [Israel 147.237.77. 243 |mati e i1 || S ng Engine: TGP Invalid invalid segnent retransmission drop 3
Ret ransni ssi on Packet dr opped.
62.219.160.95 | srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.
84.94. 55. 147 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
109. 67.135.60 |l srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
187.189. 195. 40 |Mexi co 147.237.76.197 |le.hinush.idf.il |Geo-| ocati on enfor cenent Geo-l ocati on inbound enf orcenent [drop 3
85. 130. 196. 209 |Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
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A tacker

Attacker Address Target Address [Site Sgnature Devi ce

‘Count

Country Action
87.69.207.136 | srael 147.237.0.19 |nadi matal .idf.il ;(;(.)g\flzyo;’.flége Sane Response Code (404) in Session from B ock 324
87.69.207.136 | srael 147.237.0.19 |nadimatal .idf.il g(;?e“;gyo;)_flége Sane Response (ode (403) in Session from Bl ock 189
109. 253. 194. 127|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 98
109. 253. 214. 162/l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 89
109. 253. 194. 127|I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 80
109. 253. 214. 162|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 62
46.19. 86. 17 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 45
109. 253. 150. 128]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 30
213.57.251. 137 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 29
87.69.207.136 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
37.26.148.216 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 12
37.26.148. 144 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 11
176.13.10.186 |[lIsrael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 10
89.138.171.77 [israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 8
37.26.148.168 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 7
80.246.139.84 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
37.26.148.192 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
46. 19. 85. 140 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
46. 19. 86. 78 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
81.218.241.25 |[Israel 147.237.77.216|dover.idf .l Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 3
46. 19. 85. 227 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
77.125.103. 142 | srael 147.237.76.42 |refuah.idf.il \;Twa?:; o ;y;e. i\'fjﬁl ialt /' fglg_tggciffbtg;r:;xacem der1StxtLastNane in- gy o 3
89.138.171.77 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
81.218.241.25 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df .i|/main/scripts/css3pie. htc|B ock
147. 236. 138. 210|l srael 147.237.72. 166 |aka. i df . i | ﬁwar;;eir df???/ﬂlz)r/m\:e?/ﬁq?r:jefiamt.asp None 2
89. 139. 159. 248 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
46.120.230.39 [ srael 147.237.0. 17 g;”lyl kosher-kravi.i .. ple I1legal Paraneter Encoding from46.120. 230. 39 None 2
46. 19. 86. 152 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .il Mil tipl e Lhaut hori zed UR. Access from 66.249. 78. 159 B ock
207.46.13.10  [wiited Sates [147.237.77. 216 |dover. i df . i | m‘*it?ri'lzﬁinﬁtgfgﬁ;;; user cont ol s/ header upper / B ock 2
46. 19. 86. 173 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
37.26.146.206 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.52.59. 152 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
176.13. 5. 161 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.95  [Israel 147. 237.77. 216 |dover . i df . i | e R e e e/ dover . aspx Bl ock 1
2. 54.130. 249 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
109. 253. 223. 135l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None 1
46.19. 86. 182 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 226. 20. 106 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
194.90. 15. 61 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS A tack None 1
173.252.90. 230 |Uited Sates |147.237.72.166|aka.idf.il Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
66.249.78.166 I srael 147.237.77. 216 |dover . i df . i | chaut for| |Z/e:ngtﬁj$§chfzfirty7em ebbeL. st o> Bl ock 1
2.54.6.107 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ B ock 1
66.249.65.21 |Israel 147.237.77. 170 |maar achot . i df . i | ﬂ‘;‘u;g‘;r ;27??7;‘7;) d/:clﬁslist/oz/ 108462, pel B ock 1
46.19. 86. 36 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
208. 80. 194. 125 [Lhited Sates [147.237.76.42 |refuah.idf.il ﬂ?_“;;;_";;jg/g‘l ;Cfise'fséfol Ler/] query.  car ousel . s Bl ock 1
37.26.148.239 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;?%;ﬁafﬁ;’gf;uygi yus! general . asix B ock 1
2.84.132. 226 G eece 147.237.77.74 [lawidf.il PHP At tenpt B ock
109. 253. 140. 68 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
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