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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 3
104. 233.110. 79 147.237.76. 176 test.ncore.idf.il B ock_Wp Al _Nets dr op 1
104. 233.110. 79 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
61. 160. 224. 129 Chi na 147. 237. 76. 200 eitan aka.idf.il Bl ock Udp All Nets drop 1
104. 233. 110. 79 147.237.76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

213.156. 114. 84 |147.237.0.15 |Pol and kosher -kravi .idf .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

192. 157. 230. 108(147. 237. 76.31 |Lhited Sates  |nakchal .idf.il ET SCAN Potential SSH Scan 1

110, 246.92. 177 |147.237.0.33 |Hong Kong il ET SDAN Behavi or al _Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

88.249.106.23 |147.237.77.74 |Turkey lawidf.il ET SCAN NVAP -sS w ndow 1024 1

66.240.213.93 |147.237.8.28 |lhited Sates |e. nobile-ks.idf.il ET SCAN Potential SSH Scan 1

175.6.228. 149  |147.237. 77. 226 |Chi na win chanat z. aka. i df . i | ET SCAN Repi d PCP3 Qonnecti ons - Possibl e Brute Force 1
Attack

114.112.90.54 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

84.111. 158. 134 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1

46.161.40.120 |147.237.8.46 [WSSIaN e.chinuch. i df .1 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
213.34.206.38 |Kuvait 147.237.77. 176 |nat pash. i df . i1 dr op Frst packet isn't SN drop 43
190. 247. 171. 130|Argenti na 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 30
Sreaning Engine: TGP Invalid i i ssi
2.54.61.0 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 18
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
Sreaning BEngine: TQP Invalid i i ssi
66.249. 65. 251 |Uhited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 16
Ret ransm ssi on Packet dropped.
46. 19. 85. 232 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or 11
62.219.228.23 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
207.232.27.5  |israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid  invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.165 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
194. 114. 146. 227|l srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
80.179.114.3  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
46.19. 85. 67 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
47.20.227.179 |Whited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
46.19. 85. 2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert
Sreaning Engine: TGP Invalid i i ssi
176.13.19.52  [israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 125 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
46.19. 85. 125 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nval i d ACGK nunier noni t or 6
190. 247. 171. 130|Argenti na 147. 237. 72. 166 |aka. i df . i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
2.54.4.219 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
176.13.3.173 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or 4
31.168. 16. 94 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 4
Sreanming Engine: TCP Invalid ' i ssi
207.46.13.49  |Uited Sates |147.237.72.166 |aka idf il 9 =9 nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 85. 245 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 146 || srael 147.237. 72. 167 |i shuri maka. i of . | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
149.78.224. 211 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.58  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.177.123.75 |israel 147. 237. 72. 166 |aka. i df . i g =g Ivalid segnent retransnssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 132. 44 |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19.86.106  |Israel 147. 237. 72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
82.81.6.33 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
187.189. 195. 40 |Mexi co 147.237.76. 198 |e.yohal an.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation inbound enf orcenent |drop 3
Sreanming Engine: TCP Invalid ' i ssi
158. 116. 225. 43 |Wited Sates |147.237.72. 166 |aka i df il 9 =9 nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 206. 210|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
190. 247. 171. 130|Argenti na 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 3
188. 120. 148. 130|l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
31.210.186.75 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
176.13.3.173 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
46.19. 85. 11 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 2
5.22.131.5 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
51. 254. 141. 254 E?';gegom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
80.178.138. 115 |lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 116 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
109. 73. 127. 69 z‘;;gom 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx

Country Action
87.69.207.136 | srael 147.237.0.19 |nadimatal .idf .i [0 MY of the Sane Response Code (404) in Session from B ock 307
87.69. 207. 136
87.69.207.136 | srael 147.237.0.19 |nadimatal .idf.i g‘;f’e'\;nzyo;’_flége Sane Response (bde (403) in Session from Bl ock 115
87.69.207.136 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 104
80. 246. 137. 231 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
46.19. 86. 130 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 23
46. 19. 85. 186 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 21
176.13. 4. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
80.246.136.75 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 11
190. 247. 171. 130|Argenti na 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 190.247.171.130 |B ock 7
176. 13. 6. 84 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 65. 127. 79 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 65. 127. 79 B ock 3
80. 246. 138. 130 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 213. 121 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁbﬂ?ie:jf?ffs\;cﬂ;tlicﬂ;ncglgaifﬁ?wd in Bl ock 3
213.151.32. 163 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149.78.23.128 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 27 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
190. 247. 171. 130|Argenti na 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 190. 247. 171. 130 B ock 3
82.166. 140. 117 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 66. 53. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
46. 19. 86. 137 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
188. 143.232. 15 gs::;”i on 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 188. 143. 232. 15 B ock 2
80. 246. 136. 178 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
192.198. 151. 37 |Europe 147.237.72. 166 |aka. i df . i | mn:k":izéf”.?mg nlcst;;c;f‘;yasgﬁcgg'\:;ipr)'($Cphsachar$bt nSubmt.x in- e 1
66.249.78.239 I srael 147.237.76. 200 [ei tan. aka. i df . i 1[I or! 20 L (fﬁn;eatsist/‘;har o user cont 1ol &/ e Bl ock 1
107.178.194.83 |Uited Sates  [147. 237.77. 216 |dover . i df . i | D stri utec ﬁ];;-t;géisé?ﬂeﬁv:??ssp;n B ock 1
46. 19. 86. 69 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None
31.168.16. 94 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from31.168. 16. 94 (Qpen Mde) None
Russi an ] ) Lhau_t hor_i zed URL Access to ' _
188.143.232.15 | o0 147.237.77.216|dover.i df .i | ww i df . i |/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al /twitter. |B ock 1
aspx
72.252.202. 42 |Jamai ca 147.237.77.74 [lawidf.il eMai | Hoardi ng B ock
51. 254, 141. 254 |United Ki ngdom|147.237.77.216|dover.idf.il D stributed Wauthorized URL Access on 147.237.77. 216/ Bl ock
156. 198. 121. 189 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
204.13.201.138 |Uited Sates  [147.237.77. 216 |dover . i df il [0 51" uted 1T§;t;§gggeﬂeﬁvﬁczs§pf” Bock |1
66.249. 78.254  |Israel 147.237.72. 166 |aka. i df . i | Wnhknown Par aret er anp; doci d in None 1
wn aka. i df . i | / nai n/ gi yus/ gener al . aspx
176. 13. 19. 52 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
46. 19. 86. 69 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31.168. 16. 94 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
72.252.202.42  |Jamai ca 147.237.77. 176 [mat pash. i df .il |Enail collector robots 14 B ock 1
54.243.53.148 |United Sates  |147.237.77.216|dover. i df .|| D e et o dover . aspx Bl ock 1
156. 198. 121. 189 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock
2.54.130. 144 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
208.184.112.74 |Uited Sates  |147.237.77. 216 |dover. i df . | D stri utec 1?;;}2;25?%%\/2??;&” B ock 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
68.180.228. 112 |Wited Sates 147.237.77.216|dover. i df .i | Distributed Waut hori zed LRL Access on waw i df . i|/anan Bl ock 1
40.77.167.20  |Wited Sates  |147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .i |/ mai n/ sachar/ B ock 1
190. 247. 171. 130|Argenti na 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/mai n/ hone/ def aul t. aspx |B ock 1
72.252.202.42  |Jamai ca 147.237.77. 176 [nat pash. i df . i| |emai| Hbarding B ock 1
66.249.78.102 [Israel 147.237. 7. 216 |dover . i df . i|  [;haNOrized R A0ess 10 ver aspx Bock |1
157.55.39. 224 |lited Sates  |147.237.72. 166 |aka. i df .i | tnknown Paranet er 136¢d3€0 i n None 1
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