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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
176.117. 37. 140 Russi an Federation 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
176.117. 37. 140 Russi an Federation 147.237.76. 34 yohal an.idf.il Bl ock_Udp All _Nets drop 1
167. 114. 92. 57 Canada 147.237.76. 34 yohal an.i df . il B ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.76. 30 hi nush. i df .i | Block Udp All Nets drop 1
176.117. 37. 140 Russi an Federation 147.237.76. 30 hi nush. i df .i | Bl ock_Up Al _Nets drop 1
185. 130. 5. 201 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |

78.165. 93. 125 Tur key 147.237.77.74 |law i df.i {0025 HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 146 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 254 147. 237. 72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
61.149. 161. 186 147.237.76. 147 Chi na chinuch. aka.i df .i | GPL SCAN nmap TCP 2
59. 45. 79. 117 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147.237. 8. 46 Lhited Sates e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
59. 45. 79. 117 147.237.77. 178 Chi na e. mat pash. i df . i | ET SCAN Potential SSH Scan 1
172. 98. 200. 237 147.237.77. 74 lawidf.il ET SCAN NMAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 147.237.77. 74 lawidf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237.76. 148 Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
115. 214. 66. 59 147. 237. 76. 86 Chi na navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
114. 112. 90. 54 147.237.0. 33 Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.72. 167 Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72.14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147.237.77. 176 Lhited Sates mat pash. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher - kravi .i df . | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 170 Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
172. 98. 200. 237 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
115. 214. 66. 59 147. 237. 76. 86 Chi na navy. i df.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
115. 214. 66. 59 147. 237. 76. 86 Chi na navy. idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
96. 35. 144. 107 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 74
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19.86.114  |Israel 147.237.77. 243 |robi L e. i of .| Streaning Engine: TCP Invalid - imvalid segnent retransmssi on drop 21
Ret r ansni ssi on Packet dropped.
54.244.22.103 |Whited Sates  |147.237.77.233|atal .idf.il drop First packet isn't SN drop 14
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
177.228.216.34 |Mexi co 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 85. 232 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 232 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 15 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.146.201 [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsr;;ansmt wthdifferent | onitor |5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
37.26.146.201 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
66.249.64.93  |Wnited Sates |147.237.72. 166 |aka idf. il Streaming Engine: TCP Invalid - imvalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34. 150.18 |Austria 147. 237. 77. 216 |dover.idf . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
171.99.171.73 |Thailand 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |4
64.233.172.155 |Lhited Sates  |147.237. 77. 216 |dover.idf.i | drop First packet isn't SN drop 4
176.13.3.210  |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
5.22.135. 206 I srael 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |3
37.26.147.178 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid - imvalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
31.168.201. 48 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on, drop 3
Ret r ansn ssi on Packet dropped.
149.78.30.207 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
79.178.35.231 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dropped.
81. 169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 2
66.249.78.199 |Wnited Sates |147.237.72. 166 |aka idf. il Streaning Engi ne: TCP Invalid - imvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |Lhited Sates  |147.237.72. 166 |aka.idf.il drop SAMrule drop 2
180. 234. 217. 154|Bangl adesh 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
83.169. 10. 185  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
5.29. 158. 85 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.52.160. 56 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |2
54.219.106. 162 |lhited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
184. 105. 247. 200|Wnited Sates  [147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 107|lLited Sates  [147.237.0.15 |kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 248|wnited Sates  [147.237.76. 196 [e. sviva i df il Geo- | ocati on enf or cenent Sﬁfo'rggi;'mo” i nbound drop 1
46.19.86.184 [Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence \m‘;ﬁﬁsrcilt;ansm wehdifferent | onitor |1
184.105. 139. 102|Uhited Sates  [147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
108.31.54. 136 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
31.168. 126. 163 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
77.126.16.226 |[Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
208.115.111. 73 |Lhited Sates  |147.237. 77. 216 |dover. i df .i drop SAMrule drop 1
184. 105. 247. 212|Wited Sates  |147.237.76.39 [nobile. neitav.idf.i[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
176.13.9. 38 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
81. 169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.idf.il |drop SAMrule drop 1
216.218. 206. 107 |lhited Sates |147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.29.110. 184 | srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
46.19. 86. 221 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 115|Wited Sates  |147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 143 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
146. 185. 239. 102 :Z:::t”i o 147.237.77. 121 |e.navy. i df .| Geo- 1 ocati on enf or cenent gﬁ?;'rzgraéinfn t nbound drop 1
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Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

Country

Too Many of the Same Response CGode (404) in Session from

Action

‘Count

213.151. 32. 163 |l srael 147.237.0.19 |[madi matal .idf.il 213, 151. 32. 163 Bl ock 149
213.151.32.163 [Israel 147.237.0.19 |nadimatal .idf.i|l |[Suspicious Response Code B ock 122
5.29.72.10 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 46
192. 116. 159. 87 |Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
78.165.93.125 |Turkey 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 78. 165. 93. 125 B ock 3
78.165.93.125 |Turkey 147.237.77.74 [lawidf.il PHP At t enpt B ock 2
77.126.16.226 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
176. 13. 17. 47 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock 2
46.19. 86. 229 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
94. 159. 146. 224 |l srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
68.180.230. 240 [Uited Sates [147.237.77.170|maarachot . i df il  |Shethorized LR ggfffsisl 5 106335, ol X125 Bl ock 1
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-22461- he/ dover. aspx. |B ock

64. 79. 85. 205 Lhited Sates |147.237.77.170 |n@arachot.idf.il LR is Above Root Directory maarachot.idf.il/../ B ock 1
208.184.112.74 |Uited Sates |147.237.77. 216 |dover . i df . | Dstri buted 1?;;_‘;;;&;?26%\/?25;‘)2” Bl ock 1
94. 159. 146. 224 |l srael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df .il/xmrpc. php B ock 1
2.54.153. 56 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
149.78.95.145  |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘”;ii?f f‘rf;mer n/;\fhiﬁﬁmﬂp"x None 1
78.165.93.125 [Turkey 147.237.77.74 |lawidf.il Lhaut hori zed LRL Access to waw | aw i df . il/wp-1ogin. php B ock 1
65.132.50.34  [Uhited Sates [147.237.77.176 [nat pash. i df .| mu;su“;:g;t' _Zied‘:_?f/‘t/;cn;f;seéloshar o user controf s/ headr Upper B ock 1
105. 155.188.9  [Mbrocco 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt B ock 1
78.165.93.125  |Turkey 147.237.77.74 [lawidf.il Adnin Bl ocki ng B ock
79.179.110. 227 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None

66.249. 64.181 |israel 147.237.76.200 |ei tan. aka. i df . i | ;rf:;h:;;ﬁ?ﬁt gﬁ;ejtsest/‘;har o user cont 1ol </ nevment undef i ned Bl ock 1
105. 155.188.9  |Mbrocco 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to www i df.il/xnirpc. php B ock
78.165.93. 125  |Turkey 147.237.77.74 [lawidf.il Mil tiple Admin B ocking from 78.165. 93. 125 Bl ock

184. 105. 247. 195|Wnited Sates |147.237.76. 39 ImeI le. neitav.idf. Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
80.246.136.13 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
107.178.194.79 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri uted 1?;‘;};;23;?&%\/2???;‘);” Bl ock 1
46.211.137. 195 [Wkraine 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
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