01-28-2016-05:04:05 to 01-28-2016-06:04:05

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

240+

Nunber

a 60"
At acks

\6\ .\& \& \6\ ’ \6\ ‘ 8\\ ,\6\ \&\ ,\&\ & S
S ‘é\ Q g X ‘(\‘\ > ,00_, > (\‘\
e & & s 2 & N
& €
Top Tar get

M dover.idf.il

Merefuah.idf.il

M aka.idf.il

M i shuri maka.idf.i

M mobile.idf.il

M nat pash. i df . i |

M madimatal .idf.il

Mehaagidf.il
nakchal .idf.il

M hinush.idf.il

Nunber
(6]

At acks

Top Attackers

M 176.58.77.73
94. 76. 10. 201
I 109. 64. 162. 157
41. 33. 231. 90
M 79. 176. 119. 27
M 190. 148. 78. 21
I 46. 19. 85. 217
M 46. 19. 85. 124
5. 36. 4. 229
Il 109. 65. 155. 105




01-28-2016-05:04:05 to 01-28-2016-06:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Signature Device Action Count
23. 239. 64. 15 Lhited Sates 147.237.76. 86 navy.idf.il Block Np Al _Net drop 1
23.239. 64. 15 Lhited Sates 147.237. 76. 202 e.halag.idf.il |Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 66 France 147. 237.72. 156 aman.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34. 150. 18 |147.237. 77. 216 |Austria dover . idf.il Tehila - Perl LW with fake user agent 3
66.249. 73.206 [147.237.77.170|Wited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
172.58.224.73 |147.237.77.216|thited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 2 147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
183.60.48.25 |147.237.76.30 [China hi nush. i df . i 1 ET SCAN Potential VWNC Scan 5900- 5920 1
172. 98. 200. 238 [147. 237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 78. 158 |147.237.72.166 |Lhited Sates aka.idf.il . . 1
deni al of service attenpt
49, 205.43. 105|147 237 76.30 |india hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.220.55.105 |147.237.77.233 'F;ﬁ'bl:?i;mc atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185.35.62. 48  |147.237.72.14 |Satzerland dover.idf.il(old) |ET SCAN Potential SSH Scan 1
183.60. 48.25  |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 |147.237.0.33 |[China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
54.176.4.242  |147.237.77.216 |Wited Sates dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 1
186.170.2. 14 |147. 237 76.30 0ol obi & Hirushi b il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.220.55.105 |147.237.77.233 'Féxbl:ilgfﬂ'c atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.60. 48.25  |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 |147.237. 76. 148 |thi na gacenter. aka.idf .i [ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Geo-1 ocati on i nbound

94.76. 10. 201 Bahrain 147.237.76.44 |e.refuah.idf.il |[Geo-| ocati on enf or cenent drop 94
enf or cenent
176.58.77. 73 glcisgi'géa” Territory.l147. 237. 77. 216 |dover. i i1 Bad TCP sequence monitor |53
176.58. 77. 73 glcisgi':('ja” Tertitory.l1 47 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 33
176.58.77. 73 glcisgi'géa” Territory.l147. 237. 77. 216 |dover. i i1 Bad TCP sequence Inval i d ACK nunber monitor |26
176.58. 77. 73 gjceusgi':('ja” Territory:l147. 237. 77. 216 |dover. i o . i Bad TCP sequence Invalid ACK nunber aert 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
109. 64. 162. 157 |Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SN drop 6
46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 217 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
190.148.78.21 |Quatenal a 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |6
109. 64. 162. 157 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
109. 65. 155. 105 || srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
172.56.38.192 |Uited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 64. 162. 157 |l srael 147.237.72. 167 |i shurimaka.i df .1 [SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4
46.19. 85. 124 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 124 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
109. 64. 162. 157 |Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber alert 4
190.148.78.21 |Quatenal a 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with moni tor |3
di fferent w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.117.182. 243 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
130.193.51. 45 |Russian Federation |147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
95.65.34.177  |Mldova, Republic of [147.237.77. 121e.nawy.idf.il  |Geo-1 ocati on enf or cenent g?olrggi'nf” I nbound drop 3
Sreaning BEngine: TCP Invalid i i ssi
176.13.14. 253 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
190.148.78.21 |Quatenal a 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
176.13.17.250  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
. . e SYN+ACXK retransmt wth .
109. 64. 162. 157 |l srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence di fferent vindow scal e monitor |3
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
203.81.71.12 Myanmnar 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
5. 36. 4. 229 Oman 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
190.148.78.21 |Quatenal a 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 3
5. 36. 4. 229 Oman 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
46.117.41.131 |Israel 147.237.72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
109. 67. 67. 212 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
172.58.224.73 |Uited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
208.115.113.89 [Lhited Sates 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 2
. . SYNtAXK retransmt with .
5.36.4.229 Oman 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 2
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 2
45.37.17.15 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
108. 49. 200. 3 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
1.132. 96. 144 Australia 147.237. 77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
84.111.2.232 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber nonitor |1
184. 105. 247. 239|Wnited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent i?olgzi:]f” I nbound drop 1
74.82.47.36 ited Sates 147.237.77. 178 |e.natpash.idf i1 [Geo-1 ocation enf or cenent gﬁ?glggi'ﬂfn I nbound drop 1
216.218.206. 75 |Lhited Sates 147.237.77. 234 |hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
81. 169. 237. 146 |Ger many 147.237.8.45 |eeitanidf.il |drop SAMrule drop 1
184. 105. 247. 223|Uhited Sates 147.237.0.33 |idf.il drop drop 1
1.132.96.144  |Australia 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
79.176.119.27 |israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type M ol ation Repeat Password in B ock 16
nobi | e. i df . i | /sachar/changepassword
2.54.131. 83 I srael 147.237.0.19 |nmadi matal . idf.i[|Suspicious Response Code B ock 3
85.65.183.235 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Met hod for Known URL from 85. 65. 183. 235 [B ock 3
: ; . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
46.120.113.66 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
89.138.112.86 |lsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None
. . . . Paraneter Type Mol ation searchText in
146.185. 234. 48 |Russian Federation [147.237.76.42 |refuah.idf.il v ref ua. at al i o i 1/ 994- hel ref uah, aspx Bl ock 1
79.181.179.66 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
188.138.1.218 |Ger nany 147.237.72. 167 |i shuri maka. i df . ijUnaut hori zed URL Access to 147.237.72. 167/ B ock 1
109. 64. 162. 157 |l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mbde None 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
2.54.147.12 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
Uhaut hori zed URL Access to
146. 185. 234. 48 |Russian Federation [147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/tenplates/ news/ news. i n. aspx/t enpl at es/ sendt o |Bl ock 1
friend/ sendt of ri end. aspx
85. 65. 168. 92 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
. . S Untraceabl e Gonnection - Protocol violation
66.249.78.158 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
109. 160. 131. 175]I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SI. Sessi ons: sigal gs oS Atack None
46.120. 7. 202 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/sites/ B ock
157. 55. 39. 10 Lhited Sates 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249. 78. 204 I srael 147.237.77. 176 |mat pash. i df .| [hauthorized LR Access to : Bl ock 1
WA cogat . i df . i |/ tenpl at es/ news/ news. i n. aspx
120. 148. 8. 64 Australia 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - sigal gs oS Attack None 1
176. 13. 6. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
85. 65.183. 235 |lsrael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/nai n/ sachar/ B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
146. 185. 234. 48 |Russian Federation [147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 146. 185. 234. 48 B ock 1
79.181. 147.48  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None
. . D stributed Uhaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72, 166/ r obot 5. t xt Bl ock 1
176. 106. 40. 67 glcis;ilgéan Territoryl147. 237. 77. 176 |mat pash. i df . i | |Unauthori zed URL Access to vaw cogat . i df .i1/894-ar B ock 1
. . . |Waut horized URL Access to
66.249.78.245 |[Israel 147.237.76.200(ei tan. aka. i df . il eitan. aka. i of i1/t enpl at es/ shar ed/ user cont rol s/ navienu/ nazi i df i1 Bl ock 1
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