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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
120. 25. 86. 171 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
23.239. 64. 15 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ock Np Al _Net drop 1
167. 114. 92. 57 Canada 147.237.76. 198 e. yohal an.idf.il Bock Np All Net dr op 1
71.6.167. 142 Lhited Sates 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

Target Address

|Sgnature

Devi ce Action

‘Count

94.76.10. 91 Bahrai n 147.237.77.19 lawforumidf.il C107: DDCS- Spoof ed HTTP Packet s B ock 1
192. 240. 106. 106 Lhited Sates 147. 237. 76. 86 navy.idf.il 0543: HITP. php.cgi Access B ock 1
192. 240. 106. 106 Lhited Sates 147.237.77. 216 dover.idf.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 97 147.237.77.170|Whited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 2 147.237.72.166 |Lited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 82. 22 147.237.77. 216 |Netherl ands ~ |dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147.237.0.33 [Netherl ands idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
168. 62. 238. 153 |147.237.76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.183.51.251 |147.237.0.15 |Satzerland kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
94.76.11. 132 147.237.77. 74 |Bahrain lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 82. 22 147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 61.109. 189 |147.237.0.16 |China ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 4096 1
113, 118, 112, 211|147, 237, 76. 30 | na Hrush i il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.76.11.132 147.237.77. 121 |Bahrain e.navy.idf.il ET SCAN Potential SSH Scan 1
94.76.10.91 147. 237.76.86 |Bahrain navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.167.35.223 |Uited Sates 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |23
62.0.75.117 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
94.76. 14. 202 Bahrai n 147.237.77.19 [lawforumidf.il dr op SAMrule drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 78 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor  [6
171.161.160. 10 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 78 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACGK nunber aert 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor 5
54.241.198.78 |Uhited Sates 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor |4
Sreamng Engine: TCP Invalid i i ssi
75.181.170.42 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
195. 34.150.18 |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonit or
2.54.188. 90 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect
81.169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .idf .il drop SAMrul e drop
Russi an . L Sreaning Engine: TCP I nvalid|invalid segnent retransnission.
130.193.51. 2 Feder ot on 147.237.0.34 |tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 3
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
2.54.188.90 I srael 147.237.72. 166 [aka i df. i | Bad TCP sequence I'nval i d ACK nunber alert
2.54.188. 90 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
85.93.91.84  |Germany 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Inval i d segnent retransmssion. g 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
66.249.78.239 |Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval id segnent retransmssion. | 2
Ret ransni ssi on Packet dropped.
198.1.101.123 |Lhited Sates 147. 237. 77. 176 [nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor
2.54.188. 90 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or
41.202.84.86  |@te Divoire  |147.237.77.216 |dover.idf il Header Rejection r‘;a?;uz{ ection partern found o pnivor |2
147. 235. 8. 62 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
147.235.8.62  |Israel 147.237. 77. 216 |dover. i of . i1 Bad TCP sequence SINFACK retransmt with monitor |2
different wndow scal e
208.115.111. 73 |lhited Sates 147.237.72. 166 |aka.idf.il drop SAMrul e drop 1
5.144.131. 170 L;;Eblilzlgmc 147. 237. 77. 216 |dover. i df . Bad TCP sequence Invalid ACK nunber monitor |1
184.105. 139. 95 [Wnited Sates 147.237.0. 16 Inly kosher-kravi. idf. |eun At t ack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |Lhited Sates 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor |1
186. 247. 213. 165|Brazi | 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 1
149. 210. 158. 71 |Net her | ands 147. 237. 77. 176 [nat pash. i df . i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data [monitor |1
208.115.111. 73 |Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 1
184. 105. 139. 100|Wnited Sates 147.237. 77. 178 |e. nat pash. i df . i | Geo- 1 ocati on enf or cenent ﬁ?olr (C’gz;'nfn | nbound drop 1
115. 230. 124. 164|Chi na 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 Lé;ﬂblil??fm 147. 237. 7. 216 |dover. i f .i Bad TCP sequence Inval i d AGK nunber monitor |1
216.218.206.82 |lLited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
157. 55. 39. 43 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
208.115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
184. 105. 139. 110|tnited Sates 147.237.72. 167 |i shuri maka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SMMrule drop 1
52.49.79. 6 Lhited Sates 147.237.77. 216 |dover. i df. il Bl ock HTTP Non Conpli ant Fai |l ed to handl e connection data [monitor |1
74.82.47.7 Lhited Sates 147.237.0.33 |idf.il drop drop 1
212.76.127.44  |lIsrael 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor |1
184. 105. 247. 216|Wnited Sates 147. 237. 76. 198 |e. yohal an.i df . i | Geo- 1 ocati on enf or cenent ﬁ?olr gzﬁ:mon I nbound drop 1
81.169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
201. 8.232. 32 Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
176.126. 252. 12 |Ronani a 147.237.0.33 |idf.il drop drop 1
99.238.52.167 |Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
74.82.47.39 Wited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
192. 240. 106. 106|Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uauthori zed URL Access from 192. 240. 106. 106 B ock
192. 240. 106. 106|thited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unhauthorized URL Access from 192. 240. 106. 106 B ock
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wanidf.il/error. htm B ock
) . . Uhaut hori zed URL Access to
106. 51. 185. 146 [India 147.237.77. 216 |dover . i df . i | v i df i 1 /i p st oragel fil es/ 2/ 4912 png Bl ock 2
] . . Uhaut hori zed URL Access to
107.178.194.79 |UWited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
2.54.188.90 | srael 147.237.72. 166 |aka. i df . i | Miltiple Untraceabl e SSL Sessions from2.54.188.90 (Qpen Mde) |[None 1
] . . Distributed Lhaut hori zed URL Access on
204.13.201. 138 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
_ m ny-Kosher -kravi . i d unaut hori zed URL Access to
187.189.195. 40 |Mexi co 147.237.0.17 foil 147.237.0. 17/ a2bi | | i ng/ cust oner /i ri di umt hr eed. php Bl ock !
192. 240. 106. 106|Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df.il/cgi-bin/php B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
2.54.188.90 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . . . Uhaut hori zed URL Access to
187.189. 195. 40 |Mexi co 147.237.72.167|i shuri maka. i df . il 147.237. 72. 167/ a2bi | | i ng/ cust oner/ i ri i um t hr eed. php B ock 1
66.249.78.201 | srael 147.237.76.31 |nakchal .idf.il thaut hori zed LRL Access to Bl ock 1
nakhal . i df .il/consol e/ core/ doc_ngr/doc_ngr. asp
193. 109. 199. 36 LKTI;gegom 147.237.77. 176 |nat pash. i df . i | DOistributed PHP A tenpt B ock 1
. . Uhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 176 [nat pash. i df . 1| ww cogat . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
41.202. 84. 86 Qte DIvoire |147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
68.180. 229. 239 [Lhited Sates |[147.237.72.166|aka. i df .i | Unknown Paraneter siteid in None 1
wwv aka. i df . i |/ sites/ hone/ def aul t. asp
193. 109. 199. 36 E?Ir:g}egom 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/xmrpc. php B ock 1
184.105.139.67 |[Lhited Sates [147.237.0.16 [ny-Kkosher-kravi.idf. il [Uauthorized UR Access to 147.237.0. 16/ Bl ock 1
41.202. 84. 86 Qte Dlvoire [147.237.77.216|dover.idf.il eMii | Hoardi ng B ock 1
192. 240. 106. 106 |Lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to wwu navy. i df.il/cgi-bin/php B ock 1
’ . . DO stributed Whaut hori zed URL Access on
204.13.201.137 [Wited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
184.105.139. 70 [Wnited Sates [147.237.72.167 i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . Il1egal Paraneter Encodi ng searchText in
66.249.78.82  [Israel 147.237.77.74 (lawidf.il vow | aw i df i 1/ 275- hel pat zar . asp None 1
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