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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets dr op 3
94.76. 13. 228 Bahrai n 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
94.76. 13. 228 Bahrai n 147.237.76. 42 refuah.idf.il B ock_Up Al Nets drop 1
167.114. 92. 57 Canada 147.237.76. 199 e.nakchal .idf.il B ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
202. 69. 240. 159 |Hong Kong 147.237.77.170 |naarachot . idf.i| [22280: HITP. Joonha Qbject Injection Vil nerability B ock 4
94.76. 13. 228 Bahrai n 147.237.0. 34 tikshuv.idf.il C107: DDCS- Spoof ed HTTP Packet s B ock 2

46.119.121. 146 |lkrai ne 147.237.76.200 |eitan. aka.idf.il| |25 HITP. access to adninistrator/index.php -> Quarantine B ock 1
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|Top Attackers In |D|

‘Target Addr ess A(;tui‘;kre; Signature
46.19.85.128  |147.237.77. 216 I srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 48
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.76.11. 99 147.237.0.34 |Bahrain tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249. 78. 157 [147.237.76. 147 [Lhited Sates chinuch.aka.idf.il |ET SCAN NVAP -sA (2) 2
66.249.78. 44  [147.237.72. 166 [Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
81.21.67.189  [147.237.77.216|Uni ted Ki ngdom [dover.idf.il Tehila - Perl LW wth fake user agent 2
94.76.13.228 [147.237.76.38 |Bahrain eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 |147.237.72. 156 |Chi na aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.161.40.120 |147.237.76. 198 23::;'}0'1 eyohalan.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
199. 180. 114. 67 |147. 237. 72. 167 |Pol and ishurimaka.idf.il [ET SCAN NVAP -f -sS 1
177.43.249. 41 |[147.237.76.39 |Razil nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
113. 171. 23. 126 [147. 237. 77. 170 |M et nam nearachot.idf.il |ET SCAN Potential SSH Scan 1
113.171. 23. 126 [147.237.0.35 |V etnam akaws. i df i | ET SCAN Potential SSH Scan 1
94.76.13.228 |147.237.0.34 |Bahrain tikshuv.idf.il ET SCAN I\hap_Scri pting Engine User-/Agent Detected (Nvap 1
Scripting Engi ne)
66.249.78.81 |147.237.72.166 |Lhited Sates aka. idf.il SEWER APAG_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
66.240.213.93 [147.237.0.35 [Wited Sates akaws. i df .i | ET SCAN Potential SSH Scan 1
199. 180. 114. 67 [147. 237. 72. 167 |Pol and ishurimaka.idf.il [ET SCAN NVAP -sS w ndow 2048 1
177.43.249. 41 [147.237.76.39 |Brazil nobi | e.rei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
113.171. 23. 126 [147. 237. 76. 177 |M et nam ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
94.76. 14. 202 Bahrai n 147.237.77.19 [lawforumidf.il|dr op SMMrule drop 31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
94.76. 14. 202 Bahrai n 147.237.76.31 |nakchal .idf.il |dr op SAMrul e drop 24
46. 19. 85. 128 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
79.177.10.131 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Gonpl i ant |Failed to handl e connection data moni tor |5
46. 19. 85. 195 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 4
69.124.41. 84 Lhited Sates |[147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 4
187.189. 195. 40 |Mexi co 147.237.77.227|e.hanaz.idf .il |Geo-1 ocati on enf or cenent [Geo-1ocation inbound enf or cenent drop 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Gonpl i ant |Failed to handl e connection data monitor |4
Sreanmng Engi ne: TCP i i ssi
99.224.136.34 |canada 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. 1 Invalid segment retransmssion. Packet drop 4
Inval i d Retransnissi on dr opped.
Russi an . D Streaming Engi ne: TCP Invalid segnent retransnission. Packet
130. 193. 37. 16 . 147.237.0.34 |tikshuv.idf.il . .. droj 3
Federati on Inval id Retransnmssi on dr opped. P
46. 19. 85. 232 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor 3
Sreaning Engi ne: TCP - f _ | oved
. . . P Tt segment out of nmaxi mum al | owe
208.52.154. 243 |lnited Sates |147.237.77.216|dover.idf.il Segrment Limt sequence. Packet dropped. drop 3
Enf or cenent
Sreanming Engi ne: TCP i i ssi
84.228.202. 188 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segment retransmssion. Packet drop 3
Inval i d Retransnissi on dr opped.
94.76.13. 228 Bahrai n 147.237.0.34 |tikshw.idf.il [drop First packet isn't SWN drop 2
31.210.187.85 |[lsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |2
172. 56. 6. 152 Uhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 128 I srael 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreamng Engi ne: TCP i i ssi
40.77.167.69  |lwited Sates |147.237.72.166|aka idf.il mng Engine: 7 Invalid segnent retransmssion. Packet drop 2
Inval id Retransnmissi on dropped.
S reaning Engi ne: TCP TCP segnent with urgent pointer (no data).
46. 19. 85. 128 | srael 147.237.77. 216 |dover.idf.il 9 9 Ugent data indication was stripped. Hease aert 2
Wgent Data Enforcement | .o to sk3ssso.
208.115.113.89 [lLhited Sates |[147.237.72.166|aka.idf.il drop SMMrule drop 2
Streaning Engine: TCP TCP segment with urgent pointer (no data).
46.19. 85. 128 | srael 147.237. 77. 216 |dover.idf.il ) Ugent data indication was stripped. H ease drop 2
Wgent Data Enforcement | oo to sk3ssso.
216.218.206. 100|hited Sates |[147.237.0.33 [idf.il drop drop 1
31.210. 186. 142 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber nonitor |1
208.52.154.243 |thited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il|dr op SAMrul e drop 1
208.115.113.89 |[Lnited Sates |[147.237.77.216|dover.idf.il drop SMMrule drop 1
187. 44.116. 226 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
220. 181. 108. 162|Chi na 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 1
208.52.154. 243 |Wnited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.i|dr op SAMrul e drop 1
187. 44.116. 226 |Brazil 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
220. 181. 108. 162|Chi na 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
Russi an R -
176. 77. 29. 102 er ati on 147. 237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il |drop SAMrul e drop 1
213.57.194.37 |[Israel 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Invali d ACK nunber aert 1
178.191.248.1 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
213.57.194.37 |lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |1
2.52.32.11 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il |drop SAMrul e drop 1
208.115.113.89 |[Whited Sates |[147.237.77.74 [lawidf.il drop SMrule drop 1
178.191.248.1 |Austria 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
89.138.193. 111 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
81.21.67.189 |United Ki ngdom|147.237.77.216|dover.idf.il Dstributed PHP At tenpt Bl ock
197. 38.206. 55 |Egypt 147.237.77.216|dover.idf.i|l |Dstributed PHP Attenpt B ock
197. 38. 206. 55 |Egypt 147.237.77.216|dover. i df . il O stributed Lhaut hori zed URL Access on waw i df . il/xmrpc. php B ock
. . Uhaut hori zed URL Access to
66.249.78.95 [Israel 147.237.77. 216 |dover . idf .11 | o o e 1133 19916- hel i df gdover . aspx B ock 1
) . . D stributed Lhauthori zed URL Access on
208.184.112. 74 |Whited Sates  [147.237.77.216|dover.idf . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
37.142.68.103 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . . Unaut hori zed URL Access to
113.66. 40. 84 China 147.237.77.74 |lawidf.il wan | aw i df . i | /592- 6584- en/ pat zar . aspx/ t r ackback/ Bl ock !
66. 249. 78. 234 |l srael 147.237.77. 216 |dover.idf .il Lhaut hori zed URL Access to waw i df.il/atal 1/izkor/view text.asp B ock 1
46.119. 121. 146 |Wkrai ne 147. 237.76. 200 |ei t an. aka. i df . i|haut hori zed URL Access to ww ei tan. aka.idf.i|/wp-Iogin. php B ock 1
) . . D stributed Lhauthori zed URL Access on
204.13.201. 137 [Lhited Sates  |147.237.77.216|dover. i df . il | o a6l hel dover aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
85.25.103.12  [Germany 147.237.77. 216 |dover . idf .11 | ot e 1133 22461- hel dover aSpX. B ock 1
66.249. 78. 109 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . DO stributed Unaut hori zed URL Access on
37.187.129. 166 |France 147.237.77. 216 |dover. i df .il [ & ) 1153 22461 he/ dover . aspx. Bl ock 1
. . D stributed ULhauthorized URL Access on
150. 70. 173. 46  [Japan 147.237.77.216|dover.idf .il v i df i |/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.228. 112 |Lhited Sates  |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ nai n. asp B ock 1
54.145.198.46 |lLhited Sates 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df . il/shared/ usercontrol s/ header upper/ |B ock 1
207.46.13.20 |Uhited Sates  [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
94.76.13.228 |Bahrain 147.237.0.34 [tikshuv.idf.il [Uhauthorized URL Access to 147.237.0. 34/ robots. t xt B ock 1
66.249. 78. 159 |l srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v idf.il/error.htm B ock 1
40.77.167.67 |lited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . DO stributed Unaut hori zed URL Access on
150. 70. 173. 46  |Japan 147.237.77. 216 |dover. i df . il [ ) 1153 29638 hel dover aspx. Bl ock 1
. . JUnaut hori zed URL Access to
66.249.64.75 |Israel 147.237.76.200[ei t an. aka. i df . I pur i £ 2. aka. i o i |/t enpl at es/ general / gener al . aspx B ock 1
207.46.13.49 |lhited Sates  [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
) . ] D stributed Uhauthorized URL Access on
107.178.194.83 [Lhited States  |147.237.77. 216 dover. idf .1l | o & 1) 1133 25638 hel dover aSpX. B ock 1
66. 249. 78. 228 |l srael 147.237.77.216|dover. i df . il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 228 B ock 1
40.77.167.91 [lLhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm Bl ock 1
81.21.67.189 Uhi ted Ki ngdom|147.237.77.216|dover.idf.il D stributed Waut horized URL Access on ww i df.il/xnirpc. php B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66.249.78.81 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL OO CLI ENT HELLO) None 1
208. 52. 154. 243 |Lhited Sates 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to /dbadm n/ scri pt s/ set up. php B ock 1
2.54.27.197 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
) . . DO stributed Unaut hori zed URL Access on
107.178.194. 87 |Uhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 78. 228 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed UR. Access to waw i df.il/atal 1/izkor/ vi ew pi ctures. asp B ock
46.119. 121. 146 |Wkrai ne 147.237.76. 200 |ei t an. aka. i df . i[PHP Attenpt B ock
81.21.67.189 |United Ki ngdom|147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/1283-10890-en/ xm rpc. php Bl ock 1
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