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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4
89. 248. 160. 138 Net her | ands 147.237.76. 201 e.atal.idf.il B ock Np Al Net dr op 1
187. 146. 67. 116 Mexi co 147.237.76. 34 yohal an.i df . il B ock Wp Al Nets drop 1
167. 114. 92. 57 Canada 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147. 237. 76. 196 e.svivaidf.il B ock Np Al _Net drop 1
167. 114. 92. 57 Canada 147.237. 76. 148 gocenter. aka. i df.il B ock UWp Al _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
167.114. 92. 57 Canada 147.237.76. 198 e.yohal an.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count

202. 69. 240. 159 Hong Kong 147.237.77. 74 lawidf.il [22280: HITP. Jooma Qhject Injection Wi nerability B ock 4
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 254 147.237.72.166  |Lnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 159 147.237.77.216  |lLnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
46.151. 53. 217 147. 237. 8. 50 Wkrai ne e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98. 119. 105. 221 147.237.77.61 Lhited Sates e.cogat .idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.22. 83 147.237.76. 31 Bahrain nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76. 3. 229 147.237.76. 31 Bahrain nakchal . i df il ET SCAN Potential WNC Scan 5800- 5820 1
94.76.0. 185 147.237.0.17 Bahrain m ny- kosher -kravi .i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
94.76.0. 143 147.237.76. 31 Bahrain nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 240. 213. 93 147. 237.76. 201 Lhited Sates eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147.237.77.170 Korea, Republic of naar achot .i df .i | ET SCAN NVAP -sS wi ndow 4096 1
46.151. 53. 217 147. 237. 76. 34 kr ai ne yohal an. i df.il ET SCAN NVAP -sS w ndow 1024 1
98. 119. 105. 221 147.237.77. 61 Lhited Sates e cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.76.22.83 147.237.77.19 Bahrain | awforumi df il ET SCAN NMAP -sS wi ndow 1024 1
94.76.22.83 147.237.0. 16 Bahrai n ny-kosher-kravi . i df . il ET SCAN Potential VNC Scan 5900- 5920 1
94.76.0. 185 147. 237.76. 30 Bahrai n hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
94.76.0. 185 147.237.0. 15 Bahrai n kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.72. 14 Lkr ai ne dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
66. 240. 213. 93 147. 237. 76. 198 Lhited Sates e yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘Attacker Country ‘Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 86. 59 I 'srael 147.237.77. 233 |ata .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46.19.86.239 |[Israel 147. 237. 77. 216 |dover. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232.66 |Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
46.19.85.195 |[Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .| Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  [nonitor |4
192.115.83.5 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 4
192.115.83.5 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
54.244.22.103 |[lhited Sates 147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop 3
112.198. 100. 17 |Fhi | i ppi nes 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence mﬁs';:;ansm wthdifferent |oonitor |3
46.19.86.36  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
130.193.50. 1 Russi an Federation [147.237.72. 166 |aka.idf.il Stream ng Er.]gl ne: TGP Invalid Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
79. 176. 222. 187 |l srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
52.16.116. 194 |Uhited Sates 147.237.77. 170 |naarachot . i df . i 1|Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [noni tor 3
24.90.76. 23 Lhited Sates 147.237.77. 176 |matpash.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
207.46.13.49 |Wited Sates 147, 237. 76. 200 [ei tan. aka. i of 11| X " @M NG Engine: TCP Invalid  limvalid segnent retramsmission. | 2
Ret r ansm ssi on Packet dr opped.
208. 115. 111. 73 |Lhited Sates 147.237.72. 166 |aka.idf .il drop SAMrul e drop 2
149. 78. 116. 57 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber alert 2
109. 65. 55. 116 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber aert 2
81. 169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il|dr op SAMrul e drop 2
149. 78. 119. 201 |l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
81. 169. 237. 146 |Ger many 147.237.77.179|e.nazi.idf.il |drop SMMrule drop 1
208. 115. 111. 73 |Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
37.26.148. 173 |lsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 37. 86. 205 |Dennar k 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 1
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.meitav.idf.i|dr op SAMrul e drop 1
2.52.30.132 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
149. 78. 119. 201 |1 srael 147.237.72. 166 |aka.i df i Bad TCP sequence S e reansm't wehdifferent |oonitor |1
82.221.105.7 |lcel and 147.237.77. 234 |hal ag.i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61.135.190. 72 |China 147.237.0.33 |idf.il drop drop 1
37.46.39. 30 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
185. 37. 86. 205 |Denmar k 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
81. 169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.i of . i|dr op SMMrule drop 1
2.52.30.132 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
180. 76. 15. 153 |Chi na 147. 237. 77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
92. 242. 219. 96 'F;ﬁ’b”'z' 2?“ 147.237.77. 216 |dover.icf. il  [Bad TOP sequence Invalid ACK nunber dert 1
81. 169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 1
208.115. 111. 73 |Lhited Sates 147.237.76.31 |nakchal .idf.il |drop SMMrule drop 1
5.29. 254. 139 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
182.118. 20. 217 |Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
92. 242. 219. 96 'F;S‘Ji)”'i's‘fm 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Invalid ACK nunber monitor |1
81. 169. 237. 146 |Ger nmany 147.237.8.45 |e.eitan.idf.il |drop SAMrul e drop 1
149. 78. 116. 57 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
81. 169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il |drop SMMrule drop 1
208.115.111. 73 |Lhited Sates 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
185. 3. 147. 166 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
79.177.96. 168 |[lIsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
207.46.13.10 |lhited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 207.46. 13. 10 B ock 2
46.19.86.189 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
179. 106. 52. 122 |Brazi 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to v | aw idf.il/xmrpc. php B ock 1
50. 96. 137. 208 |Lhited Sates |[147.237.77.216|dover.idf.il PHP At t enpt B ock 1
107. 178.194. 79 |United Sates |147.237. 77. 216 |dover . i df . i | D stri buted 1?;;_‘;%'3;?36%\2??;‘)2” Bock |1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 1
61.135.190.72 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ t ext. css Bl ock 1
46.19.85.195 |[lIsrael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion Bl ock 1
125. 78. 228. 151 |Chi na 147.237.77.74 |lawidf.il D stributed Unhaut horized URL Access on waw | aw i df.il/xnrpc. php Bl ock 1
73.182.247.27 |lhited Sates |147.237.77.216|dover.idf.il NULL Character in Method B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
204.13.201. 137 |Uited Sates [147. 237. 7. 216 |dover . i df . | D stri utec 1?;;};;;5?&%\/’2‘?222” Bock |1
50.96.137.208 |thited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.i|/xmrpc. php Bl ock 1
107.178.194. 83 |Uited Sates |147.237. 77. 216 |dover. i df .i | D stri utec 1?;;}2;;2?&%&??;‘)2” Hock |1
68.180.229.31 [Whited Sates [147.237.76. 147 |chi nuch. aka. i df . i ||Uaut hori zed URL Access to waw chi nuch. aka. i df.il/404. ht m B ock 1
61. 135. 190. 197 |thi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237. 0. 34/ styl e/ shared/ | ayout . css Bl ock 1
46.19.85.195 |Israel 147.237.77. 216 |dover.i df . i | Mal formed URL _pk_ses. 20. 8af c=* B ock 1
158.130.0.242 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri uted lfsg_tg’;gfﬂeﬁﬁc_zspz” Bock |1
66.249.78. 159 |l srael 147.237.77.216|dover.i df .i | Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 1
61.135.190. 69 |Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to 147.237. 0. 34/ styl e/ shared/ | ayout 2. css B ock 1
109. 65. 148. 115 |I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-he B ock 1
68.180. 230. 57 |Wnited Sates |147.237.76.42 |refuah.idf.il m“:er}ol:;;fgl %f.AiclcﬁsesrmtlZtes/shared/usercomol of headier upper Bl ock 1
61. 135. 190. 198 |Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ reset . css Bl ock 1
178.255. 215. 87 | France 147.237.77. 216 [dover . i df . i | mti?fr.' izle/dhg;eicvcr?::hg?/ kkkkkkk=791148b9kkkkkkk 79114859 Bl ock !
46.19.85.195 |[lIsrael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method ; in URL _pk_ses. 20. 8af c=* B ock 1
82.221.105.7 |iceland 147.237.77.234|hal ag.i df . il Unaut hori zed URL Access to 147.237.77. 234/ Bl ock 1
66.249.78. 159 |l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wan idf.il/error.htm B ock 1
207.46.13.121 |wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
61.135.190.71 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ | angstyl e. css Bl ock 1
109.163.234.9 |Romani a 147. 237.77. 216 |dover . i df . i | D stri utec 1?;;}2;2'3;?&%\/2??;‘)2” Hock |1
69. 140. 127. 251 [Lhited Sates |147.237.77.176 [nat pash. i df .i | Distributed PH? Attenpt Bl ock 1
61. 135. 190. 200 [Chi na 147.237.0.34  [tikshuv.idf il  [shoslor 250 W fecess to 15/ query/ auery-1.8.L. | s Bock |1
179. 106. 52. 122 |Brazil 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
Paraneter Type Mol ation
83.83.196.198 |Netherlands |[147.237.77.216|dover.idf.il ct100$Cont ent P aceHbl der 1$ucArti ¢l eLobbyCont rol $I nageButtonl.y in Bl ock 1
wa i df . i 1/1397-en/ dover . aspx
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1227- he/ r ef uah. aspx Bl ock 1
208.184.112. 74 |Uited Sates [147. 237. 7. 216 |dover . i df . i | D stri utec 1?55-?3?3?&%&?22? Bock |1
61.135.190. 72 |China 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock 1
125. 78. 228. 151 |Chi na 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
69. 140. 127. 251 [Lhited Sates |147.237.77. 176 [nat pash. i df .i | Lhaut hori zed LRL Access to ww cogat . i df.il/xnrpc. php B ock 1
66.249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
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