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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
54. 67. 38. 74

|Target Address |Site

|Signature |Device Action |Count |
Lhited Sates 147.237. 76. 39 nobi | e.neitav.idf.il |DCS httpdx- hr eadr equest - FS dest - reset 1
66. 240. 236. 119 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 67 147.237.76.30  |lnited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
66.249. 78. 15 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
94.76. 3. 229 147. 237. 76. 39 Bahrai n nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
94.76. 3. 229 147.237.76. 31 Bahrai n nakchal . i df . il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.113  |147.237.76.201 |lkraine e.atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
172.98.200.238  |147.237.77.170 naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
163.172.13.173  |147.237.72.166 |United Kingdom |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 21. 248. 87 147.237.0. 34 Chi na tikshuv. idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
94.76. 14. 46 147. 237.76. 39 Bahrain nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76. 10. 145 147. 237.0. 33 Bahrai n idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76. 3. 229 147.237.76. 38 Bahrai n e.eneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.76.196 |China e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 76. 3. 229 147. 237.76. 30 Bahrai n hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
172.98.200.238  |147.237.77.170 naar achot . i df i | ET SCAN NMAP -sS wi ndow 2048 1
82.145.33.11 147.237.77.121 |United Kingdom |e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
172.98.200.238  |147.237.77.170 naar achot . i df . i | ET SCAN NVAP -f -sS 1
117. 21. 248. 87 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
94. 76. 14. 46 147. 237.76. 44 Bahrai n e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.76. 14. 46 147.237.0. 16 Bahrai n ny- kosher -kravi .i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

ount ry ‘Target Address [Ste Signature Acti on ‘Count
85. 250. 159. 179 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrsacr;rit Wth different moni tor |39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
37.26.146.214 |Israel 147.237.77. 243 |robi | e. i of .| Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46.19.85.209 |[Israel 147.237.72.167 |ishurimaka. i df .il |Bad TCP sequence Invalid ACK nunber noni t or 9
37.26.146.188 |Israel 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 9
46. 19. 85. 55 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
46.19.86.255 |[Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 8
37.26.146. 188 |l srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber alert 7
37.26.146.188 [Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber nonitor |7
37.26.146. 188 |[lsrael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 7
37.26.146.188 |Israel 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.193 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.148  |[Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
109. 67. 140. 237 | srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.148  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.241  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 55 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.193 |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
94.159.179. 43 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence S et ranem Wth different moni tor |6
41.33.232.66 |Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
46.19.85.158 |[Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
149. 78. 116. 57 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
109. 65. 55. 116 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence monitor |4
197. 30. 88. 3 Tuni sia 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19.86.125 |Israel 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.133.115 |[Israel 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dr opped.
109. 66. 128. 158 |1 srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
79.179. 213.68 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
37.26.147.229 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
197.30.88.3 Tuni si a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
109. 253. 221. 42 |i srael 147.237.77. 243 |robi L e. i of .| Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
37.26.147.229 [israel 147.237.77. 216 |dover.i df .il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
46.19.86.125 [Israel 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or
93.158. 152. 31 23:::;} o 147.237.72. 166 |aka. i df . i ;: ?2?;2 SES?g(;:e: TP Invalid :Dg‘éakjeitd ;eggsgg_ retransmssion. 4 o 3
197.30.88.3  |Tunisia 147. 237. 77. 216 |dover i df i Bad TCP sequence Sslgur:rzcr:nsmt wth different moni tor (3
187.189. 195. 40 |Mexi co 147.237.8.27 |e.nmdimatal .idf.i|Geo-1 ocati on enf or cement Geo-1 ocation inbound enf or cenent |drop
66. 147.244. 216 [Uhited Sates  [147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor
176.13.10.216 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mdﬁrsa:jzt Wth different moni tor  [2
109. 65. 55. 116 | srael 147.237.72. 166 |aka. i of i Bad TCP sequence I'nvalid ACK nunber alert 2
197.30.88.3 Tuni si a 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 2
149. 78. 116. 57 |Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 2
109. 65. 55. 116 [l srael 147.237.72. 166 |aka. i df il Bad TCP sequence I'nval i d ACK nunber noni t or 2
197.30.88.3  |Tunisia 147. 237. 77. 216 |dover i df i Bad TCP sequence SS;l;lur:r:Cr:nsrmt wth different aert 2
61.135. 190. 197 |Chi na 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 2
109. 65. 55. 116 I srael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 2
197.30.88.3 Tuni si a 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 1
162. 210. 196. 97 |Lhited Sates  [147.237.77. 216 |dover. i dof. il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
204.79.180.185 [Lhited Sates  |147.237.77.233 |atal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 45 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 63
5. 29. 231. 190 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
17.138.57.216  |Uhited Sates [147. 237. 72. 166 |aka. i df . i | ﬁ;:ﬂt;dlwﬁpﬁ'g;ﬁdsﬁ posess o Bock |2
207. 46. 13. 10 Lhited Sates |147. 237.77. 216 |dover. i df . i | Mil tipl e Uhaut horized URL Access from 207.46.13. 10 B ock 2
17.138.50.24  |Uiited Sates [147. 237. 7. 216 |dover . i df . i | miréféﬂtli‘lpﬁ?:;gg'Sizfgaﬁ‘ogcﬁfn on Bock  [2
17.138.59. 213 |Uhited Sates |147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to waw i df . il/appl e-app-site-associ ation Bl ock 2
149.78.116.57 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unknown Par anet er
79.182.97.161 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphai n$TochenPl acetbl der $ct | 38%ct | 01$ct | 03$chl Questi o |None 1
n$6 in wwv aka. i df.il/nain/gi yus/ questi onnai re. aspx
194. 63.133.5 Pol and 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to waw eitan. aka.idf.il/xnirpc. php B ock 1
107.178.194.83 Uiited Sates [147. 237. 77. 216 |dover . i df . i | D stri but ec Es"";f;gzgi_eﬁeﬁvﬁc_ispzn Hock |1
62.210.254.52 |France 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; w in www aka.idf.il/main/giyus/ captcha. ashx [None 1
31.44.138.242 |lIsrael 147.237.77.216|dover.i df . i | Uhaut hori zed LR Access to wan idf.il/https:/wwidf.il/ B ock 1
157.55.39. 141 [thited Sates |147. 237. 77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ robot s. txt B ock 1
Paraneter Type Mol ation
83.83.196.198 |Netherlands |[147.237.77.216|dover.idf.il ct100$Cont ent P aceHol der 1SucAr ti cl eLobbyCont rol $I nageButtonl.y in |B ock 1
wa i df . i1/ 1397- en/ dover . aspx
46.19. 86. 124 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Attack None 1
204.13.201. 137 [United Sates [147. 237. 77. 216 |[dover . i df . i | D stri but ec Es"";f;gzgi_eﬁeﬁvﬁc_ispzn Hock |1
100.163.234.9 |Romenia  |147.237.77. 216 |dover . i df . i | Distri buted Uhaut hori zed LR Access on Bock |1

waw i df . i | /1133- 22638- he/ dover . aspx.
66.249.78.173 |[Israel 147.237.77.216|dover.i df . i | Uhaut hori zed LR Access to wanidf.il/cgi-bin/v.il B ock 1

37.26.146.188 |Israel 147.237.77. 216 |dover . i df . i | %ﬁgﬁﬂfﬁfﬁﬁf& Protocal violation None 1
158. 69. 225.33  |United Sates |147. 237. 77. 216 |dover. i df . i | mult crj‘folriilzlesiat':a/ﬁgz:fzn:fol of header upper Bock |1
85. 250. 159. 179 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
61.135.190.69 |China 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
17.138.59. 24 Lhited Sates |147. 237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df . il/appl e-app-site-association |B ock 1
109. 186. 8. 24 I srael 147.237.72. 166 [aka. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
74.208. 45. 22 Lhited Sates [147.237. 77. 216 |dover.i df . il Enail collector robots 14 B ock 1
20.77. 167. 76 Wited Sates |147. 237. 72. 166 |aka. i df .i | Unaut hori zed URL Access to ww aka. idf.il/main/giyus/ x®xY B ock 1

A A3 x Y Ag Avx3s xYAg Ayax3 x Y Ay Ayx3 xY Ag Avs
] . . Dstributed Lhauthori zed URL Access on
158.130.0.242 [Wnited Sates [147.237.77. 216 |dover . i df .| v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
Unaut hori zed URL Access to

wa cogat . i df . i1/sip_storage/fil es/ 5/ 2875. pdf &a=u& ed=0ahukewj t oa

95. 86. 96. 214 I sr ael 147.237.77. 176 |nat pash. i df . i | W6j svkahvesr qkhdj gebagf ggnnai &usg=af qj cnhsgwawy! ] pi ba_pbrai hep Bl ock 1
n4khj a
61.135.190.72 |China 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ B ock 1
208.184.112.74 |United Sates [147.237.77. 216 |dover . i df . i | D stri butec lﬂ":;f;gg;g_eﬂeﬁvﬁfzsp;” Bock |1
112. 142. 129. 127 |Thai | and 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
74.208. 45. 22 Lhited Sates |147. 237.77. 216 |dover. i df . i | eMii | Hoardi ng B ock 1
46.19. 85. 36 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/nai n3/giyus/ general . aspx |B ock 1
2.54.148. 21 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
194. 63.133.5 Pol and 147.237.76.200|ei tan. aka. i df . i | PHP Attenpt B ock 1

. . . D stributed Unaut hori zed URL Access on
107.178.194. 79 |Uhited Sates |147.237.77.216|dover.idf .i | v i dff i | / 1133- 22638- hel dover . aspx. B ock 1

m ny- kosher - kr avi .

61. 135. 190. 200 |Chi na 147.237.0.17 Pdf il Unaut hori zed URL Access to 147.237.0.17/ B ock 1

Unknown Par arret er
213.57.229.195 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphai n$TochenPl aceHbl der $erai | Updat e$r pt Enai | Subj ects |None 1
Li st $ct | 01$chbBEmai | Subj ect in wwn aka. i df. i |/ nai n/ gi yus/ f ag. aspx
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