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|Top Attackers | n DDoS- Def ence |

01-28-2016-00:04:01 to 01-28-2016-01:04:01

Attacker Address |Attacker Country Target Address Site Signature Device Action

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
211.58.138. 167 Korea, Republic of 147.237.76. 31 nakchal .idf.il B ock_Up Al _Nets drop 1
54. 67. 38. 74 Lhited Sates 147.237.76. 42 refuah.idf.il DCE- ht t pdx- hr eadr equest - FS dest - r eset 1
211.58.138. 167 Korea, Republic of 147.237.76. 200 eitan.aka.idf.il |Block Udp AIl Nets drop 1
54.67. 38. 74 Lhited Sates 147.237.77. 205 prisha.idf.il DCE- ht t pdx- hr eadr equest - FS dest - r eset 1
211.58.138. 167 Korea, Republic of 147.237.76. 201 eatal.idf.il B ock Wp Al _Nets drop 1
202. 118. 236. 55 Chi na 147.237.76. 202 e halag.idf.il B ock Wp Al _Nets drop 1
211.58.138. 167 Korea, Republic of 147.237. 76. 202 e.halag.idf.il B ock_Up Al _Nets drop 1
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01-28-2016-00:04:01 to 01-28-2016-01:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
212.199. 57.207 |147.237.76.30 |[lIsrael hi nush. i df . i | ET DB Large anount of TCP ZeroWndow - Possible Niller2 4
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
137.117. 105. 139(147. 237. 0. 200 |Whited Sates  |rdu.idf.il ET SCAN Potential SSH Scan 1
94.76.23.7 147.237.0.19 |Bahrain madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 190 147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
222.186.34.171 [147.237.76. 201 |Chi na eata .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na eatal .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.76.23.7 147.237.0.34 |Bahrain tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76. 14. 46 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46.151.53.217 |147.237.0.200 |Wkraine . i df il ET SCAN NMAP -sS wi ndow 1024 1
222.186.34.171 [147.237.76.39 |China nobi | e.nei tav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il  |drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi

24.114.54.168 |Canada 147.237. 76. 200 |6 tan. aka. i of . i 9 =g Invalid segnent retransnission drop 30
Ret ransn ssi on Packet dropped.

194.90. 167. 232 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i;;e”ansm't with different wndow | oo [20

2.52.61.27 | srael 147.237.77.216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 18
Sreaming Engine: TGP Invalid i i ssi

109. 64. 143.87 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmission. drop 18
Ret ransnm ssi on Packet dropped.

212.150.214.90 |israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 16

212.150. 214. 90 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |16
Sreanming Engine: TCP Invalid i i ssi

2.54.134. 32 I'sr ael 147.237.77. 243 |nobi l e. i f .| 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52.188.11 I srael 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransnission drop 12
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

149.78. 251. 216 |I srael 147. 237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.249  |israel 147.237.77. 243 |nobi le. i o . i1 9 =g Invalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.

2.52.154. 85 I sr ael 147.237.77. 243 |mbile.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 8

37.26.146.206 |l srael 147.237.77. 234 |ndl ag.idf i1 |Bad TCP sequence S retrensmt with different wndow | onivor s

79.181.229. 121 [lIsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval id ACK nunber noni t or

46.19. 85. 189 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or

46.120.15.31 [ srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransmt wth different window | onivor o

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 6

46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber monitor (6

46. 19. 85. 208 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor (6

46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi

109. 253. 131. 1321 sr ael 147. 237.77. 243 |mbi le. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.

46. 19. 86. 220 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i sSi

46.120. 227. 166 |l srael 147.237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

79.181.160.32 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.

46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber monitor (6
Sreamng Engine: TCP Invalid i i ssi

109. 253. 221. 42 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =g Invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.47.110 I'sr ael 147.237.77. 243 |nobi l e. i of .| 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber moni tor |6
Sreaming Engine: TGP Invalid i i ssi

185.32.179. 223 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmission. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181.173.83 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 189 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert

46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber alert

41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

37.26.146.206 |Israel 147.237.77. 234 |nal ag.idf.il  [Bad TOP sequence i;';e”ansmt with different wndow | 5

176.13.19. 242  |israel 147.237.77.233|atal .idf.il  [Bad TCP sequence Invalid ACK nunber alert 5

176.13.19.242 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor (5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4

37.46. 39. 46 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

46. 19. 86. 220 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

31.223.183. 172 glcis;ilgéan Territory 147, 237. 77. 176 |nat pash. i df .1 |dr op First packet ism't SWN dr op 4

70.208.138. 140 |Lhited States 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber moni tor |4
Sreaming Engine: TGP Invalid i i ssi

37.26.148.150 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 67.24.101  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransnm ssi on Packet dropped.

5. 29. 95. 20 I srael 147.237.76.31 |nakchal .icf.i1 |Bad TOP sequence SIHAK retransmt with different |y o |3

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

77.126.36.20  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

141.8.132.112 |Russian Federation |147.237.72.166 |aka idf.il 9 =g Invalid segment retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.179. 120. 113 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransnm ssi on Packet dropped.

187.189. 195. 40 |Mexi co 147.237.8.24 |e.lifestyle.idffGeo-1 ocati on enfor cenent Geo-| ocati on inbound enforcenent  |drop 3
Sreamng Engine: TCP Invalid i i sSi

109. 67.70.130 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engi ne: TCP i

63.143.241.60 |lited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g TCP segnent out of maxi mim drop 3
Segnent Linmit Enforcenent al | oned sequence. Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
46. 19. 86. 90 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 82
46. 19. 86. 46 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 63
5. 29. 90. 95 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access fromS5. 29. 90. 95 Bl ock 7
79.180.3.163 |Israel 147. 237.77. 243 |nobi | e. i df . i | mﬂ? ?LfT?ffs:CﬂaiiC%gncsggaZfﬁ;md n Bock |6
37.26.148.150 |[lIsrael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 37. 26. 148. 150 Bl ock 6
2.54.134.32 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 6
109. 64. 143. 87 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
2.54.134.32 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 4
176. 228. 132. 66 || srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
2.54.47.110 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32. 179. 161 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 3
2.54.47.110 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex B ock 3
2.52.188. 11 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
37.142.177.49 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.180.3.163 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
2.54. 0. 250 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.86.249 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 2
2.54. 46. 131 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
46.117. 204. 138 [l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
46. 120. 227. 166 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 2
46.19.85.196 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
84.94.189. 243 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
37.26.148.150 |Israel 147.237.77. 243 |nobi | e. i df . i | HLE;T:%TZ?? . tg‘eggrcﬁim e/ 1 st chi | ddocunent s/ 1678 Bock |2
79.179.150.9 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefi ned B ock 2
5.29. 90. 95 I'srael 147.237.77. 243 |nobi | e. i df . i | nlf;;“lt:?r(;fsz . t’;eggrcﬁs;ptl e/l st chi | ddocument s/ 1567 Bock |2
176.13.7.72 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
66. 249. 78. 159 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 1
194. 90. 167. 232 [I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css Bl ock 1
109. 253. 221. 42 |I srael 147.237.77. 243 |nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
5.167.133. 137 zz:::ﬂ o 147.237.77. 216 |dover . i df . i | Unaut hori zed UR. Access to wan i df i1/ nazi* a=0 Bock |1
85.65.99.36  |Israel 147.237.72. 166 |aka. i df . i | pultple Pl WdtVRRI T dth U code Encoding on LR/ Parameter () oM g oo 1
213. 151. 50. 118 |I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter si g2 in ww aka.idf.il/nain/giyus/ general . aspx None 1
79.177.243.72 |Israel 147.237.76.31 |[nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx Bl ock 1
46. 120, 129. 152 |1 srael 147.237.72. 156 |anan. i df . i | mu;?;: izgf. m‘cﬁﬁgglszl o doc._mur/ undef i ned Bock |1
176.13.10. 216 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
37.142.177.49 |[Israel 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Cpen Mde None
107.178.194. 83 |Lhited Sates |147.237.77. 216 |dover. i df .i | b stri bt ec 1T§§f;§g;§?ﬁeﬁvﬁcfsspzn Hock |1
204.13.201. 138 |Uited Sates |147.237.77. 216 |dover . i df . i | Dstri uted g??;fggzgfﬂe%ﬁff:pﬁn Bock |1
66. 249. 78. 240 |1 srael 147. 237.72. 166 |aka. i df . i | ﬂ?ugggr;zei;éﬁ‘l ﬁfgfjfa;; i es/ 8 70488, pck Bock |1
Uhaut hori zed URL Access to
157.55.39.191 |Lhited Sates |147.237.72.166 |aka.i df .i ‘3’?‘3’&‘&; o 9;2' ! IT?\:/ g;;é’:()(‘j‘ﬁg;";“i’i?;zzﬂ';‘ivgf'éjecnr:r:CpVJ)'/ ;S;’a;lgg'fgﬂi—sc_"‘aom Bock |1
nzoyodt wa

37.26. 146. 206 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
85.250.161.9 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
217.118. 64. 59 RF;ZZ:;: on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
79.178.26.72 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 120. 227. 166 || srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 1
46.19. 34. 48 Net her | ands 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wordpress/ wp-adnin/ B ock 1
79.181. 229. 121 [I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.29.42.229 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wawu i df.il/hi nush/ sitel hel hi nush. asp B ock 1
204.13.201. 138 |Uited Sates [147.237.77. 216 |dover. i df il [DS!1OUeC 1?:;}:;&;;?&%\/’??:&” Bock |1
69. 163.242. 176 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-admin/ Bl ock 1
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