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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
168. 235. 197. 211 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
119.97.137. 184 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |Block Udp All Nets drop 1
54. 67. 38. 74 Lhited Sates 147.237.0. 19 nadi matal .idf.il DCS- ht t pdx- hr eadr equest - FS dest - r eset 1
78.186. 57. 235 Tur key 147.237. 76. 202 e halag.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.104 |147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
94.76.23.7 147.237.77.61 |Bahrain e.cogat.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
66.249. 78.254  |147.237.72.166 |Uhited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
119. 146. 221. 68 |147.237.76.86 [China navy. i df.il ET SCAN Potential SSH Scan 1
96. 35. 144. 107  |147.237.77.226|Whited Sates |wwu chamatz.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
94.76.23.7 147.237.77.61 |Bahrain e.cogat.idf.il ET SCAN Potential SSH Scan 1
94.76.23.7 147.237.0.19 |Bahrain nedi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.54.134.32 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
154. 73. 170. 162 |147. 237. 77. 227 e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
154. 73.170. 162 |147.237.77. 227 e hamaz.idf.il ET SCAN NVAP -f -sS 1
119. 146. 221. 68 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
119. 146. 221. 68 |147.237.76. 42 [China refuah.idf.il ET SCAN Potential SSH Scan 1
94.76.23.7 147.237.76.31 |Bahrain nakchal . i df. il ET SCAN Potential VNC Scan 5800- 5820 1
66.240.213.93 [147.237.0.200 [Whited Sates |ndu.idf.il ET SCAN Potential SSH Scan 1
182.91.218.54 |147.237.8.24 |China elifestyleidf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
154, 73.170. 162 |147.237. 77. 227 e. hamaz. i df . il ET SCAN NMAP -sS wi ndow 2048 1
137. 117. 105. 139|147. 237. 77. 233 |Lhited Sates |atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
168. 235. 197. 211|thited Sates  |147.237. 77. 216 |dover.idf i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 64
37.136.62.186 |Fnland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 61
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
92. 253. 64. 93 Jordan 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 31
192.114.91. 215 |Israel 147. 237, 76. 200 [ei tan aka i i1 | S2MNG Engine: TP Invalid invalid segnent retransnission. |, o, 27
Ret r ansni ssi on Packet dr opped.
195. 239. 16. 40 g;z:;”i on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |26
195. 239. 16. 53 gz::;”i on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |26
92.253.64.93  [Jordan 147.237.77. 216 |dover. i df. i1 Bad TCP sequence monitor |23
2.54.134.32 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 22
79.177.205. 107 |lsrael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
92. 253. 64. 93 Jordan 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 20
66.249.81.196 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 19
92.253.64.93  [Jordan 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 19
80.178.11.143 |Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
2.52.27.57 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
92. 253. 64. 93 Jordan 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 15
92. 253. 64. 93 Jor dan 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 14
92. 253. 64. 93 Jordan 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d sequence nunber moni t or 13
2.54.134.32 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 13
92. 253. 64. 93 Jordan 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber alert 13
2.54.134.32 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACGK nunber aert 13
92.253.64.93  [Jordan 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 13
2.54.134. 32 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
92.253.64.93  |Jordan 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Sweae el reansm wehdifferent | onitor |12
92. 253. 64. 93 Jordan 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence noni t or 11
185.32.179.172 |l srael 147.237.77. 243 |mubile. i df . Streaning Engine: TP Invalid  imvalid segrent retramsmission. | o 9
Ret r ansmi ssi on Packet dr opped.
149.88.20.156  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdge\:,rsaé;rit wth different monitor (8
92. 253. 64. 93 Jordan 147.237.0.15 |kosher-kravi.idf.i|[SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8
149. 88. 229. 142 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.1 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 240 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 123 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19. 85. 22 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
66.249.81.199 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 6
176.13.3.119  [israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid - fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46.19. 86. 128 I srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
31.154.94.6 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.1 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 123 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id AGK nunber noni t or 6
92. 253. 64. 93 Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 22 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
149.78.116.66 |l srael 147. 237.77. 243 |mbi l e. i f .1 Streaning Engine: TCP Invalid invalid segnent retramsmssion |, ) 6
Ret r ansni ssi on Packet dr opped.
149. 88.206.66 |l srael 147.237.76. 200 [ei tan aka i 11 [ SAM NG Enginer TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
31.154.94. 6 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
46.19. 85. 15 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 133 I srael 147.237.77. 216 |dover. i df. i1 Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 122 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber aert 6
46.19. 85. 15 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 133 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count

46.19.86.152 |Israel 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 52
149.78.185.6 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 14
46.19.86.201 [Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response CQode B ock 6
46. 19. 86. 94 | srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 5
176.13.13. 213 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 5
176. 13. 6. 65 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
37.142.162.12 |Israel 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
46. 19. 86. 46 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.120.13. 246 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
37.26.148.134 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
185. 32. 179. 172 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
37.26.148.190 |Israel 147.237.77. 243 |nobi | e. i df . i | nf;”f:‘fr;?? , t‘;‘eggrcyetsemgles“ <t ehi 1 ddocument s/ 1071 B ock 2
85. 250. 229. 101 |I srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock

2.54. 46. 214 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock

66. 249. 78. 159 [l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwidf.il/error. htm B ock
149.78.148.86 |Israel 147.237.72. 166 |aka. i df . i | mn;\g i?ﬁﬁtﬂiﬁ n(/:tgli ngc;t' ngcgth::;nigmem ace in None 1
46.19. 85. 49 I srael 147.237.77. 216 |dover.idf .l D stributed Unknown HTTP Request Met hod B ock 1
89.161.198. 15 |Pol and 147.237.72.167|i shurimaka.idf.i| |[PHP Attenpt B ock 1
79.178.26.72 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
64.71.32.12 Lhited Sates  [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wp-adnin/ B ock 1
2.54.98. 111 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 253. 156. 29 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
46.19. 86. 81 I srael 147.237.76.42 |refuah.idf.il Redundant HTTP Headers Referer B ock 1
41.207.15.46 |Qte Dlvoire |147.237.72.166|aka.idf .il Enail collector robots 14 Bl ock 1
80. 246.130. 78 |l srael 147.237.77. 216 |dover . i df . i | er"otnifgg 2F:'6'. "1“3%.@/8@ fwi dth Uhi code Encoding on URL/ Paraneter (+) g 1
5.102. 254. 104 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
204.13.201. 137 |Wited Sates  [147.237. 77. 216 |dover. i df .i | D stri bt ec 1?:;}:;;;;?&%\/’2??21}2” Bl ock 1
66.249.78. 234 |l st ael 147.237.72.166 [aka. i df . i | ﬂiutzgt;r I722’.3(i(Sl(-ij/lrralibcrl(/:essaschta(:/ r esour ces/ i nages/ nenu- endi ng. gi f Bt ock !
46.121.37.45 |Israel 147.237.72. 156 |anan. i df . i | Mil tiple Unaut hori zed URL Access from46.121.37.45 B ock 1
149. 78. 148. 86 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 49 I srael 147.237.77.216|dover . i df . il Illegal HITP \ersion B ock 1
93.160. 60. 22  |Denmar k 147.237.77.216|dover.idf . il Uhaut hori zed LR Access to wan i df.il/newsitelenglish Bl ock 1
79.178.181. 147 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.26.148.190 |[lsrael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 1
185.35.62.11  [Swtzerland 147.237.76. 39 lrrn)bl le.mei tav. idf.i Unaut hor i zed URL Access to 147.237.76. 39/ B ock 1

Unaut hori zed URL Access to
66. 249. 64. 143 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ i mages/ si debar/ bul | et purpl e. |B ock 1
gf

2.54.139.225 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/atal .aspx |B ock 1
141.8.132.78 | & 147.237.77. 216 |dover. i df . i | chaut :f?ri'lfigng(}efggre;zgc‘ingr i it il Bl ock 1
41.207.15.46 |Gte Divoire  |147.237.72.166|aka. i df .i | eMai | Hoar di ng B ock 1
84.228.18.161 |l srael 147.237.72.166 |aka. i df . i | mn;’r:g?r f‘rf:mer m;‘\!hiﬁﬁzmégpi None 1
31.154.94.6 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207.46.13.10 |Wited Sates  [147.237.77.216|dover. i df .i| m”f gfo.rilf/etinﬁt:fg;; ;g/ Lser cont ol s header Upper Bl ock 1
66. 249. 78. 240 |l srael 147.237.72.166 |aka. i df . i | ﬂ?“tzggr ;zf’iﬁgtmffﬁzh;?/ resour ces! | mages/ | 090, ] pg Bl ock 1
46.121.37.45 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 1
2.52.157.69 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
95. 35. 75. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19.85.132 |israel 147.237.77. 216 |dover . i df .i | Mal f or med LRL B ock 1
79.179. 197. 150 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.147.12 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185.35.62.11 [Satzerland 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
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