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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
54.67. 38. 74 Lhited Sates 147.237.76. 31 nakchal .idf.il DCS- ht t pdx- hr eadr equest - FS dest - r eset 1
208. 73. 206. 244 147.237.76.176 test.ncore.idf.il |B ock Udp Al Nets dr op 1

208. 73. 206. 244 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count

109. 253. 196. 151 I srael 147. 237. 72. 166 aka.idf.il [13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address | Target Address

Attacker Gountry Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 81. 175 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
66.249. 81. 179 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 197 147.237.77. 176 Lhited Sates nat pash. i df .i1 ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 74 Chi na lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry ‘Target Address |Ste Signature Acti on ‘Count
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf.i | drop SAMrul e drop 30
149. 88.20. 156 |l srael 147.237.76.42 |refuah.idf. il Bad TCP sequence mdﬁr::;rit wthdifferent — Jopnitor |18
77.127.192. 248 |I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26.148. 246 |Israel 147. 237.77. 226 Y“i‘“:‘NCha”atz'aka' Mt ldrop Frst packet isn't SWN drop 12
194. 90. 167. 169 |I srael 147.237.0.19 |medimatal.idf.il Streamng Engi ne: TGP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
130.193.50.7 |Ussian 147.237.77.74 |lawidf.il drop Frst packet isn't SWN drop 10
Feder at i on
46.19.86.55  |Israel 147. 237.77. 243 |nobi l e. i df . i1 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
130.193.50. 33 |UsSian 147.237.77.74 |lawidf.il drop Frst packet isn't SWN drop 8
Feder at i on
46.19.85.161 |lsrael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.121 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber moni tor (6
46.19.85.239  |[lIsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 112 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 58 I 'srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 6
46.19.85.215  |[lsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 239 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
66.249.81.175 |[lhited Sates 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 6
46. 19. 85. 58 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.110 |lsrael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.54.10.178  |isradl 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid |invalid segnent retransnission. | 6
Ret r ansni ssi on Packet dropped.
46.19.85.172  [lIsrael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.110 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber moni tor (6
31.210.188.1 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
46.19.85.172  |[lIsrael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.121 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber aert 6
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
5. 255. 253. 24 ;’3::;”' o 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 6
46.19.85.112 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 6
93. 158. 152. 46 Eéjj:ﬂ o 147.237.77.74 |lawidf.il drop Frst packet isn't SIN drop 6
66.249.81.174 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 5
157.55.39. 242 |lLhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 5
188. 120. 148. 67 |l srael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.134 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 5
94.230. 86. 170 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber moni tor |5
46.19.85.134  |[lsrael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |5
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
5.22.135.229 |[lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor (4
79.183.224.89 |lIsrael 147.237. 77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
130. 193. 37. 18 EQZ;:I”I o 147.237.77.74 |lawidf.il drop Frst packet isn't SWN drop 4
185. 84. 71. 86 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19. 85. 113 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
82. 145. 222. 108 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79. 177. 205. 107 |l srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
178. 154. 189. 26 23:;;’} o 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 4
87.69.31.38 |Israel 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Inval id invalid segnent retransnssi on. drop 4
Ret r ansni ssi on Packet dropped.
199. 30.16. 190 |thited Sates  |147.237. 76. 200 |ei tan. aka i df .il Streamng Engi ne: TCP Invalid finvalid segnent retransnission. drop 4
Ret r ansni ssi on Packet dropped.
5.22.130.143 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
46.19.85.239 |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 4
5.102.202. 74 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
98. 7. 65. 105 Lhited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
194.90. 167. 169 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 259
46. 19. 86. 152 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 225
79.176.146.99 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 214
194.90. 167. 169 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 189
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 186
46. 19. 85. 232 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 153
46. 19. 86. 169 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 140
149. 78. 185. 6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 136
46.19. 86. 152 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 131
149. 78. 185. 6 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 130
79.176.146.99 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 107
46.19. 86. 169 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 104
79.176.146.99 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 96
5.22.129. 80 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76
46.19. 86. 94 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 75
149. 88. 23. 165 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
46. 19. 86. 152 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 50
46. 19. 85. 232 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 44
46. 19. 86. 169 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 44
149. 88.23.165 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 37
176.13.13.213 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 25
5.22.129. 80 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 25
95. 86. 92. 8 I srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unhauthorized Method for Known URL from 95.86.92. 8 B ock 9
80. 246. 139. 206 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 8
185. 32.179. 197 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
213.111.233.25 |Wkraine 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
213.111.233.25 |lkraine 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 213.111. 233. 25 B ock 5
109. 66. 175.66 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
188. 120. 148. 181/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 108 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.198 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.173.199 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 79. 176. 173. 199 B ock 2
84.228.177.71 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 55 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.183.3.178  |Israel 147.237.0.19 |nadimatal .idf. | E;Zitrrrj:t“;?c: d??%!?};éﬁ;jajﬁl j;g;s;mcj’:;t qauntity. aspx Bl ock 2
37.26.148.228 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
89.138.171.95 | srael 147.237.72. 166 |aka. i df . i | m“;?;riidzf?Iﬁmﬁf;ie;j;gomrol o et udal A B ock 2
109. 253. 201. 111 ]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock

80. 246. 136. 148 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None
79.176.173.199 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/ 7/ B ock
207.46.13.10  [Uhited Sates [147.237.77. 216 |dover. i df . i Shaut gfo_rilf/?denl,ﬁtgﬁﬁ; e cont 1l <f header per Bl ock 2
176.13. 22. 54 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
91.200.12.5 kr ai ne 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock

84.110. 144. 4 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
94.230.86.170 I srael 147.237.77. 234 |hal ag.i df . i | mﬂtogfgtizsg R Reeese L e 5 storage B ock 2
46.19. 86. 21 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 115 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None

109. 186. 35. 170 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
84.94.32.105  |Israel 147.237. 72. 166 |aka. i df . i | D str) buted iﬁr}a:;hn‘;';iﬁ‘i/ﬁtfgfzf;ﬁg A Bl ock 1
5.29.171.85 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wawnidf.il/ Bl ock 1
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