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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
54.67. 38. 74 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il DCS- ht t pdx- hr eadr equest - FS dest - reset 1
23.239. 64. 15 Lhited Sates 147.237. 76. 39 nobi | e.neitav.idf.il [Bock Np All Net drop 1
54. 67. 38. 74 Lhited Sates 147.237.77. 74 lawidf.il DCS- ht t pdx- hr eadr equest - FS dest - reset 1
23.239. 64. 15 Lhited Sates 147.237. 76. 148 gacenter. aka. i df .i | B ock Np Al Net drop 1
123.244.1.218 Chi na 147.237.76. 196 e.sviva.idf.il Bl ock_ Udp All _Nets drop 1
54. 67. 38. 74 Lhited Sates 147.237.72. 166 aka.idf.il DCS- ht t pdx- hr eadr equest - FS dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action

192. 240. 106. 106 Lhited Sates 147.237.76. 86 navy.idf.il 0543: HTTP. php.cgi Access B ock 1
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|Top Attackers In |D|

At acker

Target Address country Signature
217.132.15.92 |147.237.76.30 |l srael hi nush. i df .i ET SCAN NVAP -sA (2) 10
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.143.82.50 [147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
218.246.0.97 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
122.227.159. 10 |147. 237.8.24 |China elifestyleidf.il ET SCAN NMAP -sS w ndow 4096 1
122.227.159. 10 |147.237.8.24 |Chi na elifestyleidf.il ET SCAN NVAP -f -sS 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

89.219. 105. 86 |147.237.76.31 |Estonia nakchal .i df il Fotential Scan or Brute Force 1
37.143.82.50 [147.237.72.14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
149. 88. 245. 205 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
122.227.159. 10 [147. 237.8.24 |Chi na elifestyle idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.230. 86. 234 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.143.82.50 [147.237.72.14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

54.244.22.103 [Wited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 102

37.26.148.158 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 33

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 32

109.186.8.24  [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Sretransmt with different oo o[22

w ndow scal e

46. 19. 86. 26 | srael 147.237.72. 167 |i shurimaka. i of .i | Bad TCP sequence I nval i d ACK nunber noni t or 20

46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 18

46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18

46.19.86.7 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 16

77.125.137. 132 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 15

46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12
Sreamng Engi ne: TCP i i Ssi

109. 253. 204. 113|1 srael 147.237.0.34 |tikshuv.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.

46. 252. 156. 159 |[Itay 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

46.19. 85. 96 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 12
Sreamng Engi ne: TCP i i ssi

79.180.11.19  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngihe. Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.

46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

185. 89. 217. 242 147.237.77. 216 |dover.idf .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 11

37.26.146.196 |[Israel 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 10

94.230.86.234 |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |10
S reaning Engi ne: TCP i i ssi

37. 46. 43. 98 I'srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 9
Inval id Retransnm ssion Packet dropped.

Pal estini an . . -

37. 60. 145. 236 Territory, Creupied 147.237.77.176 |nat pash. i df . il dr op First packet isn't SYN drop 9

46. 19. 85. 183 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |9

46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46.19.86.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 8

37.46.39.9 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber nonitor |8

2.52.150. 56 I srael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 7

46. 19. 86. 198 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 7

s SN retransnmit wth different .

109. 66. 34. 241 |l srael 147.237.77. 234 |hal ag. i df .i | Bad TCP sequence wi ndow scal e monitor |7

46. 19. 85. 82 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACGK nunber roni t or

54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop

37.26.148.246 |Israel 147. 237.77. 226 "‘f’f"" chamat z. aka. 1df |oyN At t ack SYN -> SYN-ACK -> Timeout |reject 6

46. 19. 85. 149 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

2.54. 40. 32 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.52.150. 56 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 6

46.19. 85. 112 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engi ne: TCP i i ssi

84.229.39.193 | srael 147.237.77. 243 |robi | e. i of . i | mng Engine. 1 Invalid segnent retransmssion. |q 6
Inval i d Retransnission Packet dropped.

46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or

46.19. 85. 183 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreamng Engi ne: TCP i i ssi

46.19.85.201  |Israel 147.237.77. 243 |nobil e. i df . mng tngihe. Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

192.118. 27. 253 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6

2.52.150. 56 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6

46.19. 85. 82 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 215 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber nonitor |6

192.118. 27. 253 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |6

37.26.148.246 |Israel 147. 237.77. 226 "‘:’Y”Chanmz'aka"df drop First packet isn't SWN drop 6

46.19. 85. 149 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engi ne: TCP i i ssi

217.132. 105. 164|I srael 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi

2.54.7.62 I srael 147. 237. 72. 167 |i shuri maka. i df .i | mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransmi ssion Packet dr opped.

2.52.150. 56 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

46. 19. 85. 183 I 'srael 147.237. 77. 216 [dover.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect
S reamng Engi ne: TCP i i ssi

2.54.137.222  |israel 147.237.77. 243 |mubi le.i o . i1 9 =g Invalid segnent retransmssion. | . 6

Inval i d Retransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
2.54.172.32 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 247
176.13.11.138 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 146
46.19. 85. 90 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 135
176.13.11.138 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 132
2.54.172.32 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 104
2.54.172.32 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 88
93.172.163.54 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 85
46. 19. 85. 90 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 83
46.19. 86. 201 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 72
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 50
46. 19. 86. 201 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 23
194. 90. 167. 169 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 13
79.179. 166. 157 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.23.62 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Qode B ock 5
79.176. 35. 92 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 4
174. 140. 165. 145 g;g: 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 174. 140. 165. 145 B ock 4
176.13. 11. 57 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.146.183 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
46. 19. 86. 206 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.108.93.133 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176. 13. 16. 15 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
207.46.13.10 LSqulatt:sd 147.237.77. 216 [dover . i df . i | mmm:vu:gf?rillzliinﬁtzgf:rﬁ; (tec?/ user cont r ol s/ header upper / B ock 2
77.125.130. 164 I srael 147.237.0.19 |nadi matal .idf. i nﬁ”;]h;r;?zfﬁ/ﬁﬁ;e;j;j;dupdat enakat qaunt . a5px Bock |2
176.28. 78. 48 Iraqg 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to wawidf.il/arr/ Bl ock 2
84.108. 5. 163 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.180.36.225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
185.32.179. 109 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
5.29.237. 2 I srael 147.237.72.166 |aka. i df . i | \;Pjrwa’at;e: f?f,g‘;jﬁ/\;’aih?/?lgi';rauom yardlvegi ster . aspx None 2
2.54.9.173 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
93.172.163.54 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock
109. 66. 34. 241 |Israel 147.237.77. 234 |hal ag.i df . i | i;t ;g?”;?dzéﬂf‘f;:ggﬁf‘aﬁ/f;ffsef 1‘_’; . Bock |1
66. 249. 78. 51 I srael 147.237.77. 170 |maarachot . i df . i | [Mil ti pl e Waut hori zed URL Access from 66. 249. 78. 51 B ock 1
217.132.57.104 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 83 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None
192. 240. 106. 106 g“;:s 147.237.76.86 [navy.idf.il Ml tiple Unhauthorized URL Access from 192. 240. 106. 106 B ock 1
87. 68. 85. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.19. 85. 31 I 'srael 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized UR. Access on www idf.il/1133 Bl ock 1
178.54. 21. 27 Wrai ne 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to waw idf.il/mazi'a=0 B ock 1
80. 246. 136. 173 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
77.125.117.96  |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
176. 13. 6. 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 65. 17 | srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77.170/ pdf/ fil es/ 2/ 107792. pdf Bl ock 1
95. 86. 91. 144 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter sa in v aka. i df.il/nai n/haredi nigeneral . aspx None 1
84.109. 202. 213 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/main/giyus/ x’x?xax” B ock 1
46.19. 85. 173 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df .il/mai n/ sachar/f ag. aspx B ock 1
186.69. 108. 22  |Ecuador 147.237.77. 216 |dover. i df . i | %giﬁ&u&tjﬁiﬁ)'&f‘m‘cﬁ;if:i&%ﬁ&?? 108.22 (Protocol violation 00 1
176.28.74.193 |irag 147.237.77. 216 |dover.idf . il O stributed Unauthorized URL Access on wanidf.il/arr/ B ock
79.176.226. 144 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None

Uhaut hori zed URL Access to
31.44.133.192 [israel 147.237.72. 166 [aka. i df . i | ww, aka. i df . i |/ mai n/ gi yus/ mai | box. aspx&sa=udved=0ahukew v25bn8sr kahw|Bl ock 1

ghhokhg4kaweqf gggnae&usg=af gj cnf wBxbj dj 46aa_i eeng07gs79p8hq
2.54.23.62 | srael 147.237.0.19 |nadi matal . i df. | r:rdfrrf;e; _Tiﬁe.i\f/ﬂmzf 'I o g;i' r?o&;sscg(nt ent A acetbl der 15t xt Gptcha in Bock |1
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