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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
31.13.160. 70 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |HTTP-M SC Havi j - User - Agent dest - reset 2
54. 67.38. 74 Lhited Sates 147.237.77. 216 dover.idf.il |DCS- htt pdx- hr eadr equest - FS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Ste

|Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218.246. 0. 97 147.237.77.243  |China nobi | e.i df il ET SCAN NVAP -sS w ndow 1024 1
79.182. 128. 213 147.237.72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
66. 249. 78. 153 147.237.72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 197. 47 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46.116. 249. 14 147.237.72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
98. 231. 219. 210 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
36.72.228. 72 147.237.77. 205 I ndonesi a prisha.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94.76. 14. 140 147.237.76. 30 Bahrain hi nush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
5.29. 181. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
94. 76. 14. 140 147.237.0. 17 Bahrain m ny- kosher -kravi . i df . | ET SCAN Potential VNC Scan 5900- 5920 1
94.76. 14. 140 147.237.0.15 Bahrain kosher-kravi .idf .il ET SCAN Potential WNC Scan 5900- 5920 1
85. 250. 87. 193 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182.242. 3 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 191. 117. 60 147.237.72.166  |Gosta Rca akaidf.il portscan: TCP DO stributed Portscan 1
79. 180. 144. 110 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
163.172.13. 173 147.237. 72. 166 Uni ted Ki ngdom aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120. 182. 82 147.237.72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
105. 97. 204. 77 147.237.77.216  |Ageria dover.idf.il SQ Injection - Select From 1
46. 19. 86. 252 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
94.76. 14. 140 147, 237. 76. 39 Bahrai n nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
36.72.228.72 147. 237. 77. 205 I ndonesi a prisha.idf.il ET SCAN NVAP -f -sS 1
94. 76. 14. 140 147.237.0. 34 Bahrain tikshuv.idf il ET SCAN Potential SSH Scan 1
5.29. 14. 205 147.237.72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
94.76. 14. 140 147.237.0. 17 Bahrai n mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 1024 1
89. 139. 165. 125 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
84.111. 141. 32 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry

Target Address

Ste

Signature

Devi ce

‘Count

Action

31.13. 160. 70 ?Cisgi';'ja” Territory)1 47 237, 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 532
Pal estinian Territory, R SYNtACK retransmt wth :

31.13. 160. 70 Cocup ed 147.237. 77. 216 |dover . i df .i | Bad TCP sequence gifferent wi ndow scal e monitor  [516

209. 200.29.36 |lLhited Sates 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 407

209. 200.29.36 |lLhited Sates 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 406

2.54.171.135 |[Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 136

2.54.137.56 I srael 147.237.77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 62

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi

79.178.34.210 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 24
Ret r ansni ssi on Packet dr opped.

. . SYNretransmt wth different )

149. 78. 111. 233 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 19
Sreanming Engine: TCP Invalid i i ssi
176.13.18. 164 |Israel 147.237.77. 243 |nobil e. i of i 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
93.172.8.118 |isradl 147. 237.77. 243 |mobi l e. i f i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
89.138. 89. 166 |l srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 16
Ret r ansni ssi on Packet dropped.
141.0.14.217 |Europe 147.237.77. 233 |atal .idf il drop First packet isn't SIN drop 16
Sreamng Engine: TCP Invalid i i ssi
109. 253. 198. 30 |I srael 147. 237, 77. 243 |nobi 1 e. i of . i 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
176.13.2.243  |Israel 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP Inval id Jinvalid segnent retransmission. | op 15
Ret r ansni ssi on Packet dr opped.
s SYNretransmt wth different :
77.126.24.178 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence wi ndow scal e monitor |14
46.19.85.105 |[lIsrael 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 12
Sreaning Engine: TQP Invalid i i ssi

2.54.60.132  |israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.

2.52.177.181 |Israel 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid ' i ssi

46.19.86.153  |Israel 147. 237. 76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

46.19.85.209 |[Israel 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 11
Sreanming Engine: TCP Invalid i i SSi

85. 65. 201. 135 |l srael 147.237.76. 31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

109. 67. 162. 191 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

149. 78. 184. 181 |l srael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 8

2.54.171.135 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber monitor |7

46.19. 85.238 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7

2.54.171.135 |[lIsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid sequence nunber nonitor |7

2.54.171.135 |[Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7

46.19.85.112 |Israel 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert 6

46.19.85.208 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi

79.182. 163.69 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

46.19.85.4 I 'srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber aert

46.19.85.152  [lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert
Sreaning Engine: TQP Invalid i i SSi

79.179.155.56 |l srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, o, 6
Ret r ansmi ssi on Packet dropped.

46.19.85.238 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6

46.19.85.213  |[lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 6

98.170.222.14 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

46.19.85.181 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6

46.19.85.112  [lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber monitor |6

46.19. 85. 4 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6

46.19.85.152  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6

46.19.85.213  |[lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber monitor |6

46.19.85.181 |Israel 147.237.77. 216 |dover .i df i | Bad TCP sequence Inval i d ACK nunber monitor |6

46.19.85.143  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6

46.19.85.230 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber monitor |6
Sreanming Engine: TCP Invalid i i SSi

66.249. 78. 146 |United Sates 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

46.19.85.210 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert

46.19.85.130 |[lIsrael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber aert

46.19.85.214 |Israel 147.237. 77. 216 |dover . i df i | Bad TCP sequence I'nval i d ACK nunber alert
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
2.52.137.65 | srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 92
176.13.22.105 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 80
46.19. 85. 249 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 77
149. 88. 147. 253 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 60
176.13.11.221 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 51
176.13.22. 105 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 46
77.126. 35. 92 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 46
176.13.14.191 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
84.94. 190. 15 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
46. 19. 85. 249 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 15
5.29.135.236 | srael 147.237.0.34 |tikshuv.idf.il |T°0 M of the Same Response Cbde (404) in Session from Bl ock 12
5. 29. 135. 236
37.26.146.166 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
37.142.215.95 |[lIsrael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 9
46.19. 86. 193 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 8
93.172.8.118 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Gode B ock 5
84.94.190. 15 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 4
176.13.18. 164 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
109. 253. 202. 231/l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 2. 243 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
46.19. 85. 232 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253.145.6 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.8. 95. 205 g‘ijcis;i':('ja” Territory. 1147, 237. 77. 216 |dover . i df . i | Lhaut hori zed URL Access to wn i df .i1/894-ar Bl ock 3
80.178.157.115 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 198. 30 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
- . . (|Waut hori zed URL Access to
109. 65. 186. 197 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal .1 df i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 2
77.126.87.245 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None
46.19. 85. 149 I srael 147.237.77. 216 |dover.i df .i | Dstributed |11egal HITP \ersion B ock
. - . D stributed Lhaut hori zed URL Access on
79.176.36.9 I srael 147.237.77.243|nobi | e.i df . i | mobi | .1 df i1/ nekudot /i ndex Bl ock 2
37.26.148.180 |lsrael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 2
2.54.60. 132 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspici ous Response CQode B ock 2
46.19. 85. 149 I srael 147.237.77. 216 |dover.i df . i | Dstributed Ml formed URL B ock 2
2.54.136. 63 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
. - . Unaut hori zed URL Access to
109. 253. 145.6 |l srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 2
46. 19. 85. 149 I srael 147.237.77. 216 |dover . i df . i | D stributed Whknown HTTP Request Met hod B ock 2
; . . D stributed Lhaut horized URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
. . Paraneter Read Qhly Molation in
87.142.222.84 I srael 147.237.72.166 |aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None 2
- . . (|Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt F r st Nane
109. 65. 186. 197 |l srael 147.237.0.19 |nadi matal . idf . i1}, "o O e i 1088 hel neret 2. aspx Bl ock 2
91.200.12.139 |lkraine 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock
46.19. 86. 77 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock
46. 19. 85. 149 I srael 147.237.77. 216 |dover . i df . i | D stributed Aonormal |y Long Request B ock
. . . D stributed Lhaut hori zed URL Access on
79.98.107.90  [Bulgaria 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
37.26.146.170 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 1
66.249.78.140 [Israel 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx [B ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.201.138 [Uited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.31. 255 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
85.93.91. 84 Ger many 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwvidf.il/international _training Bl ock 1
46.19. 85. 225 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176. 13. 22. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
149.78.111. 233 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136-he/ atal . aspx |B ock 1
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