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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
71.194.195. 151 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
42.51.172. 23 Chi na 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
42.51.172. 23 Chi na 147.237. 76. 44 e.refuah.idf.il |Bock Np Al_Net drop 1
54.67. 38. 74 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

178. 209. 120. 50 Russi an Federation 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
46.19. 85.19 147.237.77.233 |[Israel ata.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 20
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
93.173.144.169  [147.237.77.216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
82.117.208.243  |147.237.76. 147 chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.54.131. 196 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
121. 53. 103. 62 147.237.8. 45 Korea, Republic of e eitan.idf.il ET SCAN Potential SSH Scan 1
121. 53. 103. 62 147.237.8. 14 Korea, Republic of |e.orchot.idf.il ET SCAN Potential SSH Scan 1
109. 64. 173. 13 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
105. 97. 204. 77 147.237.77.216 |Ageria dover . idf.il GPL WEB_SERVER / et ¢/ passwd 1
84.108. 99. 164 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
79. 183. 205. 54 147.237.72.166 |Israel aka idf.il portscan: TGP D stributed Portscan 1
37.26.148. 150 147.237.0. 19 I 'srael nedi matal.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
199. 46.199. 232  |147.237.77.216 |Lhited Sates dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.35.56 147.237.72.166 |Israel aka idf.il portscan: TGP D stributed Portscan 1
178.255.215.87  |147.237.72.166 |France aka.idf.il portscan: TCP D stributed Portscan 1
121. 53. 103. 62 147.237.8. 28 Korea, Republic of |e.mobile-ks.idf.il |ET SCAN Potential SSH Scan 1
109. 67. 32. 227 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
105. 97. 204. 77 147.237.77.216 [Ageria dover.idf.il S Injection - Select Fom 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
209.200.29.36 |Wited Sates |147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 662
209.200.29.36 |Uited Sates |147.237.76. 147 |chi nuch. aka.idf.il|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 660
46.121.60.214  |[israel 147.237.77. 233 |atal i df i Bad TCP sequence md:)irsaé‘:]”lt wth dfferent monitor (38
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
46.19. 85. 20 I srael 147.237. 77, 243 wbi e i of 11 || SAMNG Engine TP Invalid - invalid segnent retransnission drop 24
Ret ransni ssi on Packet dr opped.
46.19. 85. 105 | srael 147.237.77. 176 |nat pash. i df . i1 dr op Frst packet isn't SN drop 15
109. 66. 187. 212 |Israel 147.237.77. 243 |rvi e i1 | L) €AM NG Enginer TP Invalid - invalid segnent retransmission drop 15
Ret ransnm ssi on Packet dropped.
79.179. 24. 88 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 14
77.126.24.178 I srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence mdﬁvrsacn:l"lt Wth different monitor |12
109. 253. 203. 219|i srael 147.237.77. 243 |mvi e i1 [ €AMNg Enginer TP Invalid - invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 220 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 85. 220 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
89.138.32.28  |Israel 147.237.76.42 |refush.idf.il  [Bad TCP sequence Vﬂdﬁr:é‘;”lt wth different monitor |10
2.52.153. 196 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
109. 253. 138. 161 |l srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber aert 9
109. 253. 138. 161l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvali d ACK nunber noni t or 9
80. 230. 79. 21 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 20 I srael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
46.19. 85. 234 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 6
83.228.71.58 |Rugaria 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 55 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 202 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 85. 32 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber noni t or 6
46. 19. 85. 20 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 142 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid AGK nunber alert 6
83.228.71.58 |Rigaria 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |6
176.13.0.114  [israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 6
Ret ransni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 212 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
149. 62. 200. 127 |Bulgaria 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 6
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
37.26.146.176  |Israel 147. 237, 72. 167 |y shuri maka i o .| ST NG Enginex TP Invalid - finvalid segnent retransmissi on drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 43 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 189 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d AGK nunber alert
46.19. 85. 20 I'srael 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg rea”smt wthdifferent | onitor |6
46. 19. 85. 142 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber noni t or
46.19. 85. 243 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert
176.13. 4. 24 I srael 147.237.76.42 |refush.idi.il  [Bad TCP sequence md:)irsaé‘:]”lt wth dfferent monitor |6
103. 244.168.26 |India 147. 237. 72. 166 |aka.i of . i | drop First packet isn't SN drop
46. 19. 85. 168 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 97 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
81.218. 125. 103 |Israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segrent retransnission drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 43 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 85. 189 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 243 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 19 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
103. 244.168.26 |India 147. 237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
188. 120. 148. 162|l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6




01-27-2016-18:04:02 to 01-27-2016-19:04:02

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
37.26.148.150 |lsrael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 150
109. 67. 130. 159 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 107
109. 253. 202. 69 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 96
185. 32.179. 142 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 63
37.26.146.221 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 42
109. 67. 130. 159 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 40
2.54.152. 143 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 39
37.26.146.166 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 37
37.26.148.150 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 23
82.80.38. 195 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 14
37.26.146.209 |Israel 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Enail in nobile.idf.il/sachar/createaccount B ock 12
37.26.146.131 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
109. 66. 187. 212 |l srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unhaut hori zed URL Access from 109. 66. 187. 212 B ock 8
85. 64. 24. 147 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
46.19. 85. 20 I srael 147.237.77.243|nobi [ e.i df . il D stributed Suspi ci ous Response Code B ock 6
46. 19. 86. 184 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
109. 253. 134. 1211 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
109. 253. 202. 69 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 4
37.26.146.233 | srael 147.237.77. 243 |nobi | €. i df . i | E(D:{ L.bimdfefji Ea; Zrcf;e/rczgfe:cgéﬁt' ogarogm o Bl B ock 4
149. 78. 6. 140 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.233 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
93.173.233.3 I srael 147.237.77. 176 |nat pash. i df . il  |Miltiple Unhauthorized LR. Access from93.173.233.3 B ock 3
109. 253. 202. 104 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.0. 114 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.2.51 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
105.97.204. 77 |Ageria 147.237.77.216|dover.idf .l Mil tipl e Uhaut horized URL Access from 105. 97. 204, 77 B ock 3
46.19. 85. 102 I srael 147.237.77. 216 |dover.i df . il Distributed Abnormal Iy Long Request B ock 2
46.19. 85. 10 I srael 147.237.77.216|dover.idf . il Dstributed I11egal HITP \ersion Bl ock 2
46.19. 86. 48 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 102 I srael 147.237.77.216|dover . i df . i Dstributed I11egal HITP \ersion B ock 2
176.13.18. 32 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19. 85. 10 I srael 147.237.77. 216 |dover . i df . i | Ostributed Ml formed UR B ock 2
46. 19. 86. 105 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.29.232.170 | srael 147.237.77.216|dover. i df .i |l Untraceabl e SSL Sessi ons: (pen Mbde None 2
46.19. 85. 102 I srael 147.237.77. 216 |dover . i df . i | Ostributed Ml formed UR B ock 2
109. 66. 187. 212 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46. 19. 85. 10 | srael 147.237.77.216|dover. i df .i |l Distributed Unknown HTTP Request Met hod B ock 2
46.19. 86. 129 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 2
46. 19. 85. 102 I srael 147.237.77.216|dover . i df . i D stributed Unhknown HTTP Request Met hod B ock 2
176.97.116. 171 |lkrai ne 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 2
109. 253. 203. 219]I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 130. 89 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.148.132 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19. 85. 10 I srael 147.237.77.216|dover.idf .l Distributed Abnornal |y Long Request B ock 2
5.22.131. 62 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
109. 65. 142. 7 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
77.126.24.178 |[israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
185. 32. 179. 205 |l srael 147.237.77. 216 |dover.i df . i Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.148. 147 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89.138.81. 4 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
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