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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
31.186.177. 204 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 6345
0.0.0.0 147.237.77.216 dover.idf.il |HTTP Page H ood Attack forward 82
79.181.56.211 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 13




01-27-2016-17:04:08 to 01-27-2016-18:04:08

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
80. 246. 139. 225 I srael 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
176. 13. 12. 252 I srael 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry \Signature
80.246.130. 57  |147.237. 77. 233 |I srael atal .idf.il ET OC5 Large anount of TGP ZeroWndow - Possibl e Niller2 4
Dlos att ack

84.108. 220. 244 |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 2
66.249. 78.254  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
37.26.146.129 |147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
87.246.237.178 |147.237.8.50 |Pol and e.tikshuv.idf.i[ET SCAN NVAP -sS w ndow 1024 1
31.186. 177. 204 |147.237.77.216 Zazlcis;iie”;a” Territory, dover.idf.il |portscan: TCP Distributed Portscan 1
193. 47. 165. 251 |147.237.77. 216 |Israel dover.idf.il [portscan: TCP D stributed Portscan 1
183. 82, 106. 200 |147.237.76. 201 India eata.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.183.231. 67 |147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
176.13.17.222  |147.237.72. 166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.183.6.8 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
163.172.13. 173 |147.237.77.176 |Uni ted Ki ngdom matpash.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
79.176.122. 169 |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
109. 160. 144. 240|147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
62.219. 162. 252 |147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
109. 64.56. 245  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.120. 49.251  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
93.172.144.196 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.146.233  [147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
87.246.237.178 |147.237.8.50 |Pol and e.tikshuv.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
31.210. 178. 244 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
87.246.237.178 |147.237.8.50 |Pol and e.tikshuv.idf .i|ET SCAN NVAP -f -sS 1
185. 120. 125. 55 [147.237.77. 216 dover.idf.il |portscan: TCQP D stributed Portscan 1
176. 228. 136. 200|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183. 149. 218 [147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
163.177.19.12  |147.237.0.200 |China nu. i df il ET SCAN Potential SSH Scan 1
79.180. 219. 112 |147.237. 77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
132.65.251.29 |147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
109. 67. 155. 102 [147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
59.106. 108. 116 [147.237.77. 216 |Japan dover.idf.il |Tehila - Perl LWP with fake user agent 1
107. 182. 27. 248 |147.237.76.34 |lhited Sates yohal an.idf.il |ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 1
93.172.118. 166 |[147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry ‘Target Address |Ste Signature
31.186. 177. 204 g‘zlcisgiigéa” Territory147. 237, 77. 216 |dover. i of . i ;; fZTS?T? SESr;gcl):e: TP Invalid Lg‘éi'étd;eggggi retransmssion. |, 3930
209. 200. 29. 36 |Lnited Sates 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 669
209.200.29. 36 |[lLnited Sates 147. 237. 76. 147 [chinuch. aka. i df .i | |[SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 668
84.109.57.34 |israel 147, 237, 72. 167 |i shurimaka i cf. 11 || SAM NG ENgine: TP Inval id limvalid segnent retransnission. |y 90
Ret r ansni ssi on Packet dropped.
77.126.24.178 |israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence mdﬁr::;”lt wehdfferent | oonitor |57
2.54.130.248 |isral 147, 237, 76. 200 |eitan aka i 1 || SAM NG Engine: TP Invalid limvalid segnent retransnission. |y 54
Ret r ansni ssi on Packet dropped.
107.167.97.58 |Lhited Sates 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 46
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 29
79.177.10. 131 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
31. 13. 160. 70 Z‘Z’Cis;iig;a” Territory1 47 237. 77. 216 |dover. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 18
31.13. 160. 70 glcisgii:fja” Territoryl) 47, 237. 77. 216 |dover. i f i1 Bad TCP sequence wﬁtr\?;;j;;?c;fth moni tor |15
82. 80.139. 97 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
46.19. 85. 67 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 12
80.179.22.139 |[lsrael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 11
119.76.65.62 |Thailand 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
46.19. 85. 4 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni tor |11
80.179.22.139 |[lsrael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
84.111.180. 57 |lsrael 147.237.72.166 |aka. i df . il dr op Frst packet isn't SYN drop 11
46.19. 85. 4 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 10
5.22.135.225 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
5.29.117.154  |Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert
5.29.117.154 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
207.46.13.158 |tited Sates 147.237.77.212|e.dover.idf.il  |[Geo-1 ocation enf or cenment g':? olrggﬁ:nf n i nbound drop 9
46. 19. 85. 13 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 8
185. 89. 217. 231 147.237.77. 234 |hal ag.idf.il dr op Frst packet isn't SN drop 8
46.19.85. 13 I 'srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber noni t or 8
147. 236. 34. 24 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
2.54.57.61 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.190 |[lIsrael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.134 |Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19.85.190 |[lIsrael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 7
46.19. 85.171 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.190 |lsrael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.86.237 |Israel 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.162.137 |[Israel 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
5.102. 254. 199 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
31.210. 187. 250 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
37.46.38.102 |Israel 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.155 |[lIsrael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 7
192.114. 91. 234 | srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence S retransmt Wit h moni tor |7
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 155 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
185. 127. 10. 40 147.237.72. 167 [ishurimaka. i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19.85.171 |lsrael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 7
212.179.225.7 |lsrael 147.237.72. 167 |ishurimaka.idf.il |dr op Frst packet isn't SN drop 7
46.19. 85. 17 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 77 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
Pal esti ni an
31.186.177.204 [Territory, 147.237.77. 216 |dover . i df . i | Aut omat ed Mul ner abi |ty Scanni ng Bock |629
Qccupi ed
176.13. 5. 205 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 272
46.19. 85. 243 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code Bl ock 150
109. 253.144.0 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 132
176.13. 5. 205 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 126
176. 13. 5. 205 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (403) Bl ock 65
176.13.9. 19 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Block |48
109. 253.144.0 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 42
46.19. 85. 243 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 31
109. 253. 201. 207 |1 sr ael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |28
176.13.12. 68 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 21
109. 253.144.0 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (403) Bl ock 12
46. 19. 86. 232 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |11
176.13.9.19 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 10
109. 253. 206. 94 |l srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code Bl ock 6
2.52.20.214 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |5
37.26.146.221 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (Qode B ock 4
79.182.34.201 |[israel 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code Bock |4
37.26.146.145 |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |3
46. 19. 86. 67 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
37.26.148.219 |[Israel 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code Bl ock 3
Gooki e Tanpering on cooki e Logi n: Expected
eeeeereret A e rot AR A AR RO A RO ARt n bRt
109. 253. 201. 207 I srael 147.237.0.19 [nadimatal .idf. il |rxexssssmmnnsmnocs hserved None 3
Sk Rk Rk ko kR ko ko
:::::::::::::**********************************************************
185.32.179.13 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
46.19. 86. 116 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |3
109. 253. 194. 192|I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
5.28.170. 189 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (ode B ock 3
5.29.117. 154 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
Pal esti ni an
5. 34.160. 178 Territory, 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df . il/894-he/ dover . aspx' Bl ock 2
Qccupi ed
5.22.135. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: UWnknown SSL Sessi on None 2
83. 244. 109. 234 Erfus&?;/an 147.237.77. 176 |nat pash. i df . i | \;Pjrwarf;ge;t .Tiygf. |\A| (/)Igzg_(:' rﬂsfc?g;?-.rz);tp; : Bock |2
Qcecupi ed
Pal esti ni an
83.244.109. 234 |[Territory, 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to vwwu cogat . i df.il/894-ar Bl ock 2
Cccupi ed
46.19.85.1 I srael 147.237.77. 216 |dover.i df . i | Distributed Ml formed UR Bock |1
109. 64. 219. 114 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bock |1
79.176.134.202 [ srael 147.237.0.16 g?’ |k|0 sher-kravi. i giﬁ:‘ggg\i _\fc?f'_"’;tli/‘ir;n'ﬁs;lirjfbor; e E'gf‘?gl)ge’mm' n Bock |1
Unknown Par anet er
213.8.72.90 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.78. 111 I srael 147.237. 72. 166 |aka. i df . i | e et for ;e;uﬁeﬁglesfazgx Bock |1
185.3.147.190 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.111.180.57 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
112.204.76.159 |Philippines [147.237.77.74 |lawidf.il D stributed Unauthori zed LRL Access on v | aw idf.il/xnrpc. php B ock 1
2.54.57.61 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
80.246.136.93 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79.181.209.99 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46. 19. 85. 39 I srael 147.237.77. 216 |dover . i df . i | D stributed Wknown HITP Request Met hod Bock |1
68.180.230.29 United Sates |147.237.77.176|mat pash. i df .i | \;arwa'z;zrtmﬂe v /oig;f’;'efsgggt‘ﬂsgx Bock |1
204.13.201.138 [United Sates [147.237.77. 216 |dover. i df .i | D stri utec 1?;;};;;5?&%\/??;2” Hock |1
107.178.194.79 |United Sates [147.237.77. 216 |dover. i df . | Dstri buted 1‘?;;”;;;5926%\/??;‘);” Bock |1
84.108. 7. 101 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
62.90.147.211 | srael 147.237.72. 166 |aka. i df . i | %&gﬁﬁ&%ﬁﬁﬁig - Protocol violation None |1
46. 19. 85. 210 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
80.246.130.57 I srael 147.237.77.233|atal . i df .|| e o1 zed W .A:SS)S(S on Bock |1
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