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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
176.13.21.0 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
2.54. 46. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
84. 109. 243. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 253. 156. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
147. 236. 238. 250 | srael 147.237.72. 156 anan.idf.il Bl ock_ Udp Al _Nets drop 3
147. 236. 238. 250 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
46. 19. 86. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
193. 43. 245. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack GCon Htp drop 2
46.121. 157. 33 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
212.235.98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
159. 203. 16. 41 Lhited Sates 147.237.76. 176 test.ncore.idf.il |B ock Wp All Nets drop 1
2.54.24.120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
187. 38. 148. 181 Brazil 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets drop 1
2.54.137.239 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
187. 38. 148. 181 Brazil 147.237.76. 31 nakchal . i df i Block Udp All Nets drop 1
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Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66.249. 78. 2 147.237.72.166  [lhited Sates aka.idf il ET SCAN NVAP -sA (2) 64
109. 253. 201. 207 147.237.0. 19 | srael nadi matal .idf.il || NDI CATOR- SCAN myscan 2
109. 253. 201. 207 |147.237.0. 19 I srael nadi matal .idf.il |GPL SCAN nyscan 2
91. 240. 235. 225 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 150. 180 147.237.72.166  [Israel aka. idf.il portscan: TCP O stributed Portscan 1
212. 235. 75. 189 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
79. 183. 100. 47 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
77.127.252. 40 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
180. 150. 177. 188  [147.237.77.74 Chi na lawidf.il ET SCAN NVAP -sS w ndow 1024 1
46.117.193. 55 147.237.72.166  [Israel aka idf.il portscan: TCP O stributed Portscan 1
163.172. 13. 173 147.237.77.179 Uni ted Ki ngdom e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.154.9.10 147.237.77.216  |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
128. 199. 168. 147 147.237.72. 166 9 ngapore aka.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
2.54.143. 139 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
96.227. 217. 42 147.237.77.216  |thited Sates dover.idf.il portscan: TCP O stri buted Portscan 1
89. 138. 101. 37 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 101 147.237.77.216  [Israel dover . idf.il portscan: TCP O stributed Portscan 1
212.199. 75. 18 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
79. 179. 20. 248 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
185. 13. 194. 240 147.237.72.166  [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
176.13.0. 135 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 39 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
134.191. 232. 70 147.237.0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sA (2) 1
5.29. 85. 216 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
109. 253.216. 180  [147.237.72.156  |Israel anan. i of . i | portscan: TCP O stributed Portscan 1
2.54.6.175 147.237.77.216  [Israel dover . idf.il portscan: TCP O stributed Portscan 1
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209.200.29.37 |Wited Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 330
209.200.29.37 |lWited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 330
91.121.255.66 |France 147. 237. 72. 156 [anan. i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 225
91.121.255.66  |France 147. 237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 161
209.200.29.36 |lhited Sates |147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 112
209.200.29.36 |Lnited Sates |147.237.76. 147 [chi nuch. aka.i of . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 111
141.0.15.168  [Norway 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 61
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack rej ect 59
37.26.148.192 |israel 147.237.77. 243 |rmbi e i1 [ €AMNg Enginer TCP Invalid - invalid segnent retransmssi on drop 33
Ret r ansni ssi on Packet dropped.
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
2.54.20. 208 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransmission drop 27
Ret ransni ssi on Packet dr opped.
2.54.179.133  |israel 147. 237.77. 243 nobi l e. i of . i | Strean ng Er?g' ne: TP Invalid  finvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
109. 253. 144. 165|i srael 147237, 77, 243 bl e i of 11 || €AMNG Engine TP Invalid - linvalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
87.68.44.127  [israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdr;f,rsacnaslngt wth dfferent monitor |23
2.54.163. 98 I sr el 147.237.77. 243 |nbi e i1 [/ €AMNg Enginer TP Invalid - invalid segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
79.178.121. 110 |israel 147.237.77. 243 |moti e iop. iy |27 €@MNG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dropped.
46. 19. 85. 151 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 18
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
109. 253. 156. 81 |l srael 147237, 77, 243 |bi e ioh i1 || @M NG Bngine: TP Invalid - Jinvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
212.179. 212. 205|I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
212.179. 212. 205|I sr ael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvali d ACK nunber noni t or 16
66.249.78.170 |United Sares |147. 237, 76. 200 |eitan aka icr i1 |2 C2M NG Engine: QP Invalid  finvalid seqnent retransnissi on, drop 14
Ret r ansni ssi on Packet dropped.
2.54.154. 226 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunber noni t or 13
2.54.154. 226 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvali d ACK nunber alert 13
2.54. 154, 226 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 13
66.249.78.37  |ited Sates [147.237.77.234|halag.idf.il Streamng Engi ne: TCP | nvalid  linvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
212.179. 212. 205|l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 12
2.54. 154. 226 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
176.13.18.112 |Israel 147.237.77. 243 |nobi l e.i df .| Stream ng Engl ne: TGP Invalid  invalid segnent retransission drop 12
Ret ransni ssi on Packet dropped.
46.19. 85. 211 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
2.54. 154. 226 I sr ael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
79.177.10.131 |israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 11
192. 118. 27. 253 |Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
79.176.32.49  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
109. 253. 208. 1901 sr ael 147, 237.77. 23 |rbit e i1 |7 €AMNg Enginer TP Invalid - invalid segnent retransmissi on. drop 9
Ret ransni ssi on Packet dropped.
79.181.10.167 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
212.179. 212. 205l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
50. 18. 94. 121 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 8
46. 19. 85. 67 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
212.179. 212. 205|I srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 8
46.19. 85.114 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
212.179. 212. 205|I sr ael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
31.210.186.42 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 133 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.189. 85 I sr ael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 139 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
121.54.32.101 |Philippines |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
79.177.224.80 |israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvali d ACK nunber alert 6
2.54.20. 190 I srael 147, 237.77. 23 |rbit e i1 |7 €AMNg Enginer TP Invalid - invalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 29 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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46.19.86.227  |Israel 147.237.0.19 |madi matal .idf.j[|T0° M of the Sate Response Cbde (404) in Session from Bl ock 370
46. 19. 86. 227

46. 19. 86. 227 I srael 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 194
109. 253. 201. 207 |1 sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
46.19. 86. 227 | srael 147.237.0.19 |madimatal .idf.il Ig?ll\;%ys,ozfz;he Sane Response ode (403) in Session from B ock 87
109. 253. 201. 2071 srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 84
109. 186. 184. 94 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 76
109. 253.144.0 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 72
176.13.10. 135 |Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 63
176.13.7. 245 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 48
109. 253. 201. 207|l sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 31
2.54.50. 49 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 29
176.13.21.218 |Israel 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 18
109. 253. 144. 165|| srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 8
37.26.148.187 [Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 7
37.26.148.192 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 7
2.54. 154. 104 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
2.54.163. 98 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code Bl ock 6
2.54.179.133 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
176. 13. 5. 205 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
79.178.121.110 [Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code Bl ock 5
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 4
46. 19. 86. 45 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.18. 112 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code Bl ock 3
109. 253. 156. 81 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 141. 180|l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.18. 112 |Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 133. 87 |Israel 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
149.78.98.116 |lIsrael 147.237.72.167|i shuri maka. i df . i[Miltiple I1legal Byte Code Character in Method from 149. 78. 98. 116 B ock 2
2.52.23.190 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/1133-23122- he/ B ock 2
46.19.85.165  |Israel 147.237.76.42 |refuah.idf.il \Z‘j\rwafg o 3218. i\ﬂdfoll ﬁtjiglgf:]gffg’ggﬁn;;fcem' der 15t Gontent i n Bl ock 2
149.78.98.116 |Israel 147.237.72. 167 i shuri maka. i df . ijMil ti pl e Unknown HTTP Request Method from 149. 78. 98. 116 Bl ock
109. 253. 208. 190|1 sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response CGode B ock
109. 253. 140. 229|I srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwu i df.il/hi mush/sitef he/ hi nush. asp B ock
46.120.61.120 |Israel 147.237.72. 166 |aka. i df . i | m;(gﬂtgfd_ iﬂa#;hniréizii/ﬁtf‘;fiiﬁg A Bl ock 2
46.19. 86. 74 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
46.19. 85. 195 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
149.78.98.116  |Israel 147.237.72. 167 |i shuri maka. i df . ijMil tipl e Abnormal Iy Long Request from 149. 78. 98. 116 Bl ock 2
2.54.143.115 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
212.25.85.134 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
176. 13. 14. 48 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 2
149.78.98.116 |[lIsrael 147.237.72.167|i shuri maka. i df . iiMil tiple |11 egal Byte Qode Character in Header Nane from149.78.98.116 |H ock 2
46.19.85.75 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
149.78.98.116 |Israel 147.237.72.167|i shuri maka. i df . ifMil tipl e Mal formed URL from 149. 78. 98. 116 B ock 2
185. 27. 105. 105 |l srael 147.237.72. 166 |aka. i df . i | m;:ﬂt? iﬂa#;hﬁréiiiilﬁltﬁfzfztﬁg A Bl ock 2
157.55.39.215 |Wnited Sates |147.237.72.166|aka. i df . il aui::fdr;orl il igd:?”':gfgff atti(z)rw\i yardl e ster. aspx Bl ock 1
46. 19. 85. 58 I srael 147.237.77.216|dover . i df . il Mil tipl e Abnormal |y Long Request from 46. 19. 85. 58 B ock 1
66.249.79.224 |[israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp Bl ock 1
46.120.24.238 [l srael 147.237.72. 156 [arman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
91.199. 69. 254  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ 960. css B ock 1
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