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Top Attackers

M nadi matal .idf.il

M aman.idf.il

B chinuch. aka. i df . i

MW aka.idf.il

M dover.idf.il

M natpash. i df. i

I nobi le.idf.il

M refuah.idf.il
tikshuv.idf.il

M halag.idf.il

W 91.121. 255. 66
46. 19. 86. 250

¥ 109. 253. 202. 34
185. 32. 179. 156

M 176. 13. 20. 215

M 213. 151. 32. 163

I 46. 19. 86. 114

W 216. 185. 39. 206
176. 13. 19. 238

W 109. 253. 146. 157
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1535
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 105

109. 65. 159. 54 | srael 147.237.72. 156 anan.idf.il B ock Udp Al Nets drop 3
212.179. 54. 237 I 'srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

61. 160. 224. 129 Chi na 147.237.76. 148 ggcenter. aka.idf.il|B ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site ‘Sgnaiure Devi ce Action |Count |
104.149.18.250 |lhited Sates 147.237.76.147 |chinuch. aka.idf.il |Cl08: HITP. Trying to locate existing FQkeditor B ock 4
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

85. 250. 57. 184  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
79.183.227. 118 |[147.237.77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 180 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 255. 2 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.169. 102 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
216.72.40.186  [147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
149.88.129.86 |147.237.72. 166 |Israel aka.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 204. 113|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 239. 70 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.20.186  [147.237.77.216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
31 181 145. 71 |147 237 77 19 |RUSSi@N Lo forumi il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
5.22.134. 224 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
212.116. 177. 130147. 237. 77. 216 || srael dover . idf il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gacenter. aka i df .i [ET SCAN Potential VNC Scan 5900- 5920 1
149. 78. 165. 107 |147.237.77.216|Israel dover.idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
91.121.255.66 |France 147. 237. 72. 156 |anan. i df . | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 493
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 367
91.121.255.66 |France 147. 237. 76. 147 |chi nuch. aka. i of . i I[SYN At t ack rej ect 111
216.185. 39.206 |Lhited Sates [147.237.77.176 |natpash.idf.il dr op Frst packet isn't SN drop 76
109. 253. 146. 157 I srael 147.237.76.42 |refuahidi.il  [Bad TOP sequence md:)‘f’tvrsaé;”lt wth different moni tor (38
109. 253. 204. 113|1 srael 147.237.0.34 |tikshw.icr. i || €amng Engine: TCP I nvalid linvalid segnent retransnission drop 24
Ret r ansn ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
109. 66. 34. 241 |Israel 147.237.77. 234 |nal ag. i of . i Bad TCP sequence SN retransmt wth different monitor |21
w ndow scal e
46. 19. 85. 17 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval id ACK nunber noni t or 21
93.173.191.121 [Israel 147.237.77. 234 |hal ag. i o . i Bad TCP sequence v?':dr;tvrsa::l"lt Wth different moni tor |20
80. 246. 130. 163 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdroitvrsacnasl"lt wth dfferent monitor |16
91.121.255.66 |France 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
212.34.12. 47 Jordan 147.237.77. 216 |dover.idf.il drop SAMrul e drop 13
79.177.10.131 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 12
93.172. 18. 44 I st ael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
80. 246. 130. 163 I srael 147.237.77. 233 |atal i df i Bad TCP sequence Vﬂdﬁr::;”lt wth different moni tor |11
2.54. 45,231 I sr ael 147. 237. 77. 243 |nobi l e.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.54.56. 64 I'srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 44 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
93.173.8. 212 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9
154.117. 129. 10 147.237.77. 170 [maarachot . i df .il [dr op First packet isn't SN drop 9
213.55.114.225 |Bhiopia 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 8
66.249.81.196 |lLhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 8
46. 19. 86. 187 I sr ael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.238.136.21 |iraqg 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 7
46.19. 86. 176 I 'srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 126 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.86.192  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 6
Ret ransni ssi on Packet dr opped.
46.19.86.126  |israel 147.237. 72. 167 [i shurimaka i ar. i | ' €2 NG Engine: TCP Invalid Jinvalid segnent retransissi on drop 6
Ret ransm ssi on Packet dropped.
176.13.18.190 | srael 147.237. 77, 243 |wbi e i of 11 || SAM NG Engine TP Invalid - Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.21. 60 I'srael 147.237.77. 243 |rbi et | SamNg Engine: TP Invalid - limvalid segment retransnissi on drop 6
Ret ransm ssi on Packet dropped.
37.46.38. 149 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 94 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
79.177.183. 156 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
80.178.148.81 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST alert 6
84.108.250.78 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
80.178.148.81 |Israel 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
54.244.22.103 |lhited Sates |147.237.77.176 |matpash.idf.il drop First packet isn't SYN drop 6
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
2.54. 45,231 I srael 147. 237. 77. 243 |nobi le.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
31.168. 188. 247 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
46. 19. 85. 87 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
82. 80. 196. 44 | sr ael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 86. 187 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
2.54. 45, 231 | srael 147.237.77. 243 |nobi | e.i df .i | Bad TCP sequence I'nvalid sequence nunber noni t or 5
82.80.196.44 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence S e Lansm wehdifferent | onitor |5
46. 19. 85. 84 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 44 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.45.231 I srael 147.237.77. 243 |nobi | e.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 202. 34 |Israel 147.237.0.19 |nmadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) Bl ock 259
46. 19. 86. 250 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (404) Bock |258
46.19. 86. 250 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 156
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 118
185. 32.179. 156 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 104
109. 253. 202. 34 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 100
185. 32.179. 156 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) Bl ock 86
176.13.20.215 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |86
46.19. 86. 114 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 83
176.13.19.238 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 74
176.13.20.215 |lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (404) Bock |47
109. 253. 202. 34 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 30
46. 19. 86. 114 | srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) Bl ock 29
46. 19. 86. 250 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too My of the Same Response Code (403) B ock 15
176.13.17. 83 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 12
84.108. 139. 188 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.108. 139. 188 Bl ock 10
176.13.15.158 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |9
87.69.127. 143 |Israel 147.237.72. 156 |aman. i df . i | Distributed Wauthorized HTTP Met hod Bock |7
185. 32.179. 137 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 7
109. 253. 130. 214/l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |7
109. 253. 198. 220]I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 6
37.26.149.148 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 6
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock [6
87.69.127. 143 |Israel 147.237.72. 156 |aman. i df . i | Mil tipl e Unauthorized URL Access from 87.69. 127. 143 Bock |6
46. 19. 86. 107 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 6
109. 253. 194. 31 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock [6
Unaut hori zed URL Access to
31.44.129.148 |lIsrael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ sachar / &sa=u&ved=0ahukew azsb2_8nkahvl axokhznpal 0 |B ock 5
gf gghmaa&usg=af gj cheeywysowacocychnt xOgxav9l bkw
79.177.238.224 |Israel 147.237.77.216|dover . i df . i | D stributed Suspicious Response Qode B ock
37.26.149.248 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
216. 130. 161. 119 ;h;:ee: 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 216.130. 161. 119 B ock 3
176.13.18.190 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
Qooki e Tanpering on cooki e Logi n: Expect ed
ok ko ko ko ko ko ko ko ko ko
R
213.151. 32. 163 |Israel 147.237.0.19 |nadimatal .idf.il [*******  Cbserved None 3
SO
ok ok ko kb ko ko ko ko ko
178. 62. 50. 240 Lshimt:: 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 3
185.32.179. 164 |l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 3
46. 19. 85. 162 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |3
37.26.147.234 |[israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
80. 179. 141. 237 |[Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 3
85.250.188.26 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) Bock |2
109. 253. 198. 220| sr ael 147.237.77.243|nobi [ e.i df . i | Ostributed Wnaut hori zed URL Access on nobil e. i df.il/nekudot /i ndex B ock 2
185. 32.179. 156 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sanme Response Code (403) Bl ock 2
176.13.22.220 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |2
176.13.6.8 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
2.54.152.10 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 2
207. 232. 46. 209 |l srael 147.237.0.15 |kosher-kravi . idf.i|Miltipl e Unauthorized URL Access from 207.232. 46. 209 Bock |2
37.142.64.7  |isradl  |147.237.77.234|hal ag.i df .i | m“ltog‘l"s'tlzgg aﬁ_fzfc_eisf/;%_st o g0/ 11| ! 1 si 763354 1531 | pg Bock |2
93.143.91.241 |Qoatia 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wawidf.il/sip_storage/files/2/4912. png B ock 2
2. 54. 40. 199 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
157.85. 39. 83 g;tt:: 147.237.77. 176 |nat pash. idf.il muzggf:l: .Zie(;:‘ Lﬁ; cﬁ)?’?j?iatt?ongaza/ of fi cesnap/ pages/ aza. aspx Bl ock !
46. 19. 85. 249 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/ atal . aspx B ock 1
81. 218. 241. 26 |israel 147.237.72. 166 |aka. i df i | CDlljjolkiseDBTgagperi ng on cooki e wb48617274: Expected C3AFF93D, Cbserved None 1
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