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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
109. 65. 195. 231

|Target Address  [Site

|Signature |Device Action |Count |
| srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 24
61.182.170. 38 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
61.182.170. 38 Chi na 147.237.76. 197 e. hinush.idf.il JLMPurple Con Limt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.77. 233 atal .idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
84.110. 85. 11 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
84.94.111. 196 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
66.249.78. 9 147. 237. 72. 166 Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
31.210. 187. 206 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
212.235. 98. 139 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
210.117.121. 60 147. 237.77. 170 Korea, Republic of maar achot . i df . i1 ET SCAN NMAP -sS wi ndow 2048 1
193. 124. 249. 104 147.237.77.216 Russi an Federation dover.idf.il portscan: TCP Distributed Portscan 1
84. 109. 154. 209 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
68. 180. 228. 112 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
54.179.135.126 147. 237.72. 167 S ngapor e i shuri maka.idf.il ET SCAN NVAP -sS w ndow 3072 1
212.179. 46. 16 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
210.117.121. 60 147. 237.77. 170 Korea, Republic of maar achot . i df . i1 ET SCAN NVAP -f -sS 1
194. 90. 25. 122 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SWNretransmt wth different

Action

‘Count

93.173.191. 121 |israel 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence wi rclow scal e noni t or 85
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
109. 253. 206. 148|l srael 147.237.0.19 |madimatal .idf.il|Bad TCP sequence Invalid ACK nunber noni t or 22
185.120. 126. 56 147.237.72. 166 |aka.i df . i Bad TCP sequence Vﬂdzirsac':rit Wth different monitor |20
37.26. 146. 214 | srael 147.237.77. 176 |nat pash.idf . il dr op First packet isn't SYN drop 13
46. 19. 86. 61 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 86. 61 I srael 147. 237, 72. 167 | shurimaka i o || S NG Egine: TGP Invalid invalid segnent retransmssi on drop 12
Ret ransmi ssi on Packet dr opped.
109. 253. 213. 215]I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 11
109. 253. 213. 215|I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or 11
37.26.149.143 [ srael 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence mﬁ;:;ansm wehdifferent | oonitor |12
2.52.138.5 I'srael 147.237.77. 243 |moti 1 e iy | SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 132 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or
2.54.7.18 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.187. 50 I'srael 147, 237. 72. 167 [i shuri maka i o || €M NG Egine: TCP Invalid  invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 162 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
109.64.17. 161 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
79.179. 151. 193 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
80.179.10.156 I srael 147. 237. 72. 156 |anan. i df . i1 Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent 1 onitor |6
79.182.209. 211 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
62.0.201.1 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
46.19. 86. 129 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.132  |Israel 147, 237.72. 167 | surimaka i i | | €2 NG Engine: TQP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
37.26.148.237 |israel 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
62.0.201.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
81.218.101.3 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or
46. 19. 85. 192 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.218  |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
132. 68. 74. 47 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 85 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 85. 46 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46. 19. 85. 192 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 244 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 85 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
185. 3. 147. 151 I srael 147.237.77. 170 |maarachot .idf .i| |Bad TCP sequence Invalid ACK nunber noni t or 5
37. 46. 39. 65 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54,187.50 | srael 147.237.72. 167 |i shurimaka.idf .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
84.108.102. 161 [lIsrael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.148.205 [Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.121.99.186 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.175.9 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.215 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SO relransmt wehdifferent | onitor |
80.246.137.13 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
176. 13. 17. 69 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber alert 4
2.54,187.50 | srael 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.187.50 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 4
220.161.117.11 |china 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |4
109. 253. 206. 148|I srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invali d ACK nunber alert 4
176.13. 17. 69 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253. 206. 148|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 203
109. 253. 206. 148|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 139
46.19. 85. 217 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 90
2.54.190. 52 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 85
176.13.13.159 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 79
2.52.191. 245 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 69
109. 253. 131. 223|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 57
185.32.179. 150 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 51
46.19. 86. 140 I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) Bl ock 50
2.54.39.241 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
80. 246. 136. 107 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 43
176.13.22.128 |Israel 147.237.77. 216 |dover. i df . i | Ml tiple Unhaut horized URL Access from 176. 13. 22. 128 B ock 19
2.54.39.241 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 16
109. 253.129. 41 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 15
132. 64.212. 113 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 10
176.13.9.113 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
2.54. 165. 218 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
109. 253. 206. 148l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 9
80. 246. 139. 227 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
46.19. 85. 126 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
2.52.20. 214 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
62.219.195.38 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed Method for Known ULRL on waw aka.idf.il/ Bl ock 5
109. 253. 142. 166|| srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
109. 253. 199. 182|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 200. 199l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
62.219.195.38 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/4/ Bl ock 3
213. 8. 245. 50 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed LRL Access from 213. 8. 245. 50 B ock 3
2.54.180. 125 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111.82.102 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/controls/atuda/ A |B ock 2
108. 62.19.210 |Uhited Sates |147.237.72.166|aka. i df .i | Mil tipl e Unknown HTTP Request Method from 108. 62. 19. 210 Bl ock 2
212.179.226.27 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/wan tikshuv.idf.il B ock 2
79.178.181. 147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
108. 62.19.210 |lhited Sates |147.237.72. 166 |aka. i df .i | Mitiple Illegal Byte Code Character in Mthod from 108. 62. 19. 210 Bl ock 2
2.54.135.78 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
82.166. 240. 201 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
108. 62.19.210 |uhited Sates |147.237.72.166|aka. i df .i | Mil tiple Malformed URL from 108. 62. 19. 210 Bl ock 2
2.52.138.5 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 2
84.109.70.142 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop i n waw aka. i df . i |/ mai n/ sachar/ def aul t. aspx None 2
79.181.217. 210 |israel 147.237.72.166 |aka. i df . i | x;\f;gﬁgfd_ﬁ;ﬂﬁ;gﬁﬁg!&ﬂﬂwme@ ster. aspx par ameler None 1
204.13.201.138 [United Sates [147.237.77. 216 |dover. i df i D stri but e Esgfgggigg?ﬂeﬁvﬁc_f:pz” B ock 1
108. 62.19.210 |lhited Sates |147.237.72. 166 |aka. i df .i | Mil tiple NILL Character in Header Nane from 108. 62. 19. 210 Bl ock 1
108.62.19.210 |lhited Sates |147.237.72.166|aka.idf.il Mil formed HTTP Header Line 14 Bl ock 1
Uhaut hori zed URL Access to
68.180.230.29 |Lhited States [147.237.77.176|mat pash.idf.il [wuncogat.idf.il/tenplates/shared/ usercontrol s/ noreinfof ti chnun. yosh@ |B ock 1
nai | . com
176.13.20.111 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
93.173.191. 121 |[lsrael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul let1.gif  |B ock 1
66.249.65.188 |lsrael 147.237.77.233|atal .idf.il D stributed Unauthori zed LRL Access on 147.237.77.233/robots. t xt Bl ock 1
46.19. 85. 217 I srael 147.237.77. 216 |dover.i df .i | II1egal HITP \ersion _pk_ses. 20. 8af c=* Bl ock 1
109. 64. 174. 173 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
81.218.241.26 |lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218. 241. 26 Bl ock 1
212. 150. 203. 146l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
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