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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 90

82. 145. 33. 11 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il Bl ock | p_ Vb In drop 1

142. 54. 169. 162 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 dr op 1

82.145. 33. 11 Uni ted Ki ngdom 147.237. 76. 86 navy.idf.il Block Ip V¢b In drop 1

82.145. 33. 11 Uni t ed Ki ngdom 147.237.76. 31 nakchal .idf.il Bl ock Ip Vb In drop 1

89. 163. 140. 157 Cer many 147.237.76. 38 eengitav.idf.il Bl ock_Ulp All _Nets drop 1

82.145. 33. 11 Uni ted Ki ngdom 147.237.76. 38 eeneitav.idf.il Bl ock_Ip Véb In drop 1

89. 163. 140. 157 Ger many 147.237.76. 39 nobile.neitav.idf.il |B ock Udp All Nets drop 1

81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Count
212.179. 247. 80 I srael 147.237.77. 176 nat pash. i df . i | Q008: HTTP: Xenu User Agent B ock 1
192. 240. 106. 106 Lhited Sates 147.237.77. 233 atal.idf.il 0543: HITP. php.cgi Access B ock 1
212. 154. 250. 21 Kazakst an 147.237.0. 15 kosher-kravi .idf.il Q003: HTTP: phpM/Adnin access B ock 1
212. 154. 250. 21 Kazakst an 147.237.76. 31 nakchal .idf.il Q003: HTTP: phpM/Adnin access B ock 1
212.154. 250. 21 Kazakst an 147. 237. 76. 86 navy.idf.il Q003: HTTP: phpM/Adni n access B ock 1
50. 23. 43. 242 Lhited Sates 147.237. 72. 166 aka.idf.il 0543: HTTP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

79.183. 242, 178 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 45. 137. 67 147.237.77. 179 Tur key e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.138.58 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76. 177 Lhited Sates ncore.idf.il ET DRCP DBshi el d B ock Listed Source 1
109. 65. 18. 166 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
87. 69. 200. 168 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 45, 137. 67 147. 237.77. 233 Tur key atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 0. 253 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
2.52.146. 166 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 226. 15. 128 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 168. 219 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

213.184. 119. 161l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 44
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80. 246.130. 49 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt wih different monitor |28
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.52.20.214  |israel 147.237.0.19  |nadi matal .idf. il 9 =9 nval i d segnent retransmssi on. drop 24
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
2.54.164.252  |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 21
Ret r ansm ssi on Packet dr opped.
46.19. 85. 29 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 17
Sreaning Engine: TQP Invalid i i sSi
79.182. 238. 179 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
79.177.10.131 |lIsrael 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
37.26.149.184 |Israel 147.237.0.19 |nadimatal .idf.il 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
81.218. 251. 251 [Israel 147, 237.76. 200 |ei tan. aka i o i1 |2 " S8 g Engine P Invalid  ivalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
87.68.77.21 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
81.218. 241. 26 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 10
109. 253. 212. 103l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 9
109. 253. 212. 103]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
2.52.20.214 I srael 147.237.0.19 |nadi matal.idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect 8
85.130.219. 78 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 8
85.130.219. 78 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 86. 73 I srael 147.237.72. 166 |aka. i df i SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 7
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 7
46.19.86.73 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHA retransmt with different oo |7
w ndow scal e
. . SWNretransmit wth different .
62.90.131.78 | srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 7
46. 19. 85. 201 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
79.183. 219. 19 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
46. 19. 85. 29 | srael 147.237.72. 167 |i shuri maka. i df . i g _g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
85. 130. 177. 9 I srael 147.237.77. 176 |mtpash.icf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
176.13.11. 171 |Israel 147.237.72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 73 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout aert
46.19. 85. 237 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or
46.19. 85. 74 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert
Sreaning Engine: TGP Invalid i i sSi
80.179.17.183 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
95.35.210.184 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.14.122  |Israel 147. 237.77. 243 |robile. i f . | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 245 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
2.54. 39, 150 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 150 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
2.54.152. 33 I'srael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 245 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
185. 32. 179. 167 |Israel 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber aert
Sreanming Engine: TCP Invalid i i ssi
2.54.25.76 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
185. 127. 10. 35 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 80 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
208.115.111. 73 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop
Sreaning Engine: TQP Invalid i i sSi
79.179. 131. 108 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
66.249.81.227 |lhited Sates [147.237.77.176|natpash.idf.il dr op Frst packet isn't SN drop 6
62.219. 166. 203 |l srael 147.237.72. 167 |i shurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.42.222 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
81.218.241.25 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site dgnature Action ‘Count
2.52.20.214 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 171
2.52.20.214 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 159
85.65.123.0  |Israel 147.237.0.34 |tikshuv.idf.il ;gf’e'\fnlyz;fothe Sane Response Qode (404) in Session from Bl ock 113
2.54.190. 52 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 95
37.26.149.177 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 73
176. 13. 23. 27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 65
46.19. 85. 10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 65
37.26.147.227 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 29
37.26.149.184 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 21
46.19. 85. 217 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
82. 80. 17. 163 I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 11
176. 13. 23. 27 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Sane Response Code (404) B ock 11
82.80.193.236 |[lIsrael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Same Response Code (404) B ock 10
95.35.210.184 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
176.13.17.156 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
2.54.186. 88 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
213.57.168.222 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 5
2.54.22. 245 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
81.218.241.25 |lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 81.218. 241. 25 B ock 4
2. 54. 164. 252 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
176. 13. 2. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
192. 240. 106. 106|Uhited Sates 147.237.77.233|atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 192. 240. 106. 106 Bl ock 3
37.26.148.183 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
81.218.241.25 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df . i |/ $$$&787$$$ B ock 3
46.210.157.48 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 243 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.52. 40. 230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
50. 23. 43. 242 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 50.23. 43. 242 B ock 3
79.182.217. 144 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/ 8/ B ock 3
212.179.21.194 |Israel 147.237.0.19 |nadimatal .idf.i nma;”:nhaotrailz_??jfﬁ/ :ﬁ;ees;/;jgxl pdat enakat Gaunt £y, asp Bl ock 2
109. 253. 204. 130|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 2
37.46.39.147  |israel 147.237.0.19 |nadimatal .idf.i E;Zit;;:tu;é? d???‘ft/z(r’lgrzz;jajf;(‘/ fgg:tsesm?(”al qaunti ty. aspx B ock 2
37.26.149.160 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
167. 114. 156. 198|Canada 147.237.77.216|dover . i df .i | Mil tipl e Whaut horized URL Access from 167. 114. 156. 198 B ock 2
176.13.14.122 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
2.54.152. 33 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
2.54.190. 52 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 2
72.9.148.10  |[nited Sates  [147.237.76.86 [navy.idf.il muagsg' B e e/ navy. aspx. aspx B ock 2
89.161.201.67 |Pol and 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to v aman. i df.il/xmrpc. php B ock 1
50. 23. 43. 242 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/cgi-bin/php B ock 1
180.76. 15. 142 |chi na 147.237.77. 176 |nat pash. i df . i | muégggt'.zi%?ﬁ%t':cn;;e;se;oshare 4 user cont ol header upper Bl ock 1
2.50.2.113 ;:ii]::tdesﬁ’ab 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/xnrpc. php B ock 1
81.218. 251. 250 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock

46.19. 85. 170 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

37.46. 39. 123 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | mué:gchi.ﬁj. ?ﬁsipg_csfifaggl Fil s/ & 4625 pg Bl ock 1
208.184.112.74 [Uited Sates  [147.237.77.206 |dover i df i1 |0 TS0 EIRUEED TR oess on B ock 1
5. 22.130. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
107.178.194.87 |Uited Sates  [147.237.77. 216|dover. i df . il |0 o0 e 1?;;};;;;;?&%\/??5&” B ock 1
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