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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 85

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e drop 2

142. 54. 169. 165 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-traf 1 drop 1

204. 42. 253. 2 Lhited Sates 147. 237.76. 197 e. hi nush. i df .i | Block Udp All Nets drop 1
74.143.58. 3 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Up Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

59. 45. 79. 117 147.237.76. 34 Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
218.246. 0. 97 147.237.77. 234 Ghi na hal ag.i df .il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
85. 233. 76. 49 147.237. 72. 156 Russi an Federation aman. i df il Tehila - Perl LW with fake user agent 1
79. 176. 203. 88 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 199 Chi na e.nakchal .idf .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 86 Ghi na navy. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 30 Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
213.151. 41. 217 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 32. 179. 16 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I srael dover . idf.il portscan: TCP DO stributed Portscan 1
79.176. 130. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 76. 201 Ghi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 148 Chi na ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
93.172.135. 223 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor (97
w ndow scal e

77.87.228.68 Ger many 147.237.77.176 [nat pash.idf.il dr op First packet isn't SYN drop 41

46. 19. 86. 82 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Inval i d ACK nunber noni t or 37

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 36

S SN retransmit wth different .

213.184. 119. 161l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e monitor |19

46.19. 86. 181 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber monitor |19

208.115.111. 73 |lhited Sates |147.237.77. 216 |dover.idf.il drop SAMrule drop 16

79.176. 240. 224 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreaming Engine: TCP Invalid i i ssi

37.26.149. 245 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

S SN retransmit wth different .

217.132.61. 142 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e monitor |12

37.26.147.187 |[lIsrael 147.237.72. 166 |aka. i dof .i | drop First packet isn't SN drop 11

212.179.225.7 |lsrael 147.237. 72. 167 |i shurimaka.i df . il dr op Frst packet isn't SYN drop 10

2.54.132.133 I srael 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

37.26.147.235 |Israel 147.237.72. 166 |aka. i dof .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6

2.52.48.134 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 86. 169 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

109. 253. 211. 178|i srael 147.237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6

reamng Engi ne: TCP Invali i i ssi

109. 253. 213.55 |Israel 147.237.72. 167 | shurimaka ior. i1 | €amng Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.

46.19. 85. 118 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or

81.218.241.25 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

37.26.147.187 |[lIsrael 147.237.72. 166 |aka. i dof .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
Sreaning Engine: TP Invalid i i ssi

79.176.30.37  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.

reamng Engi ne: TCP Invali i i ssi

176.13.20.64 | srael 147.237.77. 243 |nobi L e. i of .| Streaning Engine: TCP Inval id invalid segrent retransmission. |, op 6
Ret ransmi ssi on Packet dropped.

46. 19. 85. 102 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6

80.246.136.21 |[lsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

37.26.147.235 |Israel 147.237.72. 166 |aka. i dof .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 6

79. 176. 240. 224 |l srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 77 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.

46.19. 85. 102 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi

84.95.2. 72 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.

46.19. 86.91 I'srael 147. 237. 77. 226 | MW chamat z. aka. 1df oy 70p sequence SINFACK retransnit i th monitor |5

il di fferent w ndow scal e

37.26.148.193 |l srael 147.237.72. 166 |aka.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[nonitor 4

31.210.187.92 |israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber moni tor |4

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

37.46. 38. 156 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4

195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |4

46. 19. 86. 169 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi

199.30.25.156 |United States |147. 237. 76. 200 |ei tan. aka. i df .l 9 =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

95.35.173.49  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

213.57.126. 231 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.

212.76.127. 111 [Israel 147.237.77. 226 [} chanat z. aka. 1df |5y 6ok HITP Non Conpl i ant Failed to handl e connection data [monitor |3
Sreanming Engine: TCP Invalid i i ssi

79.183.241. 119 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.

2.54.38.202 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

37.46.39. 232 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

46.19.86.106  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.

212.76.127.219 |Israel 147.237.77. 226 V\:AIW chamatz. aka. idf g ool HITP Non Conpl i ant Failed to hand e comnection data |[monitor |3
Sreamng Engine: TCP Invalid i i ssi

82.166.42.49  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.

37.142.186. 39 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 13. 3. 146 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 336
109. 253. 208. 112/ sr ael 147.237.0.19 |nadimatal.idf.il Igg.'\gng. ;’I)St. rielzsame Response (bde (404) in Session from Bock [279
176. 13. 3. 146 I srael 147.237.0.19 |nmadimatal .idf.il |Ostributed Suspicious Response Qode Bock |144
2.54.132.133 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 134
46.19. 86. 188 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 123
109. 253. 208. 112I srael 147.237.0.19 |nadi matal .idf.il Igg.'\g”g' ;’gst. r1e125ama Response (bde (403) in Session from Bock [118
109. 253. 208. 112/l sr ael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |107
176. 13. 3. 146 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) Bock |97
2.54.50. 49 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 74
46.19. 86. 188 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) Bock |59
37.26.149.156 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bock |55
46. 19. 86. 58 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 35
2.54.132.133 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) Bock |32
37.26.146.227 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 14
176.13. 23. 27 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 11
37.26.149.156 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) B ock
46.19. 86. 188 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock
2.54.22. 245 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
79.176.130. 174 Israel 147.237.0.19 [madi matal .idf.i| |rareter BpeMoiaion mﬁ?xﬂ acertl der 1%t xt Sreet in Bock |6
192.118.11. 118 |[Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode Bock |6
2.54. 0. 250 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176. 13. 3. 244 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code Bock |3
109. 253. 156. 1221 sr ael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode Bock |3
37.26.149.224 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19. 85. 217 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code Bock |3
85. 233. 76. 49 g;z:;nl on 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to www aman. i df.i|/wp-adm n/ adnin-aj ax. php |Bock |2
176. 13. 6. 130 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176. 13. 10. 95 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bock |2
2.52.20.214 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
176.13.12.105 |[lIsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |2
2.54.39. 83 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bock |2
85. 233. 76. 49 :Zg::t”i on 147.237.72. 156 [aman. i df . i | PHP At t enpt Bock |2
66. 249. 78. 89 I srael 147.237.77.74 [lawidf.il Dstributed I11egal Paraneter Encodi ng None 1
192. 118. 48. 248 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
85.64.155.24  |Israel 147.237.72. 166 |aka. i df . i | ﬁnﬂi (':?riel";er:;;/ S—m\garmgfmpgp: tion aspx None |1
79.176.217. 191 |Israel 147.237.77. 216 |dover.i df . i Uhaut hori zed LR Access to wawidf.il/error.htm Bock |1
37.26.148.230 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx Bl ock 1
79.176.130.174 |Israel 147.237.0.19 |nadimatal .idf.il |Mitiple Illegal Byte Gode Character in Method from79.176. 130. 174 Bock |1
77.125.130. 123 Israel 147.237.77.233(atal i df.i| V\Lhw?\zu;th;r.lizdefd. iLI%eﬁCprtsZs/tghar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
212.199. 154. 194l srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 199. 154. 194 B ock 1
176.13.20. 111 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
84.95.2.72 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
37.187.43.27  |France 147. 237.77. 216 |dover . i df . i | m : id?tfti T‘j 1?;;}2%;?:9%\/??;&” Bock |1
157.55.39. 247 |Wited Sates [147.237.0.16 g}? :(IOSher' Kravi i ot hori zed UL Access to i ny- kosher - kravi . i df .i 1/ Bock |1

NULL Character in Method [[#27]]ﬂoeA_A3§- Y:&TM o

A PLI#A N [[#9]]" [[#27]] AL [#16] ] [[#18] ] A/SATWAZAFAAS

Ao A¢) [[#15]] HBAP4A— [#20] ] AV\[ [ #0] | A¥sAe [ [#2] | ACA ufeAm

3ASYARAL [ #7]] Q] [ #28] 1 R@[ #1] 1 At Bz[ [ #24] | Auld%beAaTA- 4L\ A'AE
79.176.130.174 |[Israel 147.237.0.19 |nadi matal .idf.il [[[#7]]A? | A@AcA{[#1]] A AAA AEAZ{[[#30]] A 8AfD( [ #17]] AEA%  |B ock 1

[[#17]][[#16]] [[#2]]ul [#17]] HA[ [ #16]]' ANA AVA..A OA/R [ [ #27]] A

AGE; 3[ [ #16] ] ; h$AV nA™A; A2A%j A BAT [ #6] ] A2A?] [ #24] | AUAGASA] A%o

ANsAYA| [ #15] | AcACAAfARAACAG] [ #28] ] +AA A 25N [ #6] ] QFACAT

AmA. KA'AL [ [ #5] ] A8l XOR'A 8A-nf 9*[ [ #26] | AAT» 8AAY [ #1

I egaJ~ I?yteACtl)_de Char act er inALFg_ | x AAS><€[[#%7]~]_\_/A?A2
79.176.130.174 | srael 147.237.0.19 |nadimatal .idf.il ;g:{?g ﬁ;ﬁggggg :A_Z[X F :Zgl/]b&[e&fgggﬁﬁﬁo[ez[l[1]#]132 1{:2 3 Bock |1

?[[#31]]; A x€EA \ *' xE46x>ASYx?[ [ #8] ] a9~ARBAACAEAY3+A?O, x?
217.132.61. 142 I srael 147.237.77.233|atal . i df . | o ated Lo hor zed W .A;’;’;fs on Bock |1
31.154.19.5 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 1
109. 64. 221. 126 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 65. 60. 23 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ Bock |1
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