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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 97

37.26. 148. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 10
40.77.167. 91 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

142.54. 169. 162 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1

201. 6. 251. 52 Brazil 147.237.76. 176 test.ncore.idf.il |[B ock UWdp All Nets drop 1

201. 6. 251. 52 Brazil 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Device Action |Count

76. 76. 200. 45 Ruerto R co 147.237.77.233 atal .idf.il[22280: HITP. Joonha Qbject Injection Vil nerability B ock 3
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 97 147.237.77. 170 Lnited Sates naar achot . i df . i | ET SCAN NVAP -sSA (2) 2
82. 80. 17. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 161. 40. 120 147.237.0. 16 Russi an Federation ny-kosher -kravi . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
31.210. 182. 179 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.76.98. 214 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 39 (hi na nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
2.54.7.111 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 90. 106 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1




01-27-2016-07:04:03 to 01-27-2016-08:04:03

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
176.13.23.141 [israel 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 69
Ret ransni ssi on Packet dropped.
54.244.22.103 |Whited Sates 147.237.77. 233 |atal .idf.il dr op Frst packet isn't SYN drop 44
93.172.135.223 [Israel 147.237.76.42 |refueh.icf.il  [Bad TOP sequence S retransmt wth different moni tor |42
w ndow scal e
54.244.22.103 |lhited Sates 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 33
107.167. 109. 121|Wited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
66.249.83.165 |lhited Sates 147.237.77. 234 |hal ag.idf .il dr op First packet isn't SWN drop 20
79. 176. 240. 224 |l srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 14
79.176. 240. 224 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
37.204. 157. 147 R‘SIS::I”ion 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
79.177.10.131 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
46.19. 86. 227 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
149.88.107.82 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 8
81.218.241.26 |lsrael 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 7
46. 19. 85. 8 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 7
46. 19. 85. 159 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 7
46.19.85. 4 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 178 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 136 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
2.54.35.202  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
70.74.3.70 Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
reaning BEngine: TCP Invali i i ssi
46.19.86.200 | srael 147.237.72. 166 |aka i f . Streaning Engine: TCP Invalid  |invalid segrent retransmission. |, o 6
Ret ransni ssi on Packet dropped.
1.39.85.20 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
130. 193. 50. 33 F“SS;:I”ion 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 6
46.19. 85. 215 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46.19.85. 4 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
2.52.43.28 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
. . SYNVACK retransmt with different .
46. 19. 85. 215 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 85. 53 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 86. 227 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.52.43.28 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
37.26.148. 194 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 86. 85 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACGK nunber noni t or 5
2.52.178.53 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
reamn ine: TCP Invali i i ssi
95.86.116. 146 |Israel 147, 237.72. 167 i shurimaka i of . || €M NG ENgi ne: TCP alid invalid segnent retransnission, drop 4
Ret ransni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
93. 158. 152. 46 RJSIS::t”ion 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
Russi an R -
130. 193. 50. 7 Feder ati on 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
46. 19. 86. 246 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid ' i ssi
199.30.25.155 |UWited Sates  |147.237. 76. 200 |ei tan aka i df .i| 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.111. 163. 167 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
46. 19. 85. 53 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
109. 67. 60. 238 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.180. 167. 113 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
132.66.62.81  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
82.102. 169. 113 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
192. 116. 241. 130|I srael 147.237.76.86 |navy.idf.il Mil ti pl e Unhaut hori zed URL Access from 192. 116. 241. 130 B ock 16
79.178.14.38  |[israel 147.237.0.34 |tikshuv.idf.il Too Mny of the Sane Response Code (404) in Session from Bl ock 15
79.178. 14. 38
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthori zed URL Access from 81. 218. 241. 26 B ock 13
2.54.5.22 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
212.199. 154. 194/l srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Waut hori zed URL Access from 212.199. 154. 194 B ock 5
176. 13. 9. 200 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85.65.127.79 | ock 4
2.54.134. 154 I srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 3
109. 253. 208. 1121 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.111. 23. 42 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 6. 109 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.7. 174 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.38.166 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
87.69.211.123 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 2
. . Unaut hori zed URL Access to
192. 116. 241. 130I srael 147.237.76.86 |[navy.idf.il v navy. i o i 1/si p storagel il es/ 3/ si 23380/ 1613, | pg B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 B ock 2
93.172.135.223 [Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset. css |B ock
46.10.86.229  |israel 147. 237.72. 166 |aka. i df . i | llegal Byte Code CQaracter in URL /nai n/kapatz//res Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
84.108. 5. 163 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
185.32.179.79 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Mil tiple Unhauthorized UR. Access from 66. 249. 65. 224 B ock
] . - DO stributed Whaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216|dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
85. 65. 127. 79 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df. i/ mai n/ sachar/ Bl ock 1
46.19. 85. 8 | sr ael 147.237.76.86 |[navy.idf.il Unknown HTTP Request Method ses. 27.434e=* in URL B ock 1
80. 246. 137. 107 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
204.13.201. 137 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Uhknown Paraneter hc_location in
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai r/ gj yus/ general . aspx None 1
95. 15. 168. 4 Tur key 147.237.77. 216 |dover. i df . il PHP At enpt B ock 1
46. 19. 86. 229 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . . Unaut hori zed URL Access to
212.199. 154. 194/l srael 147.237.0.34 |tikshuv.idf.il vaw ti kshuv. i df .1/ neges/ shar ed/ cut s/ horei con. png B ock 1
84.109.101.91 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
79.180.49.21  |israel 147.237.72. 166 |aka. i df . i | Unhknown Pararret er ct| 00Sct | 00$cphii n$cphSachar $ctl 09 in None 1
v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66. 249. 74. 96 I srael 147.237.77. 176 |mat pash. i df . i | v cogat . i o . i 1 /tenpl at es/ | i nks/ | i nks. aspx Bl ock 1
46. 19. 85. 50 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
81.218.37.2 I srael 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut horized URL Access from81.218.37.2 B ock 1
; . . O stributed Whaut hori zed URL Access on
204.13.201. 138 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
178.62.50.240 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
] . . Unaut hori zed URL Access to
68.180.230. 224 |Uhited Sates |147.237.76.31 [nakchal . idf . il ww nakhal . i df . il /tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
95. 15. 168. 4 Tur key 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |naar achot . i df . i | 147, 237.77. 1701 pdf /1 | es/ 1/ 108781, pdf B ock 1
2.54.168. 176 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
80.246.136.71 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
m ny- kosher - kravi . i d j i
66.249.78.80 |l srael 147.237.0. 17 y 'l1egal Paraneter Encoding rnd in . None 1
fil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
109. 253. 210. 48 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
87.69.217.139 [Israel 147.237.77. 216 |dover.idf . il SSL Untraceabl e Gonnection - Qpen Mde None 1
46. 19. 85. 50 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
207.167.42.153 |lLnited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to v i df.il/1511-en/ dover. aspx. B ock 1
. . Paraneter Type Molation f in
184. 69. 54. 10 Canada 147.237.77. 216 |dover. i df . il v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
79.177.115.94  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
- . Unaut hori zed URL Access to
66. 249. 64. 53 I srael 147.237.77. 170 |naar achot . i df . i | 147. 237.77. 1701 pdf /1 | es/ 0/ 110890, pdf B ock 1
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