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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
74.91. 28. 61 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il Bl ock_Udp All _Nets dr op 1
74.91. 28. 58 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

|Signature

41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
218. 246. 0. 97 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
125. 65. 165. 215 147.237.0. 16 Chi na ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.34 Chi na yohal an.i df . i1 ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 Chi na aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.0. 15 Lhited Sates kosher -kravi .i df .i | ET SCAN NVAP -sS wi ndow 2048 1
125. 65. 165. 215 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147.237. 8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 178 Chi na e. matpash.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 24
e SWNretransnmit wth different .
198. 100. 144. 55 |Canada 147.237.77. 216 |dover. i df .il Bad TCP sequence v ndow scal noni t or 11
Sreaning Engine: TQP Invalid i i SSi
213.151.32. 163 | srael 147.237.77. 243 |nobi l e. i df .| g =g Invalid segnent retransmssion. |y 8
Ret ransm ssi on Packet dr opped.
46.19. 85. 8 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
54.244.22.103 |lhited Sates 147.237.77. 176 nat pash. i df .i | drop First packet isn't SN drop 6
46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 48 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber nonitor 6
190. 211. 142. 11 |Col onbi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.148  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 158 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
37.46.39.93 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber nonitor 5
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4
46. 19. 86. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
208. 115.113. 84 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |4
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
5.22.129.232  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Russi an ) .. |Sreaming Engine: TQP Invalid [invalid segnent retransnssi on.
93. 158. 152. 49 eration 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret I ansmi ssi on Packet dr opped. drop 3
Russi an o Sreaning Engine: TCP Invalid (invalid segrent retransmission.
141. 8. 132. 112 er ot on 147.237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 193. 168|I srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dr opped.
46. 19. 85. 140 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 2
Sreaning Engine: TGP Invalid i i sSi
66.249. 64.190 |lnited Sates |147.237.72.166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACGK nunber noni t or
2.54.48.13 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i Ssi
46.121.123.18 |Israel 147.237.77. 243 |nobi L e. i of .| g =g Invalid segnent retransmssion. |y 2
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.42  |wited Sates |147.237.77. 234 |hal ag.i df .i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
72.9.148.10 Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 77 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 219|wnited Sates  [147.237.72. 217 |e.idf . i1 Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.8.183. 16 RJSf;;”ion 147.237.77.176 |mtpash.icf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
5.22.129. 232 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
85. 64.202.102 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 207 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 135 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
130. 193. 50. 33 R‘Sf:;”ion 147.237.77.74 |lawicf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
213.57.131.193 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
72.9.148.10 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 77 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 1
185. 100. 86. 86 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.8.183.16  |osSian 147.237.77.176 |natpash.icf.il  |Bad TOP sequence SINAXK retransmt with different 1o onvor |1
Federation w ndow scal e
212. 154. 250. 21 |Kazakst an 147.237.0.15 |kosher-kravi.idf.i|]SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect
64.233.172. 163 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
188. 120. 148. 224! srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or
184.105.139. 86 |Whited Sates |147.237.77.227 |e.hamaz.idf.il  |Geo-1ocation enf or cerrent Sﬁfo'rggihfn I nbound drop 1
130.103,50.33 [sSian 147.237.77.74 |lawidi. il Bad TCP sequence SINAXK retransmt with different 1oonvor |1

Federation

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
138.134.102. 15 |Israel 147.237.76.86 |navy.idf.il Mil tiple Wauthorized URL Access from 138. 134. 102. 15 Bl ock
109. 253. 134. 191 |1 srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock
46. 19. 85. 205 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
2.50.2.113 ;:i:rtaetde:(ab 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php B ock 2
Lhited Arab . .
2.50.2.113 Eirat s 147.237.77.74 |lawidf.il PHP Attenpt B ock 2
Lhited Arab . . . o
2.50.2.113 Enirat es 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xnirpc. php B ock 2
66.249.78.159 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwy i df.il/1133-17623- he/ dover B ock 1
66.220. 156. 103 [lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
180.76. 15. 7 Chi na 147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
. . . . Paranet er Type M ol ati on PageNumin
5.167.156. 115  |Russian Federation |147.237.77. 216 |dover. i df .i | v i df i 1/ 1395- en/ dover . aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wawidf.il/error.htm B ock
46.19. 86. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
141.212.122. 160|Lhited Sates 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
68. 180. 228. 112 [Lhited Sates 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 1
wane navy. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
. . Lhaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |maar achot . i df . i | 147.237. 7. 170/ pef /1 | es/ 0/ 106090, pdf B ock 1
185.32.179.59 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.167.156.115 |Russian Federation [147.237. 77. 216|dover.i df . i | Paraneter Type Mol ation SortOr in wwidf.il/1395- en/ dover.aspx |B ock 1
: ; ; Unaut hori zed URL Access to
107.178.194.83 |lhited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 19265- he/ dover . aspx B ock 1
46. 19. 86. 239 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.17. 184 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
74.91. 28. 58 Lhited Sates 147.237.0.15 |kosher-kravi . i df . i|uhaut hori zed URL Access to wwwu x99noyu. net / B ock 1
66. 249. 64. 53 I srael 147.237.77. 170 |maar achot . i df . i |  [Uhaut hori zed URL Access to 147.237.77. 170/ robots. t xt B ock 1
. . URL is Above Root Drectory
198. 100. 144. 55 |Canada 147.237.77.216|dover . i df .i | Wi of i 1/ ../ shar edl user cont rol s/ header upper/ Bl ock 1
5.167.156. 115 |Russian Federation |147.237.77.216|dover.idf .il Paraneter Type Miolation lang in v idf.il/1395-en/ dover. aspx Bl ock
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.117. 243. 209 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . D stributed Unaut hori zed URL Access on
178.20.55.16  |France 147.237.77. 216 |dover . i df .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
79. 96. 125. 54 Pol and 147.237.72.167 (i shuri maka. i df . i ||Distributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 58 | srael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,1701 pdf /1 | es/ 0/ 107100, pdf B ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.201. 138 |thited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
2.50.2.113 E:;::&Nab 147.237.72. 166 |aka. i df . i | Distributed PP At enpt B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
: . . Unaut hori zed URL Access to
54.243.53.148 [Wited Sates 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1283- 12386- en/ dover . aspx B ock 1
178. 155. 103. 94 |Russi an Federation |147.237. 77. 216 |dover. i df .i | Uhaut hori zed URL Access to wawidf.il/nazi'a=0 B ock 1
2.52.35.181 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.179.110. 227 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249. 65. 223  [lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx |Bl ock 1
] . . D stributed Unhaut hori zed LRL Access on
208.184.112. 74 [lWnited Sates 147.237.77.216|dover . i df .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
46. 19. 85. 205 | srael 147.237.72.166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
Lhited Arab . .
2.50.2.113 Eirat es 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
. . Uhaut hori zed URL Access to
138. 134. 102. 15 | srael 147.237.76.86 |navy.idf.il vw vy, i df i 1/si p storagel i1 es/ 6 si ze338x0/ 1796. | pg Bl ock 1

01-27-2016-06:04:00 to 01-27-2016-07:04:00




