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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
113.162.121.191 Wi et nam 147.237.76. 148 ggcenter.aka. idf.il |JLM Under Attack_Con_Tcp drop 2
74.91. 28. 62 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
142. 54. 160. 210 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker CGountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 65. 224 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
114. 112. 90. 54 147. 237.77. 234 Chi na hal ag.i df.il ET SCAN NVAP -sS wi ndow 1024 1
107. 150. 36. 242 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
61. 155. 203. 54 147.237.0. 35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
46. 45, 137. 67 147. 237. 76. 200 Tur key eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147. 237. 76. 148 Tur key ggcenter. aka. i df.il ET SCAN NVAP -sS wi ndow 1024 1
210.117.121. 60 147.237.77. 61 Korea, Republic of e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
210.117.121. 60 147.237.77. 61 Korea, Republic of e.cogat.idf.il ET SCAN NVAP -f -sS 1
125. 65. 165. 215 147. 237. 76. 148 Chi na ggcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
125. 65. 165. 215 147.237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
107. 150. 36. 242 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
46. 161. 40. 120 147.237.77. 121 Russi an Federation e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.76. 197 Tur key e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.252.193.52 147.237.72. 167 Tur key i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.216. 212. 100 147.237.77. 74 Saudi Arabia lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147.237.77. 61 Korea, Republic of e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
125. 65. 165. 215 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
147.235.8. 70 | srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
147.235.8.70  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SIAK retransmt wth different | oo |18
wi ndow scal e
147.235.8. 70 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout alert 17
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 94 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 63 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 51 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Russi an L Sreaning Engine: TCP Invalid |invaid segnent retransnission.
178.154.189. 201~ " 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 6
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data [noni tor 6
46. 19. 86. 63 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
46.19. 85. 51 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 5
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
46. 19. 85. 120 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates  |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.78.170 |Wnited Sates  |147.237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.121.123.18  |israel 147. 237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
207.46.13.102 |United Sates  |147.237. 76200 |eitan. aka ior 1 | S NG Engine: TQP Invalid Jinvlid segnent retransnission drop 2
Ret ransm ssi on Packet dropped.
128.232.110. 28 |Wnited K ngdom|147.237.8.28 [e.nobile-ks.idf.il |Geo-1 ocation enfor cenent ﬁ?;:ggﬁ:nfn I nbound drop 2
62. 210. 209. 237 |France 147.237.76.197 le.himsh.idf.il  |Geo-1 ocati on enf or cement Geo-1 ocati on i nbound drop 2
enf or cenent
216.218.206.84 |lLnited Sates |147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 243|UWited Sates  |147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.22.135.222 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 218|Wited Sates  |147.237.72. 217 [e.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
79.178.170.211 [Israel 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206. 111|thited Sates  |147.237.77. 170 |maarachot.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 174 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122. 171|Wited Sates  |147. 237. 76. 147 [chinuch. aka. i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.96 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 248|Wited Sates  [147.237.0.19 |[nadi matal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239, 102|SS an 147.237.8.28 |e.mobile-ks.idf.il |Geo-1ocation enf or cement Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
84.108.84.126 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop
198.1.101.123 |[thited Sates  |147.237.77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46. 19. 85. 67 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
184.105.139. 84 |lhited Sates |147.237.8.24 |elifestyleidf.il |Geo-1ocation enfor cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 209|Wited Sates [147.237.0.33 [idf.il drop drop
68. 32. 169. 65 Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert
216.218. 206. 103|Uited Sates  |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 130. 5. 207 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
54.67.38. 74 Lhited Sates  |147.237.77. 216 |dover.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 91 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
184.105.139.99 |Wnited Sates [147.237.76.30 |hi mush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 210|Wited Sates [147.237.0.33  [idf.il drop drop 1
68. 32. 169. 65 Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
216.218. 206. 107 |Uited Sates  |147.237.76.44 |erefuahidf.il  |Geo-1ocation enfor cenent Sﬁfo',ﬁgﬁigf’” i nbound drop 1
185. 130. 5. 207 147.237.76.39 |mobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 10 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.136.93 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46. 19. 86. 227 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46.127.109. 150 |Switzerl and 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/aman B ock 2
107.182.230. 53 |[lhited Sates |147.237.77.176 |nat pash. i df . i | PHP Att enpt B ock 2
2.54.189. 158 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from2. 54.189. 158 B ock 2
107.182.230.53 |[lhited Sates |147.237.77.176 (mat pash. i df . i Unaut hori zed URL Access to ww cogat . i df.il/xmrpc. php B ock 2
37.26.147.155 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66. 249. 78. 97 | srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.137 |wnited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
89.138.112.86 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None
66. 249. 64. 23 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
66.249.78.159 [ srael 147. 237.77. 216 |dover . i df . i | D stri buted Uhaut hori zed LR. Access on Bl ock 1
ww i df il /atal 1/i zkor/ vi ew i ng. asp
] . - D stributed Lhaut hori zed URL Access on
204.13.201.138 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df.i |l Uhaut hori zed LRL Access to wan i df.il/newsite/english B ock 1
66.249.65. 174 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1398- he/ at al . aspx B ock 1
141.212.122. 160|nited Sates |147.237. 76. 147 |[chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp B ock 1
206.226.72.200 |thited Sates |[147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66.249.65.223  |Israel 147.237.77. 216 |dover . i df . i | 147, 237.77. 216/ 1133- 20594- he/ dover . aspx Bl ock 1
. - Unaut hori zed Met hod PCST for
147.235. 8. 70 I srael 147.237.72. 166 |aka. i df . i | wiuw aka, i df i |/ mai n/ sachar / nevsar chi ve. aspx B ock 1
79.179. 110. 227 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117. 243. 209 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
206.226.72.200 |thited Sates |[147.237.77.176 |nat pash. i df . i | Distributed Wauthorized URL Access on wwu cogat . i df.il/xmrpc. php |B ock 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
2.54.189.158 [Israel 147.237.72. 166 |aka. i df . i | 'llegal Byte Code Character in URL /mai/kapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
184.105. 247. 196|tnited Sates |147.237.0.19 [madimatal .idf.il|Uhauthorized URL Access to 147.237.0. 19/ B ock 1
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