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M 46. 213. 204. 188
41.33.231.90
I 66. 249. 78. 37
46. 19. 85. 94
Il 195. 34. 150. 18
MW 212. 143. 142. 56
[ 185. 130. 5. 207
W 41. 33. 232. 66
191. 242. 179. 26
Il 89.138.81. 4
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Site Signature Device Action

222.88. 75. 57 Chi na 147.237.76. 176 test.ncore.idf.il B ock Wp Al _Nets drop 2
68. 147. 235. 107 Canada 147.237.76. 176 test.ncore.idf.il B ock_Up Al _Nets drop 1
142. 54. 169. 163 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 62 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
202.197.112. 26 Chi na 147.237.76.176 test.ncore.idf.il B ock Wp Al Nets drop 1
117. 158. 44. 140 Chi na 147.237.76. 176 test.ncore.idf.il B ock Wp Al _Nets drop 1
222. 88. 66. 246 Chi na 147.237.76. 176 test.ncore.idf.il B ock Wp Al _Nets drop 1
120. 239. 33. 90 Chi na 147.237.76. 176 test.ncore.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure

Devi ce Action |Count
93.174.93.133 Net her | ands 147.237.77. 216 dover.idf.il |[5141: HTTP. Sgl map HITP Request B ock 1
195. 154. 56. 44 France 147.237.77. 216 dover.idf.il [5141: HITP. Sgl map HTTP Request B ock 1
207.244.70. 35 Lhited Sates 147.237.77. 216 dover.idf.il 5141: HTTP. Sgl map HTTP Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249.78.146 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 64.199 |147.237.77.170|Wited Sates |[mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
98.119.105. 221 [147.237.72.217 |Whited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
98.119. 105. 221 |147.237.72.217 |Whited Sates |e.idf.il ET SCAN NVAP -f -sS 1
222.186.34. 171 |147.237.76. 148 |Chi na gqcenter. aka.idf .i [ET SCAN Potential VNC Scan 5900- 5920 1
222.186.34.171 [147.237.0.15 |China kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
180. 150. 177. 188|147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98.119. 105. 221 |[147.237.72.217|Wited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
, . |ET SCAN Behavioral Lhusual ly fast Terminal Server Traffic, Potential
82.102.11. 87 147.237.0.19 |Portugal nadi matal .idf.il ) 1
Scan or Infection
222.186.34.171 [147.237.76. 147 |Chi na chinuch.aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Syrian Arab C e .
46. 213. 204. 188 Republ i ¢ 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber alert 40
Syrian Arab s . .
46. 213. 204. 188 Republ ¢ 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TP Invalid i i ssi
66.249.78.37  |nited Qates  |147.237.77. 234 |halag.idf il 9 =g Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 94 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
195.34.150.18 |Austria 147.237.77. 216 |dover.idf i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor
Russi an S Streaming Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
46.211.34.236 |Wraine 147.237.77. 233 |atal i df. il drop SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi
91.217. 164. 102 |France 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.64.176 |lhited Sates  |147.237.76.200 |eitan. aka. idf. il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
Vb Server Enforcenent HTTP Deni
191.242.179.26 |Brazil 147.237. 77. 216 |dover. i df .i | , Veb Servers S ow Cenial of | . eet 2
Mol ation Servi ce
Sreamng Engine: TCP Invalid i i ssi
66.249.78.51  |Wited Sates  |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
191. 242.179. 26 |Brazil 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |2
5.102.254.201 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
184. 105. 139. 126|Uhited Sates 147.237.76. 177 |ncore.idof .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 175|wnited Sates  |147.237.76. 199 |e. nakchal .idf.il  |Geo-1 ocati on enf or cenent S‘g?olrggﬁ:nfn I nbound drop 1
68.192. 146. 236 |Lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber nonitor |1
46. 19. 85. 141 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 130. 5. 207 147.237.76.200|eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
173.254.216.66 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
216.218. 206. 116|lnited Sates 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 211|Whited Sates 147. 237. 76. 148 |gocent er. aka. i of . i |dr op drop 1
141.212.122. 217|Wited Sates 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.11 Lited Sates  |147.237.77.227|e.hamez.icf.il  |Geo-| ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206.86 |Lhited Sates  |147.237.0.200 [mu.idf.il Geo- 1 ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
185. 130. 5. 207 147.237.77.19 [lawforumidf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 82 |Uhited Sates 147.237.76. 176 |test. ncore.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 169|Wited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
216. 218. 206. 118|lhited Sates 147.237. 77. 205 |prisha. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 207 147.237.76.34 |yohal an.idf.il drop drop 1
141.212.122. 218|United Sates 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.18 Lited Sates  [147.237.8.27 e nadimatal.idf.i|Geo-| ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206.86 |lWhited Sates  |147.237.77.227|e.hamaz.icf.il  |Geo-1ocation enfor cenent Geo-locati on i nbound drop 1
enf or cenent
185. 130. 5. 207 147.237.77. 170 |naarachot .idf.i1  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 100|Uhited Sates 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 170|Whited Sates 147.237.76. 34 |yohal an.idf.il dr op drop 1
200. 8.92. 76 \Venezuel a 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 1
42.101. 154. 233 |Chi na 147.237.77. 216 |dover.idf.i | drop SAMrule drop 1
185. 130. 5. 207 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 222|United Sates 147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 100|Wnited Sates  |147.237.77. 121 |e. nawy. i df.il Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
191.242.179.26 |Brazil 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
184.105. 139. 104|United Sates 147.237.77. 176 |natpash.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 174|Wwnited Sates  |147.237.76. 199 |e. nakchal .idf.i1  |Geo-1 ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
68.192. 146. 236 |Lhited Sates 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber alert 1
207.46.13.102 |Uhited Sates 147.237.72. 166 |aka.i df .i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
185. 130. 5. 207 147.237. 76. 148 |gocent er . aka. i of . i [dr op drop 1
141.212. 122. 223|UWnited Sates 147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
89.138.81. 4 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
46. 19. 86. 94 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
89.138.81. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
49.150. 187. 71 |Phili ppi nes 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
185.32. 179. 214 |I srael 147.237.72. 166 |aka. i df . i | x’l;'cg e Untraceabl e S Sessions from 185.32. 179,214 (si gal gs DoS None 1
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vy aka.idf.il/valtam Bl ock 1
Lhited . . O stributed Whaut horized URL Access on
9L 109.247. 173 |/ om 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
49.150.187.71 |Phili ppines 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock
185. 32. 179. 214 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e QGonnection - sigal gs DoS Attack None
66.249. 78. 166 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to widf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
107.178.194. 83 [United Sates (147, 237. 77. 216 |dover . i df . | Distri buted haut hori zed LR Access on Bl ock 1

waw i df . i | /1133-22638- he/ dover . aspx.

. . Unaut hori zed URL Access to
66.249. 74. 96 I srael 147.237.77. 176 [mat pash. i df . i | wwu cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !

Dstributed Lhauthori zed URL Access on

204.13.201. 138 |Lhited States |147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
74.91.28. 62 Lhited Sates [147.237.0.19 |madimatal .idf.i|Unhauthorized URL Access to www x99moyu. net/ Bl ock 1
107. 178. 194. 87 |Whited Sates |147.237.77. 216 |dover. i df.i | Distributed Lhauthori zed U Access on B ock 1

waw i df . i |/ 1133- 22461- he/ dover . aspx.

: : Unaut hori zed URL Access to
66.249.78.95 [l srael 147.237.77. 216|dover . i df . i | 147.237. 7. 216/ 1133- 19667- he/ i df gdover . aspx B ock 1

. . . DO stributed Whaut horized URL Access on
208.184.112. 74 |United Sates |[147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
157.55.30.12 |Wnited Sates |147.237.77.216|dover. i df . il thaut hori zed URL Access to Bl ock 1
ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /

66. 249.78.109 |lsrael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
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