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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
151. 80. 31. 154 Italy 147. 237.72. 166 aka.idf.il |28 HITP. AnrefBot crawer B ock 2
64.251.25. 176 Lhited Sates 147.237.77. 233 atal.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
151. 80. 31. 152 Italy 147.237.72. 166 aka.idf.il (228: HITP. AhrefBot craw er B ock 1
151. 80. 31. 153 Italy 147. 237.72. 166 aka.idf.il |28 HITP. AnrefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry \Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
64.251. 25. 176 147.237.77.233 Wited Sates aal.idf.il QA Injection - Select From 3
168. 62. 238. 153 147. 237. 77. 205 Lhited Sates prisha idf.il ET SCAN NVAP -sS wi ndow 1024 2
66.249. 78. 2 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
212.252.193.52 147.237.72. 14 Tur key dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
85. 93. 5. 65 147.237.77. 179 Ger many e.mazi.idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.252.193. 52 147.237.0.19 Tur key nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 240. 213. 93 147. 237.76. 30 Lhited Sates hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1




01-27-2016-02:04:01 to 01-27-2016-03:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 122 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaming Engine: TGP Invalid i i sSi
98.234.178.105 |tnited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. | 8
Ret ransni ssi on Packet dr opped.
46. 19. 85. 122 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonit or 6
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
46. 19. 85. 80 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 176 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 176 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
2.52.53.156 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TCP Invalidinvalid segnent retransnssi on.
141.8.132. 112 eration 147.237.72. 166 |aka. i df i Ret r ansmi ssi on Packet  dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.197 |Uited Sates  |147.237.72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |noni tor
Sreaning Engine: TP Invalid i i ssi
46.121.123.18  |israel 147. 237.77. 243 |nubi 1 e.i df i 9 =9 Inval i d segnent retransmssion. |, ., 2
Ret ransni ssi on Packet dr opped.
Iran, Islanic . . .
92. 242. 219. 96 Republ i ¢ of 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber aert 2
64. 20. 39. 202 Lhited Sates 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |moni tor
46. 19. 86. 113 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
92. 242. 219. 96 'é?ﬂa:i'?fm 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |2
46.19. 86. 113 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i SSi
157.56.39.215 |Wiited Sates 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 2
Ret ransni ssi on Packet dr opped.
5.22.131.19 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber nonitor |2
Sreaming Engine: TGP Invalid i i sSi
66.249.78.146 |lnited Sates 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
46.19. 85. 14 I srael 147.237.77. 170 |maar achot . i of . | Bad TCP sequence Invalid AGK nunber noni t or
75.149.194.90 |Uited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
203.127.96. 216 |9 ngapore 147. 237.77. 216 |dover.idf .il SYN Attack rej ect
141.212.122. 172|Wited Sates 147.237.76. 196 |e. sviva i df . il Geo-location enforcement |0 !ocation inbound drop 1
enf or cenent
95.156.251. 10 |Ger many 147. 237.76. 202 |e. hal ag. i df . i | Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
203.127. 96. 216 |S ngapore 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor |1
94.230.86.254 I srael 147.237.77. 226 [\ chanatz. aka.1df 1pad TGP sequence Inval i d ACK nurber moni tor |1
69. 167. 168. 241 |Lhited Sates 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [monitor |1
50.154.247.30 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
146. 185. 239. 102 R‘F Sf:;”i o 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
98.234.178.105 |[thited Sates 147.237.76. 200 |eitan. aka.idf . il Bad TCP sequence Invalid ACK nunber alert 1
2.54.39. 242 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
203.127.96. 216 |S ngapore 147.237.77. 216 |dover. i df . Bad TCP sequence SYNPACK retransmt wi th monitor |1
different wndow scal e
141.212. 122. 165|Wnited Sates 147.237.8.14 |e.orchot.idf.il Geo-l ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
46.19. 85. 14 I srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
s . Geo-1 ocati on i nbound
95.156. 251. 10  |Ger many 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
70.208.69.177 |Lhited Sates 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
50. 154. 247.30 |Lhited Sates 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
46. 19. 85. 163 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni tor |1
98.234.178.105 |lLhited Sates 147.237.76. 200 |ei tan. aka. i of . | Bad TCP sequence I'nval i d ACK nunber nonitor |1
93.174.93.218 |Netherl ands 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.121.91.113  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 1
141.212. 122. 166|Wnited Sates 147.237.8.14 |e.orchot.idf.il Geo-l ocation enforcement |0 ocation inbound drop 1
enf or cenent
95.156.251. 10  |Ger many 147.237.8.27 |e.madimatal.idf.il |Geo-location enforcement  |S0!ocation inbound drop 1
enf or cenent
: R SYNtACK retransmt wth .
75.147.115.46  |Uhited Sates 147.237.77. 216 |dover. i df i1 Bad TCP sequence di fferent vi ndow scal & monitor |1
5.22.135.112 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
93.174.93.218  |Nether| ands 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement er]fO'r Sgﬁ:n? n i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
68.180.229. 173 |Wited Sates |[147.237.72.166|aka.idf.il Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None
213.57.143.47 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
84.109. 202. 213 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/main/giyus/ xx?xax"  [B ock
: . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64.131 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ B ock
157.55.39. 215 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to ww aka. i df . i/ main/fag. aspx Bl ock
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt B ock 1
. . D stributed Unhaut hori zed URL Access on
5.79.68. 161 Net her | ands 147.237.77. 216 |dover.i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
142.4.213. 25 Canada 147.237.77.216|dover. i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i | W i of i |/ nternati onal trai ni ng/transportation. asp B ock 1
. . Uhaut hori zed URL Access to
194.187. 168. 227|Pol and 147.237.77. 216 dover . i df . i1 wa i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ B ock 1
5.189.163. 145 |Ger nany 147.237.72.167|i shurimaka. i df . il PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
150.70.173.9  |Japan 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter gt; in
66.249.78.146 |Israel 147.237.72. 166 [aka. i df . i | vaww aka. i df . |/ mai r/ r abanut/ gener al . aspx None 1
} . . D stributed Unaut hori zed URL Access on
204.13.201. 137 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
37.142.242.174 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . D stributed Unaut hori zed URL Access on
150.70.173.9  |Japan 147.237.77. 216 |dover.idf . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
- kosher - kravi . i df . i
207.46.13.78  |United Sates [147.237.0.16 |7 Whaut hori zed LRL Access to B ock 1
il vy ny- kosher -kravi . i df.il/robots. txt
: . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Uhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
40. 77. 167. 89 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Uhaut hori zed URL Access from40. 77. 167. 89 B ock 1
157. 55. 39. 57 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v i df.il/video B ock 1
2.52.50.29 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
207.46.13.106 |lLhited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to waww anan.idf.il/. .. B ock 1
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