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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
80. 82. 78. 39 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Np Al_Net drop 1
80. 82. 78. 39 Net her | ands 147.237. 76. 202 e.halag.idf.il B ock Np Al _Net drop 1
82.145.33. 11 Uni ted Ki ngdom 147.237.76. 196 e.sviva.idf.il Block Ip Véb In drop 1
80. 82. 78. 39 Net her | ands 147.237.76. 30 hi nush.idf.il Block Np Al Net drop 1
89. 163. 132. 132 Ger many 147.237.76. 34 yohal an.i df .il Block Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

37.59. 60. 67 France 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 64. 190 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 50
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109. 253. 145, 162 147.237.77. 216 I srael dover.idf.il GPL SCAN nyscan 2
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
109. 253. 145. 162 147.237.77. 216 I srael dover.idf.il I NDI CATOR- SCAN nyscan 2
194. 187. 249. 120 147. 237.76. 39 Eur ope nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 3072 1
54.179.135.126 147.237.76. 196 S ngapore e svivaidf.il ET SCAN NMAP -sS w ndow 4096 1
194. 187. 249. 120 147. 237.76. 39 Eur ope nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 4096 1
82.117. 208. 243 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
54.179.135. 126 147.237.76. 196 S ngapore esvivaidf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
72.192.40.59  |Wnited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt with different moni tor (50
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
83. 53. 215. 36 Spai n 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 10
46. 19. 85. 80 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber moni t or 6
Sreamng Engine: TCP Invalid i i ssi
94.159. 181. 184 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
79.181.229. 121 |Israel 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 80 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
46. 19. 85. 39 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 105 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.148.148 |Israel 147.237.77. 216 |dover.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 39 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
203.219.134.86 |Australia 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
109. 186. 2. 38 | srael 147.237.77. 216 |dover.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
94.230. 86. 189 |[lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i SSi
84.94.197.174 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219. 231. 199 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 25 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
77.126.86.29  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
157.565.39.215 |lhited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |4 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 211 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
2.52.53. 156 I srael 147.237.72. 166 |akai df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
73.69. 15. 72 Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 2
46. 19. 85. 215 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber monitor |2
73.69. 15. 72 Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
46.19. 85. 219 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber alert 2
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |lnited Sates |147.237.72.166 |aka idf.il 9 =9 Invalid segnent retransmssion. | 2
Ret ransni ssi on Packet dr opped.
46.19. 85. 219 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.160 |lnited Sates |147. 237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
128.232. 110, 28 | ted 147.237.76.196 |e.svivaidf.il  [Geo-l ocation enf or cenent Geo-I ocati on i nbound drop 2
Ki ngdom enf or cenent
46. 19. 86. 6 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 215 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 2
85. 64. 95. 174 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
176.13.26. 224 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber aert 1
8.37.227.68 é{n;(r;ynnus 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
141.212.122. 170|Wited Sates [147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.117.126. 138 |lIsrael 147.237.77. 176 |nat pash.i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
128. 232. 110. 28 z";;gom 147.237.77.19 |lawforumidi.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
195. 60. 232. 57 |l srael 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 213|Wited Sates |147.237.76.197 le.himush.icf.il  |Geo-1 ocation enf or cenent ﬁ;’o:ggi'nf” i nbound drop 1
141.212.122. 166|Wited Sates [147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 77 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
109. 10. 175. 222 |France 147.237.8.14 |e.orchot.idf.il  [Geo-l ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
46. 19. 85. 204 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
85.65. 110. 184 |l srael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
176.13. 26. 224 |Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
31.210. 187. 158 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 171 |Wnited Sates [147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
79.179. 164. 163 |l srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 10
79.179. 164. 163 |Israel 147.237.0.19 |nadimatal .idf.il gd?’::;f;ﬂ%i .\floll r?toti)ﬂneftll()ggﬁ?tni?tg;c:sﬂder 1StxtSreet in Bl ock 3
85. 65. 43. 147 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
40.77.167. 89 Lhited Sates|147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from40. 77. 167. 89 Bl ock
68.180.228.112 |lhited Sates|147.237.77. 216 |dover.idf .i | Paranet er Type Mol ati on PageNumin wa i df . i |/1824- he/ dover . aspx B ock
208.184.112. 74 |United Sates|147. 237. 77. 216 |dover . i df . | e 1) 1155, 23650 el dover. aee Bock |1
40.77.167.91 Lhited Sates|147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww idf.il/1133-15982- he/ dover B ock 1
109. 66. 126. 171 |l srael 147.237.77.234|hal ag. i df . il Mil tipl e Unhauthorized URL Access from 109. 66. 126. 171 Bl ock 1
79.181.229. 121 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
64.251.25.176 |Lnited Sates|147.237.72.166 |aka.idf.i | MBSQ Dota Retrieval with Inplicit  Qonversion Erors None 1
151.80.31.153 |italy 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
94. 159. 181. 184 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
68.180. 228. 112 |[lhited Sates|147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/navy/ B ock 1
46. 19. 85. 61 I srael 147.237.77. 216 |dover . i df . i | Distributed Ml forned URL B ock 1
109. 66.126. 171 |Israel 147.237.77. 234 |hal ag.i df . i | mﬂt:g?rsi“zig;z‘.fcd??flslsti%_st oragel 1 es/ 1 si 2633640/ 1541 | pg Bock |1
Paraneter Type Mol ation
79.182.199. 203 |l srael 147.237.76.31 |nakchal .idf.il ct | 00$Cont ent P acetbl der 1$ucFagont r ol $t xt Search in B ock 1
wane nakhal . i df . i 1 /1072- he/ nakhal . aspx
64.251.25.176 [lnited Sates|147.237.72. 166 |aka. i df .i | Mil ti pl e signatures from64.251. 25. 176 B ock 1
199. 46. 199. 231 |Uhited Sates|147.237.77. 216 |dover.i df . il Unaut hori zed LRL Access to waw idf.il/us Bl ock 1
94.230. 86.150 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19. 85. 61 I srael 147.237.77. 216 |dover.idf . il Distributed Unknown HTTP Request Met hod B ock 1
141.212. 122. 160|lhited Sates|147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
79.182.199. 203 |l srael 147.237.76.31 |nakchal .idf.il Parameter Type Mol ation search in ww nakhal .idf.il/1072- he/ nakhal . aspx |Bl ock 1
66.249. 65. 174 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 9067- he/ at al . aspx B ock 1
207.241. 226. 230|Wited Sates|147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/application/http Bl ock 1
107.178.194. 83 |United Sates|147.237. 7. 216 |dover . i df . i | D stri ot ec ll‘f;;_t;;’;gfﬂeﬁvﬁfzspzn Bock |1
46. 19. 85. 61 I srael 147.237.77. 216 |dover . i df . i | I11egal HITP \ersion B ock
141.212.122. 160|lhited Sates|147.237.0.19 |madimatal .idf.il |Uauthorized URL Access to 147.237.0. 19/ B ock
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il mﬁtdt;orlz /Ziegt éf?ﬁﬁ;sj rta(j) ni ng/ t ransport at i on. asp Bl ock 1
208.184.112. 74 |United Sates|147. 237. 77. 216 |dover . i df . i | b stri bt oc gs?;fggggfﬁeﬁvi‘fzs:pz” HBock |1
107.178.194.87 |Wited Sates|147. 237. 77. 216 [dover. i df . i | D stri uted lLi‘;;_tgzoégg?ﬂe%ﬁ‘?isp;” Bock |1
79.180. 151. 106 | srael 147.237.72. 166 |aka. i df . i | g'séii (‘:r'])e Untraceabl e SS. Sessions from79.180. 151.106 (Lhknown S fy, 1
Unknown Par anet er
46. 19. 86. 147 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38%$ct | 01$ct | 03$chl Quest i on$3 [None 1
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
141.212. 122. 160|lhited Sates|147.237.76.200|ei tan. aka. i df . i| |Unauthorized URL Access to 147.237.76. 200/ B ock 1
85. 65. 87. 249 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135-he/ at al . aspx B ock 1
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