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01-27-2016-00:04:00 to 01-27-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
89. 163. 132, 132

|Target Address  |Site

|Signature |Device Action  |Count |
Ger many 147.237. 76. 148 ggcenter. aka.idf.il ock Wp Al _Nets drop 1

198. 56. 164. 154 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al Net dr op 1

198. 56. 164. 154 Lhited Sates 147.237. 76. 201 e atal.idf.il Bock Np All Net drop 1




01-27-2016-00:04:00 to 01-27-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
93.172.138. 28 I srael 147. 237.72. 166 aka.idf.il Q008: HTTP: Xenu User Agent B ock 1
203.213.233.82 Australia 147.237.77. 216 dover.idf.il |13444: HTTP. WatVeéb User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.254  |147.237.72.166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
162.222. 185. 165|147.237.0. 19 |lhited Sates [madimatal.idf.il |ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.76.39 [China nobi | e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
121.201.27.61 [147.237.0.15 |China kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
115.182.17.13  |147.237. 76. 200 [Chi na eitan aka.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244(147. 237.0.33  |Latvia idf.il ET SCAN NVAP -sS wi ndow 1024 1
162.222. 185. 165|147. 237. 76. 147 |Lhited Sates |[chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
162. 222. 185. 165[|147.237.0.33 |lhited Sates |idf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
115.182.17.13  |147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
223.240.133.2 |147.237.72. 167 |chi na shurimaka i i1 |0 VER APAGHE Apache nod sl non- SSL connection to SS9 port 1
deni al of service attenpt
201, 173. 158. 161|147, 237. 72. 156 |Mexi co avan.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162. 222. 185. 165(147. 237. 76.38 |Wited Sates |e.e.meitav.idf.il |ET SCAN Potential SSH Scan 1




01-27-2016-00:04:00 to 01-27-2016-01:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature

52.7.46.16 Lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 734

54.173.9.10 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 159

46.19. 85. 89 I'srael 147.237.77. 243 |rbi e i o1 | €AM NG Engine: TCP nval i d inval id segnent retransnission. Packet drop 42
Ret r ansni ssi on dr opped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 36

176. 12. 155. 250 |israel 147, 237. 77, 243 |wbi e, i o 1 | SN NG Engine: TCP Invalidinvalid segnent retransmission. Packet drop 33
Ret ransni ssi on dr opped.

54.85.198.156 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 19

52.6.5.122 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 15

46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 12

185. 5. 223. 35 _’?j”els: L?;?”acupi o [147-237.76.86 |naw.idf.il  |drop Frst packet isn't SN drop 12

79.176. 125. 107 |Israel 147.237.72. 166 |aka a1 | €aM NG Engine: TCP Inval id invalid segnent retransnssion. Packet drop 12
Ret ransni ssi on dr opped.

2.52.161.195  |Israel 147 237. 77, 243 |mwbi e i o 1 | €M NG Engine: TCP Invalidinvalid segnent retransnission. Packet drop 12
Ret r ansni ssi on dr opped.

46.19. 85. 170 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |11

80.178.150.48 | srael 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Inval i d invalid segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.

208.52. 154. 240 |United Sates 147.237.0.34  |tikshwv.idf.il ge;::'t n?_i E:?' r:;:f oTr?;nent ;Clpov\se%gzgg;e&‘g ‘lfaC::tXi d’:‘:)g‘pe o |drop 9

185. 5. 223. 35 _';erfls: L?;f"”acupi o |147-237.76.86 |nawy.idf.il  |Bad TCP sequence monitor 8

52.6.5.122 Lhited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor (8

66.249.78.37  |wnited Sates 147.237.77. 234 |hal ag.i df . Streaning Engi ne: TCP Inval id finvalid segnent retransnission. Packet drop 8
Ret r ansni ssi on dr opped.

46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6

46. 19. 85. 20 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6

188. 120. 148. 139]I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |6

84.108.132.88 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6

46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6

46. 19. 85. 246 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |6

46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

82.80.130.133 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6

109. 253. 132. 50 |Israel 147.237.72. 166 |aka i1 | €aMNg Engine: TCP Inval i d |invalid segnent retransnssion. Packet drop 6
Ret ransni ssi on dr opped.

37.26.149.136 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 218 | srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 164 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert

79. 180. 8. 69 I sr ael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Inval id invalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.

82.80.130. 133 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

46. 19. 85. 131 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

79.179.35.141 | srael 147, 237.72. 166 |aka i1 | SAM NG Engine: TCP Inval id finvalid segnent retransmission. Packet |, o, 6
Ret r ansn ssi on dr opped.

46. 19. 85. 164 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |6

46. 19. 86. 34 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 20 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6

46.10.85.89  |[Israel 147.237. 72, 166 jaka ich.i1 | S Ng Engine: TCP Inval Tdfimal id segrent retransmssion. Packet | oo 6
Ret r ansni ssi on dr opped.

87.69. 160. 147 |l srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5

46.19. 85.131 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5

46.19. 85. 194 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |5

41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data mnitor |5

37.26.146.233 |[lIsrael 147.237.76.86 [navy.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 4

79.179.144.38 |Israel 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

37.26.149. 157 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber monitor (4

85.250.75.225 | srael 147. 237, 76. 200 [ei tan aka. i of .| | S2M NG Engine: TCP I nval i d |inval id segnent retransnission. Packet drop 4
Ret r ansni ssi on dr opped.

52. 0. 86. 232 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SWN drop

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.148.252 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
37.26.148.207 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 14
46. 19. 86. 200 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 12
176. 12. 155. 250 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 11
46. 19. 85. 89 I srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response CQode B ock 7
2.54.18.115 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 7
2.52.161.195 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2. 54.129. 209 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
87.69.208.241 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
2.54.139. 164 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 159 B ock 2
212.235.8.225 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
31.154. 94.12 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for v aka. i df . i/ mai n/ sachar/ defaul t.aspx |B ock 2
54. 85. 198. 156 ;q;:ee: 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 54. 85.198. 156 B ock 2
46. 19. 86. 226 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
109. 67. 167. 197 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
77.126.24.178 |[Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
68. 180. 228. 112 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/english/ history/born2. ht n\ B ock 1
NULL Character in Header Nane at A A-A2 UAE?A* AtAYF A A
[[#20] ] A@pAj ACASAZA? AVAUATAA'53_} AceACA A [ #28] ] A?A™
Aa, VA-AL[[#6]] A?A-A-
2.52.20.182 I srael 147.237.72. 166 [aka. i df . i | ASAYAYA 6k SAVA GAYAZv Al A?i AASA’LA+A>DASdA?A?A, Bl ock 1
[[#11]] GASAZNgBA NK{ AZ[ [ #14]][[#14]]1 At KAA™AZqA0AE
GAUTA[ [ #4] ] AE~AEA-AS[ [ #28] | As AxA@~uis AT [ #15] ] A¥{ HA,
A R2@][ #30] ] AA?bAuA+Ace] [ #11]] ASVA. [ [ #6] | ?Aa
208. 52. 154. 240 g“'attssd 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to /administrator/ Bl ock 1
2.52.20.182 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from2.52. 20. 182 B ock 1
184. 168. 192. 130 g“'af(f;’ 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock 1
Lhi ted . . Unaut hori zed URL Access to
54.85.198. 156 Sates 147.237.77.74 [lawidf. il waw nag. i df . i |/ checksi t e/ cust om error - page- t est Bl ock !
Illegal Byte Code Character in Header Name AjA°qx3+ A—ATAVL A Auhe
2.52.20.182 I srael 147.237.72. 166 |aka. i df . i | ATA?AU- NeA~o{ _A " AVAYA " AL K[ [ #23] ] Ace[ [ #26] ] 44[ [ #18] ] A™ B ock 1
{bA° A" [[#11] ] AA?A-A27AA..] UB9AL « AsAR AE[ [ #28]]"
) ; ; D stributed Uhaut hori zed URL Access on
85.248.227.163 |Jovakia  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Lhi ted . . NULL Character in Header Name at A..AA A-A o[ [#2]] A?[[#4] ][ AvAE
72.192.40.59  [oo o 147.237.76.86 |[navy.idf.il AcAvam] [ #11]]1 [ [#20] ][ [ #0] ] AcO=AZAE] [ #12] ] [ [ #16] ] [ BAA AN Ao Bl ock 1
2.52.20.182 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Ml formed HITP Header Line from 2.52.20. 182 Bl ock 1
197. 49.76.173  |Egypt 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xmirpc. php B ock
. . Unhaut hori zed URL Access to
66. 249.78. 137 I srael 147.237.76.86 |navy. | df.il wane navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
46.117.21.1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.52.20.182 I srael 147.237.72. 166 [aka. i df . i | Ml for med HTTP Header Line 5 B ock 1
109. 253. 139. 231 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
79.176.111. 169 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Ui ted Illegal Byte Code Character in Header Nane A.A
72.192. 40. 59 Sates 147.237.76.86 |navy.idf.il Aof AR fo[ [ #2]] A2 [ #4] ] [ AAEACAAMB] [ #11] 11 [[#20]] [ [ #0] ] Aco=Az Bl ock 1
AE[[#12] ][ [ #16] ] [ 8AA K\ Ao
. . SS. Whtraceabl e Gonnection - Protocol violation
2.52.20.182 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
208.184.112.74 g o 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.52.20.182 I srael 147.237.72. 166 [aka. i df . i | Mitiple Ill1egal Byte Qode Character in Header Val ue from2.52.20. 182 B ock 1
184. 168. 192. 130 LSqulatt:s 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw aman. i df.il/xmrpc. php B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in vww aka.idf.il/main/giyus/ general . aspx None 1
2.52.20.182 | srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header Val ue B ock 1
46.19. 85. 131 I srael 147.237.77.216|dover.i df . i | Mal formed URL B ock 1
72.192. 40. 59 g‘;:ﬁ 147.237.76.86 |navy.idf.il NULL Character in Method A[[#0]1[[#0]][[#0]][[#22]1A B ock 1
2.52.20.182 I srael 147.237.72. 166 [aka.i df . i | Miltiple Milformed LRL from2. 52 20.182 Bl ock 1
Lhi ted . . D stributed Unhaut hori zed LRL Access on
204.13.201.138 o 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.117. 174. 158 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
o A€° A AZA e ~ A A f- ALl A5
2.52.20. 182 I'srael 147.237.72. 166 |aka. i df . i | !v;g[?;g?d URL < 71a€° AEp/SARQUZL @l [#25] 1 A { [[#14] ] rzud€i a€ 1g oy |y
|
i m ny- kosher - kr avi .
141. 212. 122. 160 gq;tt:: 147.237.0.17 idfnyi | Unaut hori zed URL Access to 147.237.0.17/ B ock 1
79.180. 151. 106 [l srael 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Session None
37.142.185.235 |[Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df .il/1133-19149- he/ dover B ock
72.192. 40. 59 g“'af(f;’ 147.237.76.86 |navy.idf.il Illegal Byte Qde Character in Header Val ue B ock 1
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