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Attacker Address
84.108. 204. 65

|Attacker Country
| srael

Target Address
147.237.77.216

Signature

Device Action

Count

dover.idf.il ock Wp Al _Nets drop 6
185. 130. 5. 231 147.237.76. 38 e.eneitav.idf.il B ock Np Al Net drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature
ET DG5S Large anount of TCP Zer oWndow - Possible Nkiller2

31.44.135.165 |147.237. 77. 233l srael atal.idf.il Doos at t ack 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
81.202.58.210 [147.237.8.28 [Spain €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
5.22.131.72 147.237.77. 216 [I srael dover.idf.il I NDI CATOR- SCAN nyscan 2
81.202.58.210 [147.237.77.234|ain hal ag.idf.il ET SCAN Potential SSH Scan 2
5.22.131. 72 147.237.77. 216 (I srael dover.idf.il GPL SCAN nyscan 2
168. 62. 238. 153 |147.237.77. 243 |Uhited Sates |mobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.202.58.210 [147.237.8.50 [Spain e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 [147. 237. 76. 197 |Wkrai ne e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.202.58.210 [147.237.77.243|%ain nobi | e.i df il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.0.200 [Spain ndu. i df il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.77.212|ain e dover.idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.0.19 |[ain madi matal .idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.77.176|ain nat pash. i df .i | ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.0.15 |[Sain kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.76.202|ain e halag.idf.il ET SCAN Potential SSH Scan 1
222.186.31.57 |147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.76.196|ain esvivaidf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77.176 |Lhited Sates  |natpash.idf.il ET DRCP Dshield B ock Listed Source 1
81.202.58.210 [147.237.76.34 [ain yohal an. i df . il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.72.166|ain aka.idf.il ET SCAN Potential SSH Scan 1
164.39.11.198 |147.237. 76. 201 E;ir:;cci]om e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.202.58.210 [147.237.8.45 [Sain eeitanidf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |[147.237. 76. 197 |Wkrai ne €. hi nush. i df i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
81.202.58.210 |[147.237.8.14 |Sain e.orchot.idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.0.34 [Sain tikshuv.idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.77.179|Spain emazi.idf.il ET SCAN Potential SSH Scan 1
81.202.58.210 |[147.237.0.17 |Sain mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.77.19 [Sain | awforumidf.il ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.76.200|Spain eitan. aka. idf.il ET SCAN Potential SSH Scan 1
222.186.31.57 |147.237.76.30 |China hi mush. i df . i | ET SCAN Potential SSH Scan 1
81.202.58.210 [147.237.76.177|ain ncore.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237.76. 31 |Latvia nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.202.58.210 |[147.237.72.167|Sain i shurimaka.idf.il ET SCAN Potential SSH Scan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

46.19. 86. 53 I srael 147.237. 72. 167 |i shuri maka. i df . i Ret r ansmi ssi on Packet  dr opped. drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
212.76.127.219 |lsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 27
195. 239. 16. 40 :Z:::t”i on 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor (26
195. 239. 16. 53 :32::3 on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 26
5.22.135.231  |israel 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retramsmission. |, 21
Ret ransnm ssi on Packet dr opped.
212.76.127.111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 15
212.76.127.44  |Israel 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 12
46.117.130.2  |israel 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid invalid segnent retransmssion. | o 10
Ret ransm ssi on Packet dr opped.
85. 250. 224. 216 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
79.182. 169. 118 | srael 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransmission. |, o 9
Ret ransnm ssi on Packet dr opped.
79.176.19.254 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 254 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
149.78.203.93 [israel 147,237, 77, 243 |mobi e i 11 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 8
Ret ransni ssi on Packet dr opped.
2.54.54.196 I srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
81.218.27.202 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 8
2.54.182.237 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 182 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 169 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
37.26.149.130 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 53 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.102.197.199 |Israel 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 152 I 'srael 147.237. 77. 216 [dover. i df . i | Bad TCP sequence Invalid AGK nunber alert 6
46.19. 85. 182 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 86. 53 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
109. 160. 238. 103! srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 152 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
77.126.18.106 |l srael 147, 237.76. 200 [ei tan aka i o i1 || M NG Engine: TP Invalid invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dr opped.
79.177.152.61 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 132 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 127 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid AGK nunber alert 6
46.19. 85. 12 I srael 147.237. 77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 141 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 86. 53 | srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 6
46. 19. 85. 43 I srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 127 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 53 I 'srael 147.237. 77. 216 [dover. i df . i | Bad TCP sequence Invalid AGK nunber alert 6
46.19. 85. 12 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 208 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
5.102.197.199 |Israel 147.237.77. 216 |dover.i df i SYN Att ack SYN -> SYN-ACK -> RST alert 6
46.19. 85. 141 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 53 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
109. 160. 238. 103|l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
46.19. 85. 132 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
85. 250. 224. 216 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 5
46. 19. 86. 53 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
64.61.21.78 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
151.80.37.228 |italy 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
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At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
2.52. 40. 230 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 145
2.54.188.205 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 123
2.54.188.205 |lsrael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 93
2.52. 40. 230 I srael 147.237.0.19 |madimatal .idf.il|Too Many of the Sane Response Code (403) in Session from 2.52.40.230 |B ock 83
46.19.86.226 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 55
213.57.57.135 |Israel 147. 237.72. 167 |i shuri maka. i df . i ;‘1’2 '\Egr_‘VS;’_flége Sane Response (bde (404) in Session from Bl ock 11
2.54.188.205 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 10
2.52. 40. 230 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 6
185. 120. 126. 12 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 4
84.228.177.71 |Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code Bl ock 4
109. 253. 211. 82 |l srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
185.32.179. 16 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 3
79.182. 169. 118 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
80. 246. 136. 91 |l srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
185.3.144.55 |Israel 147.237.0.19 |nadi matal .idf.il rﬁha;”;qh;r;z_?zf%ﬂ‘/ :ﬁ;eesds/;j‘;dup it enakat oLt . a5 Bl ock 2
72.9.148.10  |uited Sates [147.237.76.86 [navy.idf.il m“tngs;' e e ) navy. aspx. aspx HBock |2
85.65.168.92 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.181.115.46 |lsrael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
109. 66. 104. 151 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
2.54.140.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
89. 138. 253. 129 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ gi yus/ waw navy. i df.il B ock 2
71.178.94.44 |uited Sates [147.237.77.216 |dover. i df .i D stri bued Lauthord éggv;ﬁ‘aspgiess o Bock |1
176.13.6.40  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;lee? | lcg‘eggfﬁzmztesll stehi | ddocunent s/ 1071 Bl ock 1
66. 249, 64. 131 | srael 147.237.72. 166 |aka. i df . i | i;t rzgt;‘ftg llé%"’/‘”;gor:/i ;e;uxexf;s_sazgx Bl ock 1
109. 226. 21. 167 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
85.25.103.12  |Germany 147.237.77. 216 [dover . i df . | b stri bt ec lLf??;fgggsisé?ﬂe%vﬁ??sspﬁn Bock |1
46.19.85.236 |Israel 147.237.77. 216 |dover. i df .|l Mil tiple Malformed URL from 46. 19. 85. 236 Bl ock 1
79.177.36.208 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149. 78. 163. 150 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249. 78. 159 |l srael 147.237.77. 216 |dover. i df .|l Unaut hori zed URL Access to ww i df.i|/1133-17225- he/ dover. asp Bl ock 1
93.115.241.2  |Romani a 147.237. 77. 216 [dover . i df . i | b stri bt oc lffgf:gzgfﬂeﬁvﬁff;;” Bock |1
37.142. 185. 235 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df .il/1133-19149- he/ dover B ock
213.57.57.135 |[lsrael 147.237.72.167|i shuri maka. i df . i|Too Many 404: Response Code per Session B ock
82. 80. 141. 203 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
Unknown Par anet er
176.13.19.62 |lsrael 147.237.72.166|aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38$ct | 01$ct | 03$chbl Quest i on$5 |None 1
in ww aka.idf.il/nain/giyus/ questionnaire. aspx
66.249. 65. 174 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.19.85.236 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 236 Bl ock 1
Unknown Par anet er
79.177.52.83 |lsrael 147.237.72.166|aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $bt nAt udaPrint in None 1
wav aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
149. 88. 82. 120 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ si p_st orage/ fi | es/ 8/ 1668. doc [B ock 1
66. 249. 78. 240 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
46.117.181. 111 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
107.178.194. 79 [United States (147, 237. 77. 216 |dover . i df . | D stri buted 1T§;f;§£gi?ﬂef:;’v§°_fsspf” Bock |1
41.199. 130. 230 |Egypt 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v i df.il/894-ar Bl ock 1
83. 130. 100. 199 |l srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
73.205. 105. 211 |Lhited Sates |147.237.72.166|aka. i df .il MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
2.52.40. 230 I srael 147.237.0.19 |nadimatal .idf.il|Too Many 403: Response Code per Session B ock 1
178. 152. 156. 97 |Qit ar 147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin waw i df . i|/1065-en/ dover . aspx B ock 1
146. 185. 234. 48 RF«;Z;::: on 147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ation fronate in waw cogat. i df.il/901-en/ cogat.aspx |B ock 1
66. 249. 65. 188 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1245- he/ at al . aspx B ock
85.250.194. 91 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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