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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |

85. 130. 251. 227 | srael 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 3
181.228. 123. 107 Argentina 147.237.72. 166 aka.idf.il Frk_Under At tack_Con_Tcp drop 2
89. 163. 132. 132 Cer many 147.237.76. 201 e atal.idf.il Bl ock Wp Al Nets drop 1
23.239. 64. 15 Lhited Sates 147.237.76. 198 e.yohalan.idf.il [Bock Np All Net drop 1
89. 163. 132. 132 Cer many 147.237. 76. 198 e.yohalan.idf.il [B ock Wp Al Nets drop 1
89. 163. 132. 132 Cer many 147. 237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
66. 240. 236. 119 Lhited Sates 147. 237.76. 202 e halag.idf.il ock_Wdp Al _Nets dr op 1
89. 163. 132. 132 Ger many 147.237.76. 199 e.nakchal .idf.il ock_Udp All _Nets drop 1
113. 163. 32. 60 Vi et nam 147.237.76. 86 navy.idf.il Bl ock Wp Al Nets drop 1
89. 163. 132. 132 Ger many 147.237.76. 200 eitan.aka.idf.il [Bock Wp Al Nets drop 1
23. 239. 64. 15 Lhited Sates 147.237.76. 34 yohal an. i df .i| B ock Np Al Net drop 1
113. 163. 32. 60 Wi et nam 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1
89. 163. 132. 132 Cer many 147.237. 76. 197 e hinush.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1




01-26-2016-22:04:04 to 01-26-2016-23:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DG5S Large anount of TCQP Zer oWndow - Possible Nkiller2

80. 246. 130. 225 |147.237.76.30 |[Israel hi nush. i df i Doos at t ack 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent

111, 50, 66. 45 147 237 76.31 |chi na nakehal i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

59. 45. 79. 117 147.237.76.30 |China hi mush. i df i | ET SCAN Potential SSH Scan 1
85. 250. 248. 181 |[147.237. 72. 166 || srael akaidf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
61.244.49.137 [147.237.0.35 |Hong Kong akavs. i df i | ET SCAN NVAP -sS w ndow 1024 1
199. 203. 240. 37 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 77. 235N car agua svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
46.121.87.220 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 178 |Chi na e. mat pash. i df . il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 77. 235|N car agua sviva idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
164.39.11.198 [147.237.76.38 E?i;;gom e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
164.39.11.198 [147.237.8.24 LK?i;gegom elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.76.34 |China yohal an. i df . i ET SCAN Potential SSH Scan 1
109. 65. 9. 110 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
84.229.134.91 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
79.180. 197. 206 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
212.252.193.52 |(147.237.77. 212 |Turkey e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.244.49.137 [147.237.0.17 |Hong Kong mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 77. 235 [N caragua svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
59. 45. 79. 117 147. 237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188|147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 [Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
164.39.11. 198 |147.237.8.45 LKJ?i;:gom eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

ountry Target Address |Ste Signature
37.26.149. 214 |Israel 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 53
37.26.149. 214 |lIsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 53
37.26.149.214 |Israel 147. 237.72. 166 |aka i df . i Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |52
46.19.85.39  [Israel 147. 237.72. 166 |aka i of . i Streanmng Bngine: TCP Invalid invalid segnent retransnission drop 45
Ret r ansni ssi on Packet dropped.
109. 67. 148. 151 |I srael 147.237.77. 243 |rwvi e i i1 |1 €M NG Enginer TP Invalid - finvalid segnent retransmssi on drop 42
Ret r ansni ssi on Packet dropped.
46.19.86.103 |l srael 147,237, 77. 243 |mbil e icf.i | SAM NG Bngine: TP Invalid - invalid segnent retransnissi on drop 42
Ret r ansni ssi on Packet dropped.
79.178.179.97 |Israel 147.237.77. 233 |atal i cf i Bad TCP sequence mdgirsaé‘;"lt wth dfferent monitor |40
46. 19. 85. 39 I sr ael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber noni t or 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
46. 19. 85. 96 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
149.78.18.16 |Israel 147.237. 77, 243 mbi e i1 | SAM NG Enginer TP Invalid invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
80. 246. 130. 225 |l srael 147.237.76. 30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
85. 64. 56. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
46.19.85.228 [israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
79. 176. 166. 164 |I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19.85.96  |Israel 147.237. 76. 147 |chi nuch. aka. i of .1 {Bad TOP sequence SwAcere reansm wthdifferent | onitor |10
80. 246. 130. 225 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
84.228.15.170 |Israel 147. 237.72. 166 |aka i of . i Streanmng Bngine: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 96 | srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber alert
2.52.179. 38 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.86.77  |Israel 147.237.77. 203 |rwbi e i i1 | S NG Engine: TCP Invalid - invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 96 | srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 96 I srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
185. 120. 125. 32 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  imvalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
31. 210. 186. 238 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19.85.235 [Israel 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 96 I sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti meout aert 7
46.19. 85.43 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
2.54.187.210 |[Israel 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.180 |Israel 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
84.228.50. 93 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 42 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.146 |Israel 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19.86.81  |Israel 147.237.77. 203 |rwbi e i i1 | S NG Engine: TCP Invalid - invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.52.142.214 |israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
79.178.179.97 |Israel 147, 237. 76. 200 |eitan aka. i1 || SAM NG Engine: TP Invalid - invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 51 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 75 I sr ael 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19.85.190 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 42 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.146 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 28 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
79.181.166.4  |lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.230 [Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85.51 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19.85.180 |[lIsrael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
95.86.102.6  |Israel 147.237.77. 243 |moti e a1 | €3MNG Enginer TCP Invalid — invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.190 [lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site Sgnature Action ‘Count
46. 19. 86. 226 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 176
46. 19. 86. 226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 147
79.183.52.114 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 116
2.52.40. 230 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 103
85.65.117.251 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 86
46.19. 86. 173 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 84
2.52.40. 230 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 75
5.29.72.10 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 50
82. 81. 65. 229 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 43
2.54.49.116 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
2.54.45. 231 I srael 147.237.77. 243 |nobi | e. i df . i | Eﬁffﬁt o T?'Ipfszcﬁlﬁ Lﬁ&gﬁﬁiﬁmd in Bock |29
85.65.117.251 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
46. 19. 86. 103 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 10
109. 253. 221. 26 |l srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 8
77.127.78. 27 | srael 147.237.0. 17 g; niyl- kosher-kravi . i Mitiple Illegal Parameter Encoding from77.127.78.27 None 8
213.57.176.211 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
185.32.179.16 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 6
84.229.134.91 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 84.229.134.91 B ock 6
176.13.21. 15 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 3
84.229.134.91 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/4/ B ock 3
46. 19. 86. 103 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
95. 86. 97. 16 I srael 147.237.72. 166 |aka. i df . i | Mitiple I1l1egal Byte Gode Character in LRL from95. 86.97. 16 B ock 3
2.54. 45, 231 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
95. 86. 102. 6 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.146.215 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
109. 66. 60. 103 |l srael 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 2
95. 86. 102. 6 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unauthorized URL Access from 95. 86. 102. 6 B ock 2
46. 19. 85. 251 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
149. 78. 18. 16 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
77.125.140.97 |lsrael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to wwy anan. i df.il/https:/ww aman.idf.il/ |B ock 1
95.86. 102. 6 | srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt : cl’r(;fz‘f? ; Cu;esgrcﬁfnptl O e/ 1 st chi | cdocument s/ 1465 Bock |1
66. 220. 158. 106 g‘;tt:: 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
204.13. 201137 [J11€ 147.237.77. 216 |dover . i df . i | D stri utec ;f;;t;‘g;éfge%ﬁff;pz” Bock |1
84.108.17.226 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock 1
46. 19. 86. 81 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
149.78.180.75 |lsrael 147.237.77.243|nobi [ e.i df . i | D stributed Waut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock 1
109. 64. 165. 227 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
79.176.175.61 [Israel 147.237.76.42 |refuah.idf.il O ted ratrorized ﬁaﬁcgiii on Hock |1
31.13.102.109 |ireland 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
2.54.142. 74 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock
95. 86. 97. 16 I srael 147.237.72.166 |aka. i df . i | '()L'ri%asj/ i?'tageeﬁdsngzggg‘;;;;kﬁ f/ nai 1V kapat 2/ [ res Bock |1
66. 249. 78.206 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
41.199. 130. 230 |Egypt 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/894-ar B ock 1
109. 253. 220. 168]I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
80. 246. 136. 63 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
77.127.78.27  |israel 147.237.0.17 g:nlyl kosher -kravi . Illegal Paraneter Encoding u@M.yl "AXO None 1
Unknown Par arret er
5.29.78.19 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acekbl der $ct | 40$ct | 07%ct | 03$ddl Questi o|[None 1
nin ww aka.idf.il/nain/giyus/questionnaire.aspx
95.86.105. 194 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66. 249. 64. 23 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
204.13.201. 138 ["1& 147. 237.77. 216 |dover . i df . i | D stri uted lfsg_tg’éggf’ﬂe%ﬁfzsp;” Bock |1
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