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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
46.19. 86. 117 | srael 147.237.0. 19 nadi matal .idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 134
79.176.127.112 | srael 147.237.77. 74 lawidf.il B ock_Udp Al _Nets dr op 3

149.91. 81. 182 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

185. 35. 62. 68 Swi t zerl and 147.237.76. 198 e.yohal an.idf.il B ock_Udp Al Nets drop 1

80. 246. 137. 46 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

185. 35. 62. 151 Sntzerl and 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp All Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il |B ock Udp All Nets drop 1

185. 35. 62. 46 Sntzerl and 147.237.76. 176 test.ncore.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

At tacker A tacker .
ount ry rget Address ’SIte ’Sgnature

84. 111. 208. 176 |l srael

. .114062: HTTP. SpanB ockerUility Fake Anti- Spyware User- Agent
147.237.72. 166 |aka. i df . i (Spanfl ocker U 11 ty . x. X)

13840: TLS (penSSL Heartbeat Packet

Bl ock 2

52.1.90. 117 Lhited Sates |147.237.72.166|aka.idf.i

Bl ock 1
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|Top Attackers In |D|

A tacker

Target Address ountry Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
213.204. 101. 24 [147. 237. 76. 30 |Lebanon hi nush. i df .i | ET SCAN NVAP -sA (2) 4
37.143.82.50 [147.237.8.27 |Netherlands e nadimatal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
183.60.48.25  [147.237.76. 201 |Chi na eatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.54.168. 94 147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
183.60.48.25 |147.237.76.34 |China yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
118. 173. 135. 79 [147. 237. 76. 39 |Thai | and nobi | e. nei tav. i df il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
85. 250. 236. 251 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 178. 157. 116 |147. 237. 72. 166 || srael aka.idf.il portscan: TCQP DO stributed Portscan 1
61.244. 49. 137 |147.237.77. 226|Hong Kong v chanat z. aka. i dof . il [ET SCAN NVAP -sS w ndow 1024 1
222.186.56.5 [147.237.76. 200|Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 [147. 237. 76. 147 |United Sates [chi nuch. aka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
216.55.143. 94 |147.237.77.216|lited Sates |dover.idf.il ET WEB_SERVER PHP Orawl er 1
37.143.82.50 [147.237.8.27 |Netherlands e nadimatal .idf.il ET SCAN NMVAP -sS wi ndow 4096 1
37.143.82.50 |147.237.8.27 |Netherlands e nmadimatal .idf.il ET SCAN NVAP -f -sS 1
183. 60. 48.25  |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 28. 136. 37 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 183. 161 [147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.229.156.6 |147.237.72. 166l srael aka idf.il portscan: TCQP DO stributed Portscan 1
61.244. 49. 137 |147.237.77.227 |Hong Kong e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.5 [147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147. 237.76. 147 |Uhited Sates |chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
222.186.56.5 |147.237.76.34 [China yohal an. i df.il ET SCAN Potential SSH Scan 1
46.120.175. 16 [147. 237. 72. 166 |1 srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste
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Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66. 249. 69. 30 Lhited Sates [147.237.77.243|nobile idf.il > dro 84
Ret r ansmi ssi on Packet dropped. P
Sreaming Engine: TCP Invalid i i ssi
46.117.192.25 |israel 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransnission. drop 42
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
149.91.81.182 |[Uhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 23
80.246.136.6 I srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SINHAK retransmt with different | oo f1g
w ndow scal e
46.19. 86. 117 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreanming Engine: TCP Invalid i i ssi
46.19.86.117  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. drop 18
Ret ransmi ssi on Packet dr opped.
197.47.157.9 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
5.102.254.128 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 15
213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
reamn ine: TCP Invali i i ssi
192.115.102.4 |Israel 147.237.72. 166 |aka.i df . i1 Streaming Engi ne: TCP alid livalid segnent retransnission drop 10
Ret ransni ssi on Packet dropped.
109. 64.102.96 |l srael 147.237.72. 166 |aka.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
reamng BEngi ne: TCP Invali i i ssi
37.26.147.133 |Israel 147, 237.76. 200 [ei tan aka. i o i1 || €M NG Engine: TQP Invalid  Jinvalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.38  |Lnited Sates |147.237.77.243 |nobile.idf. il g =g Invalid segnent retransnission. drop 9
Ret r ansmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
37.26.149.173 |israel 147.237.0.34 |tikshov.icr. i1 | €AMNg Engine: TQP Invalid invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
78.55. 103. 29 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
31.210.187.131 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 8
185. 26. 144. 143 [Turkey 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 7
109. 66. 110. 215 |Israel 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 7
185. 26. 144. 143 |Tur key 147.237.76.42 |refuah.idf.il drop SAMrul e drop 7
46. 19. 85. 130 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
217.132. 135. 246l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
109. 67. 134. 238 |l srael 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SYN drop 6
46. 252. 74. 58 E?';;gom 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109. 64. 102. 96 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.
37.26.147.141 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 130 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
66.249.78.12  |Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
217.132. 135. 246|I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or
213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert
5.28.162. 68 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
37.26.147.153  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78. 147 |lited Sates [147.237.76.86 |[navy.idf.il 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
78.166.224.25 |Turkey 147. 237. 77. 216 |dover i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.101. 225 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
31.210.188.96 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.175.176 |l srael 147.237.76.31 |nakchal.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
185.32.179.9  [Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different Jopniior s
w ndow scal e
109. 67. 134. 238 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
Sreaning Engine: TGP Invalid i i ssi
5.102. 254. 128  |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmission. drop 5
Ret ransmi ssi on Packet dropped.
94. 230. 86. 142 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 5
41.238.61. 70 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
5.22.135. 106 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.145.8 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
179.8.132.209 |Ghile 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 66. 110. 215 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 4
2.54. 48. 204 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i ssi
37.142.177. 111 |israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransnission drop 4
Ret ransmi ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or
109. 66. 110. 215 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
185. 3. 147.186 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 611
5.29.72.10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 491
185. 3. 147.186 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 300
46.121. 27. 64 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 274
46.121. 27. 64 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 237
185. 3. 147. 186 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 214
5.29.72.10 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 214
46. 19. 85. 67 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 199
46.19. 85. 67 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
5.29.72.10 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 63
87. 69. 33. 189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
109. 253. 158. 25 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 44
46.121. 27. 64 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 42
46.19. 86. 117 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 41
46. 19. 85. 67 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 35
46. 19. 85. 91 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
46. 19. 85. 69 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
176. 13. 4. 229 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 17
2.52.19. 203 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 64.102. 96 |l srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 109. 64. 102. 96 B ock 8
213.57.175.176 |[Israel 147.237.76.31 |nakchal .idf.il |[Miltiple Unauthorized URL Access from 213.57.175. 176 B ock 6
185. 3. 147.222  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
213.57.175.176 |Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Method B ock 5
46.19. 85. 16 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
185.32.179.64 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.125.76.145 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
185. 120. 126. 12 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.33.180 | srael 147.237.0.19 |nadimatal .idf. i s:rd?':;fgl Tf"zf\lﬁl 7'$gi?r;/°1t(;£$:§”$r”$_a;§;g' der 1StxtR rsthane in Bock |3
36.81.181. 73 | ndonesi a 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Gode B ock 3
Paraneter Type Mol ation
37.26.147.153 |[Israel 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P aceHol der 1$ucArti cl eLobbyCont r ol $I mageBut t onl. X in B ock 2
wawy i df . i |/ 1780- he/ dover . aspx
81.218. 140. 160 |l srael 147.237.77. 176 |nat pash. i df .i| |Dstributed P> Atenpt B ock 2
178.93. 150. 135 |Lkrai ne 147.237.77. 216 |dover.idf . il O stributed Unhaut hori zed URL Access on wwwidf.il/ https:/twtter. cond B ock 2
81.218. 140. 160 |l srael 147.237.77. 176 |mat pash. i df .i|  [Distributed Whauthorized UR. Access on waw cogat . i df.il/xnirpc. php Bl ock 2
2.54.35. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.76.99.188 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.121. 211. 156 |[lIsrael 147.237.77.216 |dover. i df .i | D stributed Suspici ous Response Code B ock 2
5.102. 254.128 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
195. 113. 133. 200 (FZpeu?:)Ihl c 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwyidf.il/pagel 2/ B ock 1
89.139.129.73 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/main/drushim Bl ock 1
84.109.145.76 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
77.125.138.160 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unhaut hori zed URL Access to
213.151.54.16 |[Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i | /sip_storagel il es/ 1/ 69051. pdf &sa=udved=0ahukewi i 9st xnnj |[Bl ock 1
kahvgkg8khf nydl gaf ggt naq&usg=af gj cngqgg69x8i ubeyou7i nkgzdew ucq
132. 66.234. 47 |lIsrael 147.237.72. 156 |anman. i df . i | SSL Lhtraceabl e Gonnection - Unhknown SSL Sessi on None 1
107.178.194.87 |Uited Sates |147.237.77. 216 |dover. i df . i1 |0 o0 e H‘g?"‘_t:g;g_eﬂeﬁv’;‘ic_fsspf” Bock 1
54.147.240.72 |Wited Sates |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wa i df.il/newsite/ english/main. asp B ock 1
207.46.13.137 |lnited Sates [147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
87.68. 36. 219 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
149. 78. 110. 220 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1
68.180.228.112 [nited Sates [147.237. 77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin vww i df . i |/1395- en/ dover. aspx B ock 1
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