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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

79.181. 147. 158 | srael 147.237.72. 167 ishurimaka.idf.il |Bl ock Ulp All _Nets drop 3
198. 58. 102. 158 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
79.181. 147. 158 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
168. 235. 196. 204 Lhited Sates 147.237.77.216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
82.166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il Bl ock_Udp Al _Nets drop 2
23. 239. 64. 15 Lhited Sates 147.237.76. 177 ncore.idf.il Block Np Al _Net drop 1
81.218. 56. 125 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 1
180. 180. 99. 26 Thai | and 147.237.76. 201 e atal.idf.il Bl ock Udp All Nets drop 1
185. 11. 146. 169 Net her | ands 147.237.76. 196 e.sviva.idf.il Block Np All _Net drop 1
122. 0. 26. 36 Ml aysi a 147.237.76. 34 yohal an.idf.il B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

ET DO5 Large anount of TCP Zer oWndow - Possible Niller2

212.199.57.192 |147.237.77. 233 |I srael atal .idf.il Dhos at t ack 16
213.204.101. 24 |[147.237.76.30 |Lebanon hi nush. i df .i1 ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
208. 80. 155. 224 |147.237.77.216 |Uhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 2
87.68. 73. 82 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 79. 104 147.237.77. 233 |Netherl ands ~ |atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
79.177.224. 113 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 216. 176. 244|147. 237.8.28 |Latvia e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.219. 160. 114 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
46.120.193. 175 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 |147.237.76.31 |Wited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.149.180 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
137.117. 168. 203|147, 237. 72. 217 |Lhited Sates |e.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.172.157.61  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
89.139. 128. 68  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 17. 163 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.252.193.52 [147.237.77.61 |Turkey e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.180. 11. 167  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127.87.203  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 216. 176. 244|147. 237.0. 19  |Latvia nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 216. 233 [147. 237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
180. 150. 177. 188|147. 237. 77. 178 |Chi na e. nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
37.210.152.60 |147.237.0.17 |ctar mny- kosher -kravi i df i ET SCN\I Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
151. 250. 144. 242|147. 237. 77. 216 |Tur key dover.idf.il portscan: TCP Distributed Portscan 1
2.54.62.11 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 186. 130. 68 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.201.236. 113 |147.237.8.27 |lkraine e.madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

168. 235. 196. 204 |United Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 87
Sreamng Engine: TCP Invalid i i ssi

84.228.158.52 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 78
Ret ransm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 35
Sreamng Engine: TCP Invalid i i ssi

2.54.170.181  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 33
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

89.138.66.58  |Israel 147. 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. g 22
Ret ransm ssi on Packet dropped.

54.244.22.103 |lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 15

109. 253. 206. 135|1 srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |13
Sreamng Engine: TCP Invalid i i ssi

109. 253. 156. 80 |l srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.

109. 253. 206. 135|1 srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 10

2.54.163. 125 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TP Invalid i i ssi

185. 120, 125. 2 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

213.57.179. 150 |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 8
Ret ransnm ssi on Packet dropped.

185. 32.179. 220 |Israel 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

5.102.254.131 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8

46.19. 85. 86 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |8

46. 19. 86. 214 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 7

5.102.254.147  |israel 147.237.77. 226 ['" chanatz. aka. 10f g TOP sequence Invalid ACK nunber monitor |7

46.19. 85. 237 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert

82.102. 169. 113 |l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

46. 19. 85. 237 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

46.116. 187. 205 i srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

185. 26. 144. 143 |Turkey 147.237.77. 170 |n@arachot . i df .i | dr op SAMrul e drop 6
Sreanming Engine: TQP Invalid i i SSi

109. 253. 133. 101 i srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

79.182.197. 234 |Israel 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi

46.19. 85. 89 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

132.64.217.45 |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.

5.29.117. 154 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert

85. 65. 22. 167 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

109. 67. 181. 107 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.

172. 56. 35. 50 Lhited Sates |147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 110 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SYN drop

46. 19. 86. 214 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreanming Engine: TQP Invalid i i SSi

5.29.195.184  |Israel 147. 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

213.57.44.164 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect

41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor

79.177.202.46 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TCP Invalid i i ssi

149.88.82.67  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.

2.54.163. 125 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi

5.254.65.114  |Romani a 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. o 4
Ret ransm ssi on Packet dropped.

46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

206.217.69. 114 |Lhited Sates [147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber alert 4

193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

2.54.163. 125 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

212.143.142.56 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 4

66. 249. 93. 99 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4

206.217.69. 114 [Lhited Sates [147. 237. 77. 176 [nat pash. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

2.54.163. 125 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 4

79.178. 195. 225 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

66. 249. 93. 99 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address [Site Sgnature Action ‘Count
87.69.33.189 |[Israel 147.237.0.19 |nmadimatal .idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 524
87.69.33.189 |[Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 447
77.126.94.70 |israel 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 307
2.54.142.154 |lsrael 147.237.0.19 |madimatal .idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 161
77.126.94.70 |lIsrael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 158
77.125.123.77 |Israel 147.237.0.19 |nadi matal .idf.il ;(7’01'\2%”3'1;; ;;‘e Sane Response Code (404) in Session from Bl ock 142
5.29.72.10 I srael 147.237.0.19 |nmadimatal .idf.il [Dstributed Too Many of the Same Response Code (404) B ock 120
2.54.142.154  |Israel 147.237.0.19 |[nadimatal .idf.il |[Distributed Suspicious Response Code B ock 113
77.125.123.77 |lIsrael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 108
5.29.72.10 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 107
77.126.94.70  |Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (403) B ock 100
176.13.21. 138 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 92
46.19.85.186 |Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 87
46.19.86.115 |lIsrael 147.237.0.19 |[nmadimatal .idf.il |[Distributed Suspicious Response Code B ock 67
87.69.33.189 |Israel 147.237.0.19 |[nadimatal .idf.il [Distributed Too Many of the Sane Response Code (403) Bl ock 65
109. 253. 147. 26 |l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 58
77.125.123.77 |Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (403) B ock 55
46.19.85.186 |lIsrael 147.237.0.19 |[nadimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 54
176.13.16.97 |[Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 51
185. 3. 147. 222 |l srael 147.237.0.19 |[nmadimatal .idf.il |[Distributed Suspicious Response Code B ock 22
46. 120. 193. 175 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 46. 120. 193. 175 Bl ock 17
2.54.142.154  |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Too Many of the Same Response Code (403) B ock 16
5.22.130.139 |Israel 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 11
50.28.145.181 |Uited Sates |147.237.72. 166 |aka. i df . | VL:/j\x;a\tu;kha(.)ri Id?é?l /l\ﬁataihnc;(éi ?ljg gu\:shefr‘cl;ri cat i onser vi ce. asnx/ get aut huser Bl ock 8
2.54.170.181 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 8
31.154.176.88 |Israel 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code Bl ock 8
89.138.66.58 |[lIsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
208. 80. 155. 224 |Lhited Sates [147.237.77. 216 |dover.idf.i | D stributed Suspici ous Response Qode B ock 4
176. 61.137. 36 |Sweden 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wa i df . il/newsitel movi es/ yassi n7. Bl ock 4
79.182. 197. 234 |I srael 147. 237. 76. 39 Ime' le.mei tav. idf.i ;?Lﬁ"’g:éi th?d\fA. ?'I 7‘: L:T’;I ;:;3%‘;":_2’;3 acetbl der 18t xt Passvord in B ock 4
87.69.33.189 |Israel 147.237.0.19  |madi matal .idf.il |ao e .T?Z?.Yl ‘;ﬁgﬁlﬁgg’g@”&;ﬁiﬁg&' derIStxtRrsthane in g oo 3
84.109.9. 22 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
2.54.184.122 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.3.119 I srael 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code Bl ock 3
37.26.149.139 |[Israel 147.237.0.19 |nmadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
2.54.11.61 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.149.238 |Israel 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code Bl ock 3
46. 19. 85. 67 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
109. 66. 196. 104 || srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.52.142.252 |Israel 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code Bl ock 2
79.182.197. 234 |l srael 147. 237. 76. 39 Ime' le.neitay.idf.i Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
195. 175. 43. 250 |Tur key 147.237.77.216|dover.idf .il D stributed Unauthorized LRL Access on wawwidf.il/arr/ B ock 2
178. 241. 92. 232 |Tur key 147.237.77.216|dover . i df . i O stributed Whaut hori zed URL Access on wwwvidf.il/arr/ B ock 2
79.180.98.88 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
85. 64. 110. 133 |Israel 147.237.0.19 |[nmadimatal .idf.il |Distributed Suspicious Response Code B ock 2
87.69.33.189 |Israel 147.237.0.19  |madi matal .idf.il | Tai e VP .Vﬁ7'$éﬁnefic'>§§ﬁ/”$?$f§§ der1¥txtdty in Bl ock 2
208. 184. 112. 74 |United Sates (147, 237. 77. 216 [dover . i df . | Dstri utec 1?;;};‘;;5?&%&?2222” Bock |2
79.179.108. 214 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
213.57.179. 150 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code B ock
204.13.201. 137 |United Sates (147, 237. 77. 216 [dover . i df . | D stri uted lfﬁgfggggg?ﬂe%ﬁffpzn Bock |2
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