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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
54.244.22. 103 Lhited Sates 147.237.77.176 nat pash. i df . i | |TGP handshake viol ation, first packet not syn |drop 2
74.91. 28. 62 Lhited Sates 147.237.76. 31 nakchal .idf.il |bl ock-sp-trafl drop 1
183. 33. 62. 91 Chi na 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1




01-26-2016-19:04:07 to 01-26-2016-20:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count |
92.241. 44. 198 Jor dan 147.237.0. 34 ti kshuv.idf.il|0361: HITP. Protected File Access (/etc/ passwd) B ock 1
92.241. 44.198 Jordan 147.237.0. 34 tikshuv.idf.il|0363: HTTP. Protected File Access (/etc/notd) Per nit 1
92.241. 44. 198 Jordan 147.237.0. 34 ti kshuv.idf.il|16634: HTTP. Apache HITP Server nod_status Request Bl ock 1
123.125.125.30 [China 147.237.77.216 |dover.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
92.241. 44.198 Jordan 147.237.0. 34 tikshuv.idf.il|0345. HITP. Shell Command Execution (uname -a) B ock 1




01-26-2016-19:04:07 to 01-26-2016-20:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Site

‘Signature

46. 19. 85. 152 147.237.76.31 |Israel nakchal .idf.il [PCLI CY- OTHER TCP packet with urgent flag attenpt 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
66.249.83.125 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
92.241.44.198 |147.237.0.34 |Jordan tikshuv.idf.il |SQL xp_cndshel | attenpt 2
218. 246. 0. 97 147. 237. 76. 202 |Chi na ehaag.idf.il [ET SCAN NVAP -sS w ndow 1024 1
80.230. 78.250  [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
218. 246.0. 97 147.237.8.50 |China e.tikshuwv.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
77.125. 240. 237 |147.237.77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
212.252.193.52 [147.237.8.14 |Turkey e.orchot.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
46.117.230. 191 |147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
46.19. 86. 74 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
173. 255. 112. 188|147. 237. 72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.147.165 |147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
104.37.187.183 [147.237.77.235|thited Sates |svivaidf.il |ET SCAN NVAP -sS wi ndow 2048 1
95. 110. 234. 9 147.237.77. 243 |Italy nobi le.idf.il [ET SCAN NVAP -sS w ndow 3072 1
92.241.44.198 |147.237.0.34 |Jordan tikshuv.idf.il |SQL Injection - Sel ect From 1
218. 246. 0. 97 147.237.77.61 |China e.cogat.idf.il [ET SCAN NVAP -sS w ndow 1024 1
84.108. 148.96  [147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
218. 246.0. 97 147. 237. 76. 197 |Chi na e himush.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
79.176. 118. 202 |147.237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.109.79 |[147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
212.34.12.134 |147.237.77. 216 |Jordan dover.idf.il |portscan: TCP D stributed Portscan 1
46. 19. 86. 126 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
181 64.140. 127 |147. 237, 0.35  |pery akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 186. 167.8  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.52.18. 152 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
104. 37.187. 183 [147.237.77.235|tnited Sates |svivaidf.il |ET SCAN NVAP -f -sS 1
85. 65. 57. 81 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1




01-26-2016-19:04:07 to 01-26-2016-20:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
37.26.146.144 |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different ooy o [a7
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
reaming BEngine: TCP Invali i i ssi
109. 253. 204. 1171 sr ael 147.237.77. 243 |t e ior i1 | SAMNG Engine: TP Invalid finvalid segnent retransnission. |, 30
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 221. 137|I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. |, ., 30
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.52.141.219  |israel 147237, 77, 243 mebi e ior i1 | €M NG Engine: TCP Invalid |invalid segnent retransnission drop 24
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.223  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, ., 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46. 19. 86. 34 I srael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 24
Ret ransni ssi on Packet dropped.
46.19. 86. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |23
37.217.14.138 |Saudi Arabia 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 22
Sreaning Engine: TCP Invalid i i ssi
46.19.85.227  |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
92.241. 44.198 |Jordan 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
5.20.250.18 |Israel 147.237.76.42 |refuah.icf.il  |[Bad TCP sequence S retransmt with different —Jopnitor  f15
w ndow scal e
46. 244. 80. 237 (F;ajcis;i';'ja” Territoryly47. 237.77. 176 |nat pash.icf.il  |dr op First packet isnt SN drop 13
109. 253. 219. 1681 srael 147.237.76.31 |nekchal .icf.il  |Bad TCP sequence S retransmt with different —Jopnitor  [13
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.54.173. 52 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.134 |israel 147.237.77. 243 |nobile. i f . 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
5.28.178. 146 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 12
5.29.117. 154 I 'srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
77.126.14.130 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.208  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.228.158.52 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 213 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 12
46. 244. 80. 237 g";'cis;i'géa” Territoryts 47 237.77. 176 |natpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 11
46. 244. 80. 237 (F;ajcis;i';'ja” Territoryly 47. 237.77. 176 |natpash.icf.il  |Bad TCP sequence Invalid ACK nunber monitor |11
94.230.86.193 |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber monitor |10
Sreaning Engine: TCP Invalid i i ssi
66.249.78.37  |Uited Qates 147.237.77. 234 |nal ag.i of .11 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
92.241. 44.198  |Jordan 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segrent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.32.179.16 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
84.109.73.249 |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 152 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop
. S SN retransnmit wth different .
84.228.56.141 |lsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence i hdow scal e nonitor |8
149. 88. 147. 253 |l srael 147.237.0.19 |nadimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
46.19. 85. 158 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.175.138 I srael 147.237.77. 243 |mobi l e.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
2.52.9,33 I'srael 147.237.77. 243 |nobi l e i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
31.210.187.92 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6
46. 19. 85. 142 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor 6
5.29.117. 154 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 186 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
37.142.64. 62 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 131 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
84.228.230.198 |Rulgaria 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 6
37.26.146.186 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 186 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |6
54.244.22.103 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
31.210.186.53 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
37.142.64. 62 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi
149.78.20.67  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
84.228.230.198 |Bulgaria 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
185. 32.179. 107 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 166
37.142.68. 87 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 108
185. 32. 179. 107 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 107
46. 19. 86. 243 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 103
37.142.68. 87 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 96
46.19. 86. 70 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 67
109. 67.192. 7 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 60
109. 64. 128. 101 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 58
185. 32. 179. 107 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 51
176. 13. 8. 180 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 44
149. 88. 147. 253 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 42
46.19. 86. 81 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 40
87.68.58. 108 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 31
46. 19. 86. 243 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 31
176.13.23.110 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 21
185.32.179.97 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 15
37.142.68.87  |israel 147.237.0.19 |nadimatal .idf. i gg?llgmyﬁg fS;he Sane Response (bde (403) in Session from Bl ock 15
92.241.44.198 [Jordan 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 92.241. 44. 198 Bl ock 11
46. 19. 86. 223 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 8
46.19. 86. 34 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 7
2.52.141. 219 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 6
109. 253. 221. 137|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
109. 253. 204. 117|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
80.246.139.82 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 5
85. 64.110. 133 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46.19. 85. 227 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 4
176.13.14.217 |lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 4
84.108.13.174 | srael 147. 237.72. 166 |aka. i df . i | m;;(zult g"fd. iﬂa#;hﬁréizii/ﬁtfzf?; o A Bl ock 4
178.137.85.67 |lkraine 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 178. 137. 85. 67 Bl ock 3
2.54,173.52 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
46.19. 85. 135 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 3
79.180.139. 154 [Israel 147.237.77. 170 |n@ar achot . i df . i | |Ostributed PHP Attenpt Bl ock 3
80. 246. 137. 165 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.180. 139. 154 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/xnrpc. php Bl ock 3
37.26.147.134 |[israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspici ous Response Code Bl ock 3
46. 19. 86. 203 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.180. 221. 158 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.19. 85. 16 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
77.125.123.77 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.142.242.25 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 37. 142, 242. 25 Bl ock 3
185. 120. 126. 72 147.237.77. 176 [mat pash. i df . i|  |UWhauthorized URL Access to www cogat.idf.il/894-ar Bl ock 3
46. 19. 85. 122 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 78. 83. 42 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 205. 97 |l srael 147.237.77.243|nobi | e. i df . i | Dstributed Waut hori zed URL Access on nobi | e. i df . il/nekudot /i ndex Bl ock 2
2.54.12. 243 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 88.200. 21 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/894-he Bl ock 2
84.109.73.249 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
149. 78. 20. 67 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
84.94. 48. 84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 228 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
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