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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
109. 65. 6. 68 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
71. 6. 158. 166 Lhited Sates 147.237. 76. 148 ggcenter. aka. i df.il B ock Np Al Net drop 1
142. 54, 160. 211 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-traf 1 drop 1




01-26-2016-18:04:04 to 01-26-2016-19:04:04

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Slgna1 ure Devi ce Action ‘Count
184. 173. 50. 36 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1




01-26-2016-18:04:04 to 01-26-2016-19:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste |Signature

46. 19. 85. 152 147.237.76. 31 I srael nakchal .idf.il  |PCLI CY- OTHER TCP packet with urgent flag attenpt 101
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 159 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66. 6. 161. 154 147.237.77.216 |Wited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
176.13. 1. 229 147.237.72.166 |Israel akaidf.il portscan: TGP DO stributed Portscan 1
147.236.232. 252  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 254. 12 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
114.112. 90. 54 147.237.76.198 |China e.yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 66. 175. 132 147.237.72.166 |Israel akaidf.il ET SCAN NVAP -sA (2) 1
85. 250. 88. 177 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
79.182. 116. 217 147.237.72.166  |Israel akaidf.il portscan: TGP DO stributed Portscan 1
218. 246. 0. 97 147.237.76.196  |China esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 142. 79 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
212.252.193. 52 147.237.76.197  |Turkey ehimsh.idf.il |ET SCAN NVAP -sS w ndow 1024 1
176. 228. 48. 2 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 18 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
173.255.112. 188  |147.237.76. 31 Lhited Sates nakchal .idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
37.142. 190. 206 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
114. 112. 90. 54 147.237.76.200 |China eitan.akaidf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 215. 121 |147.237.77.216 |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
85. 250. 211. 125 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 179. 14. 236 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
79. 180. 183. 55 147.237.77.216  |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
213.57.107. 158 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.177.197. 71 147.237.72.166 |[Israel akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
64.22.71.223 Lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 150
. L Bl ock HTTP Non , . .
64.22.71.223 Lhited Sates 147.237.77.74 |lawidf.il . Fail ed to handl e connection data noni tor |100
Conpl i ant
46. 120.17. 104 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 54
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 85. 99 | srael 147.237.77.233|atal .idf.il dr op SAMrul e drop 21
80. 215. 224. 14 |France 147.237.77. 226 "‘:’“I"“Cha”atz'aka"df drop First packet ism't SWN drop 20
46. 19. 85.152 |lsrael 147.237.76.31 |nakchal .idf.il drop Frst packet isn't SYN drop 17
Pal esti ni an
176.67.58.191 |Territory, 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 15
Qccupi ed
reamng Engine: T i i ssi
85.64.110. 133 | srael 147.237.0.19 |nadimatal .idf.il Streamng Engine: TCP - imalid segrent retransnission. Facket drop 13
Inval i d Retransnission |[dropped.
46.19.85.153 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
84.228.254.99 |[lIsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
84.228.254.99 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
S reamng Engi ne: TCP i i ssi
84.228.169. 76 || srael 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. Packet |, g
Inval i d Retransnission [dropped.
84.228.254.99 |Israel 147.237.0.34  |tikshuv.idcf.il Bad TCP sequence SINAK retransmt with different moni tor |8
w ndow scal e
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46. 19. 85. 83 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber nonitor |7
46.19.85.153 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni tor |7
46. 19. 85. 83 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 7
S reaming Engi ne: TCP i i ssi
46.19.85.36  |Israel 147.237.77. 243 |nobil e. i of . mng tngine. 1 Invalid segment retransmssion. Packet . 6
Inval i d Retransnission |[dropped.
Streaning Engine: TGP |7cp segnent with urgent pointer (no
46.19.85.152 |lIsrael 147.237.76. 31 |nakchal .idf.il Ugent Data data). Ugent data indication was drop 6
Enf or cenent stripped. A ease refer to sk36869.
79.183.108.59 |[lIsrael 147.237. 72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engi ne: TCP i i ssi
109. 64.80.94  |Israel 147. 237. 72. 166 |aka i of . i mng thgine: 1 Invalid segnent retransmssion. Packet |, 6
Inval i d Retransnission |[dropped.
31.154. 9. 46 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 6
80. 246. 133. 165 | srael 147.237.77. 234 |hal ag. i of .i | Bad TCP sequence S retransmt with different wndow — oonivor [
2.52.50. 153 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
84.228.247.1 |Israel 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber alert
46.19.85.222 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
79.180. 168.54 | srael 147.237.72. 166 |aka i df . mng tngine: Invalid segnent retransmssion. Packet |, 6
Inval id Retransmssion |dropped.
2.52.50. 153 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
84.228.247.1 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
S reanming Engi ne: TCP i i ssi
46.121.123.18 |Israel 147.237.77. 243 |nobil e.i df . mng tngine. 1 Invalid segment retransmssion. Packet . 6
Inval i d Retransnission |[dropped.
79.179.33.8 | srael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
94.230.84.54 | srael 147.237.76.42 |refuah.idf. il Bad TCP sequence i;;e“ansm't wth different window — Joonitor o
46.19.85.152 |lsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
2.52.50. 153 I 'srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d sequence nunber noni tor |6
95. 86. 88. 35 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.54.29.108 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engi ne: TCP i i ssi
79. 179. 200. 254 || sr ael 147.237.72. 166 |aka i df .i mng tngine: Invalid segnent retransmssion. Packet |, g
Inval i d Retransnission |[dropped.
Streaming Engine: TGP |1cp segnent with urgent pointer (no
46.19.85.152 |lsrael 147.237.76.31 |nakchal .idf.il Ugent Data data). Ugent data indication was alert 6
Enf or cenent stripped. Hease refer to sk36869.
79.183.108.59 |[lIsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST alert
84.228.254.99 |[lIsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert
S reamng Engi ne: TCP i i ssi
109. 64.5.100 |l srael 147.237.72. 166 |aka i df . mng gl ne. Invalid segnent retransmssion. Packet 1, ) 6
Inval i d Retransnission |[dropped.
2.52.50. 153 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack rej ect 5
2.52.50. 153 | srael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19.86.222 |[lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |5
31.210. 187. 231 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |5
94. 230. 86. 254 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
o Bl ock HTTP Non ! . .
41.33.232.66  |Egypt 147.237.77. 216 |dover.idf.il . Fai |l ed to handl e connection data monitor |5
Conpl i ant
85. 130. 250. 147 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or
84.228.254.99 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count
46.19.86.203 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 166
46.19.86.203 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 107
176.13. 13. 223 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 105
37.26.149. 205 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 74
37.142.68.87 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 44
176. 13. 20. 183 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 35
46.19.86.203 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) Bl ock 29
46. 19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 28
46.19.86.216 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 27
176.13.13. 223 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 20
176.13.16.97 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 14
37.142.68.61 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 13
85. 64. 110. 133 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 11
50. 87. 144. 105 ;hiattg: 147.237.77.216|dover.i df .i | D stributed Whaut hori zed URL Access on v i df.il/english/ &quot Bl ock 6
185. 32. 179. 128 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 6
46.19.86.209 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.52.178.9 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
212.34.12.134 |Jordan 147.237.77. 216 |dover.i df . i | Mitiple Illegal HITP \ersion from212.34.12. 134 Bl ock 5
212.34.12.134 |Jordan 147.237.77.216|dover.i df .i | Mil tiple Malformed URL from212.34.12. 134 Bl ock 5
212.34.12.134 |Jordan 147.237.77. 216 |dover.i df .i | Mil tipl e Unknown HTTP Request Method from 212. 34. 12, 134 Bl ock 5
213.57. 225. 108 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 4
79.182.56. 153 |Israel 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code Bl ock 4
46.19. 86. 78 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
176.13.3.188 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
79.182.9.251 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 20 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
197. 165. 247. 42 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed PH? A tenpt Bl ock 3
84.95.2.72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
197. 165. 247. 42 |Egypt 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on www i df . i|/xmrpc. php Bl ock 3
2.54.5.133 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46.19.85.158 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 67.61.69 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
84.94.190.15 |Israel 147.237.77. 243 |nobi | e. i df . i | Easstsr\;:r”;e‘j Paraneter Type Mol ation on mobile.idf.il/sachar/login paraneter g o) |,
Uhaut hori zed URL Access to
95. 86. 103. 239 |Israel 147.237.77.233|atal .idf . il mgﬁzgrﬂag( ;gighgi’b?ﬂérasgﬁfﬁ::ﬁma:;::& J' gﬁhtr:ffs';?hzxtfift‘“ﬂ‘ggf Bock |2
gi 2phj r xnx2g

37.26.147.138 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80. 246. 139. 40 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
176. 13. 20. 249 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 62 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 2
109. 64. 163. 114 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
176.13.18.84 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:%fsz /gegpgf;tzm o e/l st chi | ddocurent s/ 1071 Bock |2
79.176.10. 225 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
31.168. 193. 122 [I srael 147.237.72. 166 |aka. i df . i | m”;’k": IPd‘?r?Tftn;r nf;;gr?:ﬁt;aggff‘;ZﬂngphsaChar$Ct' 80.xin None 1
84.111.66.32 |Israel 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
80. 246. 133. 165 [l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed LRL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
213.57.214.34 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
212.34.12.134 |Jordan 147.237.77.216|dover.i df .i | I11egal HITP \ersion Bl ock 1
46.19.85.150 |[Israel 147.237.0.19 |madimatal .idf.i|Mitiple Untraceable S Sessions from46. 19. 85. 150 (Uhknown SSL Session)  |None 1
79.179.56.171 |Israel 147.237.77. 234 |hal ag. i df . i | ?4? ;'st;m;d2217?;:‘;257'2?1&%/%?"1? fZi . Bock |1
68. 180. 228. 183 ;hiattg: 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to waw atal . i df.il/shared/ usercontrol s/ header upper/ |B ock 1
192. 115. 88. 205 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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