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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 524
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 92
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 86
149. 88. 132. 247 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 10
93.174. 93. 132 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 8
109. 65. 6. 68 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 3
197.133. 127. 206 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
93.174. 93. 132 Net her | ands 147.237.77. 216 dover.idf.il JLM Dover_Gon_Limt_Htps drop 2
71.6.135.131 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Udp Al Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il [Block Udp All Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1
142. 54. 169. 166 Lhited Sates 147.237.0. 34 tikshuv.idf.il |[bl ock-sp-trafl forward 1




01-26-2016-17:04:01 to 01-26-2016-18:04:01

|Top Attackers In IPS|

At t acker At t acker

’Target Address |Site Sgnature

Country
92.241.44.198 |Jordan 147.237.77.216|dover. i df .i| |13444: HTTP. What\Veéb User-Agent Header B ock 1
176. 33. 137. 159 [Turkey 147.237.72. 166 [aka. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine B ock
176.58. 117. 133 |Uni ted K ngdom [147.237.0.34 |ti kshuv. i df.i[3885 HITP. PHP File Include Exploit B ock
191.232.39. 241 |Uhited Sates  [147.237.77. 176 @t pash. i df . i I[\7r o o I'it'y PHP-G3 Qeery String Paraneter Conmand | nj ection Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count|
66.249.78.254  [147.237.72.166 |lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
82. 80. 59. 137 147.237.77.216 |israel dover.idf.il portscan: TGP D stributed Portscan 1
195.34.150. 18 |147.237.77.216 |Ausstria dover.idf.il Tehila - Perl LWP wth fake user agent 1
175.6.228.149  |147.237.8.50 |China e.tikshuv.idf.il |ET SCAN Rapi d PCP3 Gonnections - Possible Brute Force Attack |1
46. 19. 85. 168 147.237.77.216 |israel dover.idf.il portscan: TGP D stributed Portscan 1
163.172.13.173 [147.237.8.24 |Unhited Kingdom |e.lifestyle.idf.il|ET SCAN NVAP -sS w ndow 1024 1
5.28.165. 181 147.237.77. 216 |Israel dover.idf il portscan: TCP DO stributed Portscan 1
120. 199. 111. 137 |147.237.72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
109. 65. 6. 68 147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
95.86.103. 134  [147.237.77.216 [lIsrael dover.idf il portscan: TCP D stributed Portscan 1
93.172.149.11  [147.237.77.216 [Israel dover.idf.il portscan: TGP D stributed Portscan 1
218. 246. 0. 97 147.237. 72. 167 |Chi na ishurimaka idf.il[ET SCAN NVAP -sS w ndow 1024 1
84.228.93.219  |147.237.72. 166 [Israel akaidf.il portscan: TCQP D stributed Portscan 1
199.203. 186. 15  [147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 246. 130. 237  [147.237.77. 216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 148. 205 |147.237. 72. 166 [l srael akaidf.il portscan: TGP D stributed Portscan 1
46.121.228.41  |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
173.255. 112. 188 |147.237.8.14  |Wited Sates e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.29.212. 105 147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
120. 199. 111. 137 |147.237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -sS w ndow 2048 1
114.112.90.54  |147.237.76.44 |China erefush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
98.25.0.11 147.237.77.216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
95. 86. 84. 64 147.237.72. 166 |Israel akaidf.il portscan: TGP D stributed Portscan 1
218. 246. 0. 97 147.237. 76. 201 |Chi na eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.114 |[147.237.8.50 |lkraine e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
213. 8. 84. 204 147.237.77.216 |israel dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

93.174.93.132 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 186
Sreaning Engine: TGP Invalid i i ssi

213.8.245.58  |Israel 147.237.0.34  |tikshwv.idf.il 9 =g vl i d segnent retransmssi on. drop 57
Ret r ansmi ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

197. 133. 127. 206 |Egypt 147.237.77. 216 |dover.i df .i drop First packet isn't SW drop 21
Sreaming Engine: TCP Invalid i i ssi

37.26.147.182 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.

149.78.49.187 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14

46. 19. 86. 84 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13

149.78.49.187 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different opyior 13

w ndow scal e
83. 53. 215. 36 Spai n 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 13
46. 19. 86. 192 | srael 147.237.0.19 |nadimatal.idf.i[SYN At ack SYN -> SYN-ACK -> RST rej ect 13
reaming BEngine: TCP Invali i i ssi

80.179. 14.236 |l srael 147.237.72. 166 |aka i df . i1 Streamng Engi ne: TGP alid  Jinvalid segnent retransnissi on. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

37.26.147.254  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

64.233.173.151 [Wited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12

64.233.173.151 |lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12

5.102. 254. 61 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 10

31.210. 187. 207 [lIsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaning Engine: TGP Invalid ' i ssi

109. 253. 204. 52 |Israel 147. 237. 77. 243 |mobi l e. i . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

46.19. 86. 192 I 'srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning Engine: TCP Invalid i i ssi

79.181.50.109 |l srael 147. 237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

77.93. 243. 46 Italy 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TQP Invalid i i ssi

79.181.183. 234 |israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dr opped.

31.210.188. 106 |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 9
Sreaning Engine: TGP Invalid i i ssi

109. 65. 157. 157 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.

46. 19. 86. 81 | srael 147.237.0.19 |nadimatal .idf.ildr op Frst packet isn't SN drop 8
Sreaming Engine: TCP Invalid i i ssi

66.249.78.130 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.

79.180. 175. 126 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

5.102.254.104 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 8

5.102.254.219 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 8

46.19. 86. 81 I srael 147.237.0.19 |nadimatal.idf.i |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7

197. 133. 127. 206 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreaning Engine: TGP Invalid i i ssi

46.19. 85. 88 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

149. 88, 132. 247 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber aert 6
Sreaming Engine: TCP Invalid i i ssi

46.19. 85.78 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

89.138.196.60 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

109.66.5.176  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46.19. 86. 81 I srael 147.237.0.19 |nadi matal.idf.i|[SYN At ack SYN -> SYN-ACK -> Ti meout aert 6

149. 88. 132. 247 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6

81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6

85. 250. 173. 117 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 6

149. 88. 132. 247 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

79.182.188.89 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

85. 250. 173. 117 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

149. 88. 132. 247 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

46.120.17.107 |Israel 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber noni t or 6

84.94.56. 141 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi

79.183.52.208 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.180.211.76 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

149. 62. 200. 215 |Bulgaria 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop

64.233.173.151 [Wited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert

31.210. 187. 226 |Israel 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
46.19.86.231 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 615
2.54. 33, 255 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 268
46.19.86.231 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code Bl ock 155
2.54.33.255 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (403) B ock 155
46.19.86.231 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 120
37.142.68.87 |[lsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 108
46.19.86.192 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 107
2.54. 33, 255 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 104
46.19. 86. 81 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 101
46.19.86.192 |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 95
5.22.130.227 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 76
2.54.18. 189 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 75
185.32.179. 12 |lIsrael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 71
46. 19. 85. 88 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 58
2.54.157.206 |lsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 58
212. 150. 214. 90 |1 srael 147. 237.72. 166 |aka. i df . i | mu;;;: i d?‘.eidl /'f;hn(;céi (;:S g\nsh;r:i: cati onser i ce, asm get aut huser B ock 20
46.19.86.203 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 15
79.183.14. 135 |[Israel 147.237.77. 243 |nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 79.183. 14. 135 Bl ock 12
2.54. 0. 250 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
46.19.86.138 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock
2.54.130.171 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
5.144.62.142 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.183.14.135 |Israel 147.237.77. 243 |nobi | e. i df . i | nLﬂ;“It eh?rc;fzf’? , tgeggf;sem e/ 1 st chi | ddocunent s/ 1431 Bock |5
37.26.147.254 |Israel 147.237.77. 243 |nobi | e. i df . i | nﬁ;ﬂteh?uf.zieﬂctatﬂ‘egéf;f:ﬁpfa?es” st ohi dsubeat egori es/ 1423 Bock |4
79.179.204. 54 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Sane Response Code (404) B ock 4
176. 33. 137. 159 |Tur key 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 176. 33. 137. 159 Bl ock 4
37.26.146.213 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
84.108.93. 133 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 85. 24 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
46.19.85.130 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.4.169 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
176. 33. 137. 159 |Tur key 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 3
46.19.85.102 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.121. 119. 214 |I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
46.19.85.110 |Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
149.50. 76. 229 |lnited Sates|147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 202. 13 | srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176. 33. 137. 159 |Tur key 147.237.72. 166 [aka. i df . i | Ml tipl e Admin Bl ocking from176. 33. 137. 159 Bl ock 2
109. 65. 157. 157 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46.19.85.163 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
46. 19. 85. 94 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
37.26.149.209 |Israel 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
176.13.19. 137 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
Unaut hori zed URL Access to
92.241.44.198 |Jordan 147.237.72. 166 |aka. i df . i | v aka. i df .i1/sip_storage/files/9/70009.doc xx} XX @ xx¢xce Bl ock 2
X" xTMx@©xTMxexY x x"x™x'x” - agka. &t
54.173. 185. 239 | Wi ted Sates|147. 237. 76. 200 |ei t an. aka. i df . i | mu;hto;i].zii ?;‘. fflcsehs:'r;d(/’usercomol of header upper Bl ock 1
31.210. 187. 226 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | aw i df.il/sip storagel/files/7/ B ock 1
79.181. 217. 210 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
197.189. 206. 93 |South Arica [147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua. atal .idf.il/wp-adnin/ B ock 1
109. 65. 13. 193 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.32.90 I'srael 147.237.0.16 ?y; |kOSher kraviid mu;;-oliti)szhiorl-ﬁvfffs;s.si Itlot enpl at es/ | ogi n/ | ogi n. aspx Bl ock !
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