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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
216. 185. 39. 80 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
216.170. 126. 191 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 4
24.43. 1. 206 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 2
113.135. 127. 112 Chi na 147. 237.76. 147 chinuch. aka.idf.il |Block Udp All Nets drop 1
142.54.160. 211 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

At t acker At t acker

ount ry get Address |Site ’S gnature
5.9.85.4 Ger many 147.237.72. 166 |aka. i df . i | [Cl06: HTTP. naj estic bot B ock 1
81.100. 56.209 |[United Ki ngdom (147.237.77.216|dover . i df . i|Cl06: HITP. najestic bot Bl ock 1

101. 232. 39 241 |Uited Sates 147. 237. 77. 216 |dover . i df . i \1,5|3:§:abHi IitP;/ PHP-O3 Query String Paraneter Conmand | njection B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
108. 60. 209. 3 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
212. 86. 219. 134 147. 237.77. 170 Ger many maar achot . i df . i | Tehila - Perl LWP wth fake user agent 2
2.54.1.84 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
212.199. 239. 173 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46.252. 131. 34 147. 237.72. 166 Ger many aka.idf.il portscan: TQP Distributed Portscan 1
121. 201. 27. 61 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
80. 246. 140. 85 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

ountry Target Address |Ste Signature
66. 102. 6. 77 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 115
54.244.22.103 |lLhited Sates |147.237.0.34 |[tikshuv.idf.il drop First packet isn't SN drop 72
66. 102. 6. 80 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 59
66. 102. 6. 83 Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 38
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
216.185.39.80 |Wited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 26
66.249.81.198 |[lLhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 25
46. 19. 86. 241 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 21
46. 19. 86. 214 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
2.52.175.121 |israel 147. 237. 77. 243 |robi l e i df . i Streanmng Engine: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
66.249.81. 204 |lLhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 15
87.68.210. 152 [l srael 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 14
46.19.86.108 [Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 85. 20 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 13
91.121. 255. 66 |France 147. 237. 72. 156 |anan.i df .i 1 SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 13
79.179.20.190 |Israel 147, 237.76. 200 |eitan aka. i1 || SAM NG Engine: TP Invalid invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
109. 253. 204. 52 |I srael 147.237.77. 243 |rwvi e i i1 |1 ©8M NG Enginer TP Invalid - finvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
46.19.86.241 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SR e ;ansm wehdifferent | onitor |12
46.19.85.33  |israel 147. 237. 72. 166 |aka. i df . Streamng Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
109.65.119.7  |israel 147.237.77. 233 |atal i of il Bad TCP sequence mdﬁvrsac';rit with different monitor |12
109. 253. 210. 57 |Israel 147.237.76.31 |nakchal.idf.il  [Bad TOP sequence mdgirsaé‘;"lt wth dfferent monitor |11
91.121. 255. 66 |France 147. 237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
66.102. 9. 54 Lhited Sates |147.237.77. 176 |nat pash.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.54.34. 142 I srael 147. 237. 72. 167 |i shurimaka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
54.244.22.103 |Wited Sates [147.237.77.233atal.idf.il drop First packet isn't SIN drop 9
2.52.38.135 |[Israel 147.237.72. 166 |aka. i df . Streanng Engine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
2.54.157.206 |[lIsrael 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 8
66.249.78.130 |Wited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmissi on drop 8
Ret r ansni ssi on Packet dropped.
97.104. 109. 168 [Lhited Sates [147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 7
200. 3. 250. 175 |Par aguay 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 7
46.19.85.216 |[lIsrael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.85.216 [Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
31.168.23.60 |lsrael 147. 237.72. 166 |aka i of . i Streanmng Bngine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
31.168. 123. 174 I srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
109. 66. 64.44  |Israel 147237, 77. 243 |mbil e icf.i1 | SAM NG Bngine: TP Invalid - invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.241 [israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
2.52.32.130 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
66.102.9. 54 Lhited Sates [147.237.77.176 |nat pash.idf.il drop First packet isn't SN drop 6
79.176.48.53 |[Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 253. 156. 30 |I srael 147.237.77. 243 |rbi et o) Samng Enginer TGP Invalid imvalid segrent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
37.26.148.238 |Israel 147.237.72. 166 |aka. i df . Streanng Engine: TCP Invalid  Jinvalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
79.180.97. 197 [Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
81.192.141.70 |Morocco 147.237. 72. 156 |aman.i df .i | drop drop 6
31.154.17.106 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
54,244.22.103 |tited Sates [147.237.77.176|nmatpash.idf.il  [drop First packet isn't SN drop 6
46. 19. 86. 20 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .i | B ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 5
31.210. 187. 207 |I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
193. 43. 245. 250 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 13 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.143. 61 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 179
46. 19. 85. 110 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 116
46.19. 85. 110 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 115
2.54.143. 61 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 102
94. 159. 148. 221 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 94
109. 253. 129. 198]I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 66
46.19. 86. 139 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 43
2.54. 157. 206 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 20
5. 29. 86. 96 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
46.19. 86. 86 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
46. 19. 86. 251 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 15
2.52.13. 255 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 8
37.26.149.138 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 8
94. 159. 148. 221 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 7
109. 226. 15. 66 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
46.19. 85. 113 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 6
185.32.179. 159 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
46.19. 85. 110 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (403) B ock 5
46.19. 86. 81 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
2.52.175. 121 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
109. 253. 204. 52 |l srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 3
80. 246. 137. 250 |[lIsrael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
2.54. 33, 255 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.36.70 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19. 85. 160 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
2.54.129. 209 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 158. 144]I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.22.39 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
109. 253. 218. 87 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19.85. 21 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
167.114. 235. 72 [Canada 147.237.76. 147 |chi nuch. aka. i df . i | [Unauthorized LRL Access to chinuch. aka.idf.il/404. htm B ock 3
79.178.143.16 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
87.69. 247. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
185.32.179.34 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.18. 189 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
46.19. 86. 93 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
2.52.48.134 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
107.178.194. 83 |United Sates |147. 237. 77. 216 |dover . i df . i | D stri buted 1?;;};;;;;?&%\/??5&” Bock |2
2.54.163. 45 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
2.52.134. 215 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
204.13.201. 138 |United Sates |147. 237. 77. 216 |dover . i df . i | e 1) 1155, 2461 el dover. aee Bock |2
109. 64. 163. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
77.125.126. 191 |lIsrael 147.237.77.243|nobi | e. i df . i | Distributed Wnaut hori zed URL Access on nobi | e. i df . il/nekudot /i ndex B ock 1
NULL Character in Method : @AA...A;A2gA€dOuA—j | Al FAVA+AE
169. 229. 3. 91 Wited Sates |147.237.77.235(|svi va.i df .i | A ABVAW [ #5]] [ [#0] ] " ATALAS! B ock 1
AENAE] [ #22] ] An
Dstributed Parameter Type Mol ation on
46.19. 85. 74 I srael 147.237.76.42 |refuah.idf.il www ref ua, atal . idf.il/ 1518 hel ref uah. aspx par anet er B ock 1
ct| 00$Cont ent P acetbl der 1$t xt Last Nane
66. 249. 78. 65 I srael 147.237.77. 170 |naar achot . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 65 B ock 1
169. 229. 3. 91 Lhited Sates|147. 237. 76. 39 Im)b' le.neitav. idf.i Distributed Abnornal |y Long Request B ock 1
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237. 0. 34/ styl el shar ed/ dat epi cker. css  |Bl ock 1
204.13.201. 138 [United Sates [147. 237. 7. 216 [dover . i df . i | D stri uted lT;;fggégg?ﬂeﬁvﬁ‘ffspﬁ” Bock 1
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