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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.199.112. 144 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 307
109. 65. 117. 248 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6
183. 60. 48. 25 Chi na 147.237.76. 198 e.yohal an.i df.il JLM Under Attack Con_Tcp dr op 2
115. 239. 228. 10 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under Attack Con Htp drop 2
142.54. 169. 166 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
142. 54. 160. 213 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
142.54.169. 162 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
188. 138. 17. 205 France 147.237.76. 176 test.ncore.idf.il Bl ock Wp Al Nets dr op 1
142.54.169. 163 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
81. 218. 208. 46 | srael 147.237.77.176 nat pash. i df . i | Bl ock Udp Al _Nets drop 1
119. 244. 208. 1 Japan 147. 237. 76. 201 e atal.idf.il ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry ‘Ste

‘Signature

46.19.85.142  |147.237.72. 166 |l srael akaidf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 4
194, 246. 79. 135 |147. 237. 77. 216 [Uni ted Ki ngdom |dover.idf.il |portscan: TCP O stributed Portscan 1
37.142.64.48  |147.237.72. 166 |Israel aka.idf.il [portscan: TCP D stributed Portscan 1
177.94.75. 226 |147.237.77. 216 |Brazil dover.idf.il [portscan: TCP D stributed Portscan 1
177.43.249. 41 |147.237.77. 234 |Brazil halag.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
149. 88. 206. 65 |147. 237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
109. 66. 150. 128 |147. 237. 72. 166 | srael aka.idf.il [portscan: TGP D stributed Portscan 1
80, 246. 133. 188 |147. 237 76.30 |israel Hsh i df | ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
at t ack
46.19.86.174  [147.237.77. 216l srael dover.idf.il [portscan: TGP D stributed Portscan 1
213.8.204.1 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
46. 19. 86. 32 147, 237. 72. 166 |I srael aka.idf.il |portscan: TCP D stributed Portscan 1
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il [Tehila - Perl LW wth fake user agent 1
41.249.190. 141 |147. 237. 77. 216 |Mor occo dover.idf.il [portscan: TCP D stributed Portscan 1
183.107. 21. 167 |147. 237. 72. 166 O"f'ea’ Republic | oaior.il |portscan: TCP Distributed Portscan 1
5.29.237.2 147.237. 72. 166 I srael aka.idf.il [portscan: TCQP D stributed Portscan 1
177.43.249. 41 |147.237.77. 234 |Brazil halag.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
177.43.249. 41 |147.237.77. 234 |Razil halag.idf.il |ET SCAN NVAP -f -sS 1
109. 186. 167. 75 |147. 237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
91.231. 192, 149 |147. 237. 72. 166 |I srael akaidf.il [portscan: TCP D stributed Portscan 1
62. 219. 190. 202 |147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
217.132.24.97 |147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
46. 19. 86. 39 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
91.121.255.66 |France 147. 237.72. 156 |anan. i of . i | SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 521
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 437
54.173.9. 10 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 317
52. 0. 86. 232 Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 285
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack rej ect 73
84.94.22. 10 I'sr ael 147, 237.72. 167 | shurimaka i 1| o €2M NG Engine: TP Invalid  finvalid segnent retransnission drop 50
Ret r ansni ssi on Packet dropped.
212.235.8.225 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mdﬁvrsacn:l"lt Wth different monitor (33
52.6.5.122 Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
54.174.179. 157 |lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 22
54.85.198.156 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 20
46. 19. 85. 142 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 18
192.116. 142. 106|I srael 147.237.72. 167 [i shuri maka. i df . i I{dr op First packet isn't SN drop 15
80. 246. 139. 163 |I srael 147, 237.72. 167 | shurimaka i 1| o €AM NG Engine: TP Invalid  finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
5.29.173.39  [Israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence mdﬁvrsacn:l"lt Wth different monitor |11
5.29.173. 39 I srael 147.237.76.42 |refush.idf.il  [Bad TCP sequence md:)irsaé‘:]”lt wth dfferent adert 11
37.26.148.174 |Israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvali d ACK nunber noni t or 10
176.13.23.2 I srael 147.237. 77, 243 wbi e i of 11 || SAM NG Engine: TP Invalid - invalid segnent retransnission drop 10
Ret ransni ssi on Packet dr opped.
46.19. 85. 33 I sr ael 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
79.181.108. 226 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 6
Ret ransni ssi on Packet dr opped.
37.46. 39. 103 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
5. 28. 144. 208 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 253.219. 44 | srael 147.237.77. 243 |mvi e i1 [ €AMNg Enginer TCP Invalid - invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
66.249.75. 201 |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 94 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
109. 253. 135. 28 |I srael 147.237.77. 243 |rvi e i1 |L) €8MNg Enginer TP Invalid - invalid segnent retransmssion drop 6
Ret ransm ssi on Packet dropped.
79.177.27.174 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 6
Ret ransni ssi on Packet dr opped.
54.173.9.10 Lhited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor 6
2.54.188.179  |israel 147. 237, 72. 167 |y shuri maka i o .| ST NG Enginex TP Invalid - finvalid segnent retransmissi on drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 94 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
5.28.144. 208 I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber alert 6
46. 19. 86. 254 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
84.108.214.38 |Israel 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
213.57.61.200 [Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 5
46.19. 85. 76 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 3. 144. 59 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
106. 208. 158. 237|Indi a 147.237. 77. 216 |dover. i of .i | Bad TCP sequence S e Lansm wehdifferent | onitor |5
37.26.148.174 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 5
193. 43. 245. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
31.210. 186. 158 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
213.57.61.200 |[Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 4
212.143.142.56 [Israel 147. 237. 77. 216 |dover. i df .i | dr op First packet isn't SWN drop 4
54.174.179. 157 |Uhited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
106. 208. 158. 237|Indi a 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
5. 102. 254. 199 | srael 147.237. 72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
80. 246. 133. 188 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
91.121.255.66 |France 147. 237. 76. 147 [chi nuch. aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
81.218.66.107 | srael 147.237.77. 233 |atal i df i Bad TCP sequence md:)irsaé‘:]”lt wth dfferent monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
176.13.18.191 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 205
176.13. 3. 188 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 117
176.13.18.191 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 113
185. 32.179. 159 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 103
2.54.22. 245 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 95
80.179. 141. 237 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 93
37.26.146.159 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 80
132. 66. 175. 206 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 76
2.54.22.245 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 74
176.13.18.191 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) Bl ock 68
46.19. 85. 177 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 65
109. 186. 185. 237 I srael 147.237.0.34 |tikshuv.idf.il Igg_'\gng_ ffgst_ g%fa"e Response (ode (404) in Session from Bl ock 47
2.54.46.76 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 45
2.52.134. 215 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 35
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 31
185. 32.179. 159 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 31
80.179. 141. 237 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 23
79.179. 216. 119 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 23
176.13.3.188 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 23
109. 253. 199. 118]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 20
89.139.28.233 [Israel 147.237.0.34 [tikshuv.idf.il |Ostributed Too Many of the Sane Response Code (404) Bl ock 16
176.13.18. 23 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
2.54.36.70 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 10
2.54.24.217 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 8
81.218.241.25 |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed UR. Access from 81.218.241. 25 B ock 6
176.13. 18. 14 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 6
176.13.23.2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
46.19. 86. 25 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.158.121  |israel 147.237.77. 243 |nobi | e. i df . i | fb?:? o _Tiyf’fsrcﬁ;ra; Lﬁgngz‘é‘:sa:\jo‘"f;d in Bl ock 6
109. 253. 205. 109l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
79.176. 35. 92 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 5
2.52.48.134 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
212.235.8.225 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in Mt hod Bl ock 4
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Abnormal |y Long Request B ock 4
176.13.13.223 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 33 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL Bl ock 3
79.176. 35. 92 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storagel/files/ 4/ B ock 3
36.81.181. 73 I ndonesi a 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 3
176.13.20. 153  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
199. 203. 226. 21 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 199. 203. 226. 21 B ock 3
212.235.8.225 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 212. 235. 8. 225 B ock 3
176.13.23.2 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
46. 19. 85. 163 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.22.125 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149.50.76.205 |Uhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to ww aka. i df . i | / adguar d- aj ax- api / api B ock 3
79.180.195.15 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
176.13.23.2  [israel 147.237.77. 243|nwbi l e i df i1 [ Porized /t’a}egpgf;zmgtes“ <t ehi | ddooument f 1071 Bl ock 2
217.132.128. 217|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

2.54.50. 201 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
79.179.120. 254 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 79.179. 120. 254 Bl ock
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