01-26-2016-14:04:02 to 01-26-2016-15:04:02

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
1, 000
800-
600-
400+
Number
a
At t acks 2004
0- % - N & - % K 8\ < N &\ &\
'\6 .\6\ ’ '\b (b»\é ’\6 §'\ ‘\6 .\6\ ’ ’b:\ (& ,\
; ; \ ; A . o) . ‘
PO AV P P S &
& A ¥ & I &
o & ~ & 8
& X )
Top Tar get
[Top Attackers |
1, 000

Nunber
(6]
At acks

Top Attackers

M nadi matal .idf.il

W anan.idf.il

B chinuch. aka. i df . i

MW aka.idf.il

M dover.idf.il

M tikshuv.idf.il

I nobi le.idf.il

M natpash. i df i |
ishurimaka.idf.i

Watal.idf.il

W 91.121. 255. 66
109. 253. 199. 118

I 176.13.23. 184
176. 2. 34. 129

M 46. 19. 86. 137

M 54. 244.22. 103

7 109. 253. 135. 201

M 37.26. 148. 198
5.22.129. 80

M 46.19. 86. 116




01-26-2016-14:04:02 to 01-26-2016-15:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 90

80. 246. 139. 102 | srael 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 6
85.13.142. 4 Cer many 147.237.76. 86 navy.idf.il Bock Np Al Net drop 1
142.54. 160. 211 Lhited Sates 147.237. 72. 156 anan. i df.il bl ock-sp-traf 1 drop 1

81. 218. 56. 125 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 1

142. 54. 169. 164 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess

‘Attacker Gountry |Ste

|Signature

80. 246.139. 102  [147.237.77.216 |l srael dover . idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
80. 82. 64. 68 147.237.76. 177 |Nether| ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.181. 171. 64 147.237.77.216 |[lsrael dover . idf.il portscan: TCP D stributed Portscan 1
79.179.216.136  [147.237.77.216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
192.114.1.131 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
37. 46. 39. 66 147.237.77.216 |[lsrael dover . idf.il portscan: TCP D stributed Portscan 1
176.13.0. 216 147.237.77.216 |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
114.112. 90. 54 147.237.77.205 |[Chi na prisha. idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 183. 201. 2 147.237.76. 177 |Wkraine ncore.idf.il ET SCAN Potential SSH Scan 1
84.108.79. 1 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 66 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 64. 68 147.237.8. 45 Net her | ands eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
79.180.202.208  [147.237.77.233 |Israel atal.idf.il ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
37.143.82.50 147.237.8. 45 Net her | ands eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
188. 97. 198. 69 147.237.77. 216 |Ger nany dover.idf.il portscan: TCQP D stributed Portscan 1
149.88.229.120  |147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
109. 253. 141. 199 |147.237.77.216 |Israel dover . idf il portscan: TCP D stributed Portscan 1
93.174.93. 130 147.237.0.17 Net her | ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Country‘Target Address |Ste Signature
91.121.255.66 |France 147.237.72. 156 |aman. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 465
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 431
S reaning Engi ne: TCP i i sSi
176.2.34.129  |Germany 147. 237. 77. 216 |dover . i of . i | mng tngine. Invalid segment retransmssion. Packet drop 135
Invalid Retransmission [dropped.
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 70
91.121.255.66 |France 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack rej ect 48
S reaning Engi ne: TCP i i SSi
5.22.129. 80 I'srael 147.237.0.34  |tikshwv.idf.il mng tngine: ! Invalid segnent retransmssion. Packet drop 42
Invalid Retransmission [dropped.
2.52.7.2 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 34
46. 19. 85. 237 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence Inval i d ACK nunber nonitor |27
91.121.255.66 |France 147.237.72. 156 |aman. i df il SYN Attack rej ect 26
37.26.149.178 |l srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 23
ream n ine: T i i ssi
46.19.86.111  |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP  |invalid segrent retransnission. Packet drop 18
Inval id Retransnission |dropped.
Sreamng Engi ne: TCP i i ssi
109. 253. 199. 128|i srael 147.237. 77. 243 |robi | e. i df . i | mng tngine: Invalid segnent retransmssion. Packet drop 12
Invalid Retransmission  |dropped.
ream n ine: T i i ssi
46.19. 85. 55 I sr ael 147.237. 77, 243 bl e i i1 | €AMNG Engine: TCP - imvalid segnent retransnission. Packet drop 12
Inval id Retransnission |dropped.
79.182.208. 136 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |12
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 10
Pal esti ni an
37.8.120.72 Territory, 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop 10
Qcecupi ed
54.244.22.103 |lhited Sates 147.237.77. 233 |ata .idf.il drop First packet isn't SYN drop 9
195. 160. 242. 40 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
46. 19. 86. 123 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |8
37.26.148.184 |Israel 147.237.72. 167 [i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.149.222 |israel 147.237.77.176 |matpash.iof il |Bad TCP sequence sscajléom retransmt with different wndow | i\ |g
S reanm ng Engi ne: TCP i i ssi
109. 253. 156. 30 |l srael 147. 237.77. 243 |mobi l e, i f . i mng tngine: ! Invalid segnent retransmssion. Packet dr op 6
Invalid Retransnission |dropped.
37.26.148.234 |lIsrael 147.237.0.34 |[tikshuwv.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
ream n ine: T i i ssi
109. 253. 192. 251 i sr ael 147, 237.72. 167 | shurimaka i of 1| | €M NG Engi ne: TP inval i d segnent retransnissi on. Packet dr op 6
Inval id Retransnission |dropped.
80. 246. 139. 102 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
o S reani ng Engi ne: TCP TGP segnent _V\it_h unjgent poi nt_er (no data).
80. 246. 139. 102 |[Israel 147.237.77. 216 |dover.idf.il Ugent data indication was stripped. Hease |drop 6
Wgent Data Enforcenment | o er to sk36869.
Sreaning Engi ne: TCP i i ssi
80. 246. 139. 205 |I srael 147. 237. 72. 167 |i shuri maka. i df . i mng tngine. Invalid segnent retransmssion. Packet dr op 6
Inval id Retransnission |dropped.
37.26.149.222 |Israel 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.149.178 |lsrael 147.237.77. 176 |nat pash.i df .i | dr op Frst packet isn't SN drop 5
37.26.149.178 |Israel 147.237.77.176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
176. 13. 4. 165 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
37.26.149.230 |Israel 147.237.77. 176 |natpash.icf.il  [Bad TOP sequence Snracretransmt With different wndow | oo |4
46. 19. 85. 184 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
176. 13. 4. 235 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Bl ock HTTP Non
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
Sreaning Engi ne: TCP i i SSi
176.13. 5. 63 I'sr ael 147.237.77. 243 |robi | e. i of .| mng thgine. nvalid segnent retransmssion. Packet drop 4
Invalid Retransmission  [dropped.
195. 160. 242. 40 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 4
S reaning Engi ne: TCP i i sSi
66.249. 64.195 |lited Sates  |147.237.72. 166 |aka. idf .il mng tngine. 1 Invalid segment retransmssion. Packet drop 4
Invalid Retransmission [dropped.
S reanm ng Engi ne: TCP i i ssi
176.13.6.116 |l srael 147. 237.77. 243 |mobi l e, i f . mng tngine: ! Invalid segnent retransmssion. Packet dr op 4
Invalid Retransnission |dropped.
31.168.13.78 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence Inval i d ACK nunber alert 4
37.26.149.178 |Israel 147.237.77.176 |natpash.idf i1 [Bad TCP sequence Ssca::m retransmt wth different window | oo |4
176. 13. 4. 165 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
188. 120. 148. 163|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
S reanm ng Engi ne: TCP i i ssi
5.29. 41. 81 I'srael 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine: ! Invalid segnent retransmssion. Packet dr op 4
Invalid Retransnission |dropped.
79.179. 202. 214 |l srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engi ne: TCP i i ssi
66.249.78.147 |United Sates  [147.237.76.86 |navy.idf.il mng tngine. Invalid segnent retransmssion. Packet drop 4
Inval id Retransnission |dropped.
Sreamng Engi ne: TCP i i ssi
46.19.85.107  |Israel 147.237.72. 166 |aka.i df . mng Engine: ! Invalid segnent retransmssion. Packet drop 3
Invalid Retransmission  |dropped.
91.121.255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 199. 118|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 159
109. 253. 199. 118|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 129
176.13.23.184 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46. 19. 86. 137 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 96
176.13.23.184 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 91
109. 253. 135. 201l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 79
37.26.148.198 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
46.19. 86. 116 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
37.26.147.183 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46. 19. 86. 137 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 34
37.26.149.130 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
176.13.18.120 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 26
46.19. 86. 79 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
46.117.88.57 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 14
46.19. 85. 55 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 13
37.26.148.174 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
176.13. 2. 137 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 11
109. 253. 197. 25 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
81.218.56.171 |[lsrael 147.237.77. 216 |dover.i df . il Mil tipl e Unhaut hori zed URL Access from 81.218.56. 171 B ock 4
46. 19. 86. 221 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
176.13. 1. 234 I srael 147.237.77.243|nobi [ e.i df . i | Par aneter Type Mol ati on NewPassword in nobil e.idf.il/sachar/changepassword |B ock 4
37.26.148.156 | srael 147. 237.77. 243 |nobi | e. i df . i | Eﬁf ?;T{??S\;C‘:a?t/ic?;nziisﬁzwd in Bock |4
31.168.218.221 |israel 147.237.77. 243 |nobi | e. i df . i | Sm;tlr;_bi“éfe_?I%ﬁgﬁ:;fzgplﬁegﬁiih?? ddocunent </ 1362 Bock |4
109. 253. 197. 242|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.26.212 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176. 13. 4. 208 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.142. 252 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.139. 164 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253. 129. 194]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.2.65 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.78.159 |Israel 147.237.77. 216 |dover.i df . il Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 B ock 3
109. 253. 139. 40 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
138.134.102. 16 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/ml net B ock 2
84.109. 144. 143 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176.13.2.137  |Israel 147.237.0.19  |madi matal . i df i [T VR i\IA/?T'mEF : o g;i' m”t ent Al acebl der 13t xt Gaptcha in Bock |2
109. 253. 223. 19 |Israel 147.237.77.243|nobi l e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 109. 253. 223. 19 B ock 2
79.182.208. 136 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 2
46. 19. 85. 66 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.147.133 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.109. 106. 239 I srael 147.237.72.166 |aka. i df . i | ﬁwa';;elr df???/?amgaﬂhztr'ﬁlgi's':r ati o zar e ster. asp None |2
95. 35. 75. 35 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
149.78.123.140 |Israel 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;ﬂtgci’rd'le??/ t';egpgrcy‘isem e/ 1 st chi | cdocument s/ 1362 Bock |2
Unaut hori zed URL Access to
213.151.38.124 | srael 147.237.77. 216 |dover . i df . i | wﬁ‘y;ifh'(;; C/ Clhlc?; :gli‘r’;:;g;/ ;gfzgsgﬁ ) ";522%gfkﬁ”vivfs:ggg:‘:gi“;g} L?]‘éi;ﬁ? Bock |2
obpol 8pgxzxftd95sstiiw
109. 253. 199. 128! srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Qode B ock 2
212.150.71.177 |Israel 147.237.76.86 |navy.idf.il murt];?;'izd‘fi e gigf;sa;; Fil es/ /i 63380/ 1613, pg Bock |2
46. 19. 86. 69 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.150.159. 66 I srael 147.237.76.42 [refuah.idf.il  |J5 0200 b forized éﬁaﬁczﬁ( on HBock |1
2.54.17.197 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
79.182. 96. 48 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to vwwv | ogi stics. atal.idf.il/xnrpc. php B ock
169. 229. 3. 91 g;g: 147.237.77.19 |lawforumidf.il [Malformed UR B ock 1
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