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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 78. 160 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1247
66. 249. 78. 104 | srael 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn |drop 248
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 93
79.178. 121. 234 I 'srael 147.237.72. 156 anan. i df il Bl ock Udp All Nets drop 3
192. 118. 132. 185 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 3

94. 76. 10. 253 Bahrai n 147.237.76. 201 e atal.idf.il Bl ock_Up Al _Nets drop 1
94.76. 10. 253 Bahrai n 147.237.76. 198 e.yohal an.idf.il Bl ock_UWp Al _Nets drop 1

94. 76. 10. 253 Bahrai n 147.237. 76. 202 e halag.idf.il B ock_Udp Al _Nets dr op 1

80. 82. 78. 39 Net her | ands 147.237. 76. 30 hi nush. i df .i | Bock Np Al Net drop 1

94. 76. 10. 253 Bahrain 147. 237. 76. 199 e nakchal .idf.il |Block Wp All Nets drop 1
142.54. 160. 212 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf1 drop 1

80. 82. 78. 39 Net her | ands 147. 237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1

94. 76. 10. 253 Bahrai n 147.237. 76. 200 eitan. aka idf.il Bl ock_UWp Al _Nets drop 1
74.91. 28. 58 Lhited Sates 147.237.0.15 kosher-kravi .idf.il|bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnat ure Devi ce Action |Oount
94. 76. 10. 253 Bahrain 147.237.77. 205 prisha.idf.il |Cl07: DDOS Spoofed HITP Packets B ock 4
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP: User Agent Sogou+web+spi der B ock 1

216. 249. 107. 200 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

46. 19. 86. 49 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 6
46. 19. 86. 68 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
94.76.10.253  |147.237.77. 205 |Bahrain prisha.idf.il ET SCAN Nrap Scripting Engine User-Agent Detected (Nmap Scripting 1
Engi ne)
46. 19. 85. 120 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
94. 76. 10. 253 147. 237. 76. 200 |Bahrai n eitan aka idf.i|ET SCAN NVAP -sS w ndow 1024 1
5.22.134. 204 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
94. 76. 10. 253 147.237. 76. 197 |Bahrain e.hinush.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
2.52.14.18 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 130. 254. 113 [147.237. 77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
192. 116. 190. 250|147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
85.64.241. 156  [147.237.76.42 |lIsrael refuah.idf.il [ET SCAN NVAP -sA (2) 1
176. 106. 230. 217|147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
81.218. 114. 170 |[147.237.77.216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
109. 253. 208. 224|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 230. 242. 162 |147.237.77.216 dover.idf.il |portscan: TCP Distributed Portscan 1
109. 65. 56. 137  |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147, 237. 77. 235 |Chi na svivaidf.il |ET SCAN Potential SSH Scan 1
94. 76. 10. 253 147.237.77. 216 |Bahrain dover.idf.il [ET SCAN NVAP -sS w ndow 1024 1
94. 76. 10. 253 147.237. 76. 202 |Bahrai n e.halag.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
23.227.183.203 (147.237.76.30 [lhited Sates [hinush.idf.il |ET SCAN Potential SSH Scan 1
94. 76. 10. 253 147. 237. 76. 198 |Bahrai n e.yohal an.idf.i|ET SCAN NVAP -sS w ndow 1024 1
2.54. 48. 229 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
93.183. 201. 2 147.237.76.30 [Wkraine hinush.idf.il [ET SCAN Potential SSH Scan 1
85. 65.24. 9 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
191.240.136.5 |147.237.77.227 |Brazil e hanaz.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
82.118.226.189 |147.237.72.156|Ri garia aman. i df il C5- OTHER d sco |1 G5 HITP confi guration attenpt 1
149.78.215.61 |147.237.77.216|Israel dover.idf.il |portscan: TCP Distributed Portscan 1
77.125.124. 109 |147.237.77.216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
109.160. 191. 1  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
62.219.162.98 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
95. 86. 65. 55 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
94. 76. 10. 253 Bahrai n 147.237.77.212|e.dover.idf.il  |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 182
94.76. 10. 253 Bahrai n 147.237.77. 227 |e.hanaz.idf.il  |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 115
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 74
85. 130. 254. 113 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt with different monitor (53
w ndow scal e
85.130. 254. 113 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19. 86. 131 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 29
94.76. 10. 253 Bahrai n 147.237.77.235|sviva.idf.il drop First packet isn't SYN drop 22
79.179.9.139  [israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransnmt wih different monitor |21
W ndow scal e
46. 19. 86. 49 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 19
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 18
105. 157. 172. 127|Mor occo 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 17
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 16
85. 158. 139. 228 LK!i“r:gegom 147.237.77. 170 |maarachot.i df .i| [dr op First packet isn't SN drop 13
Sreamng Engine: TCP Invalid ' i ssi
94.230.86.49  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 160 I srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
192. 115. 177. 202|I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
85. 64.241. 156 I srael 147.237.76.86 |navy.idf.il g =g nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.13.253 [ srael 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
213.57.182.42  |israel 147. 237. 77. 243 |nobi l e.i df .i | g =g nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
2.54.45.84 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.149.152 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i Ssi
176.13.2.217  |israel 147. 237. 72. 167 |i shuri maka. i df . i g =g nval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
94. 76. 10. 253 Bahrai n 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid i i ssi
31.204.128.94 |Netherlands  |147.237.76.86 |navy.idf.il g =g nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 25 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 7
46. 19. 86. 25 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid AGK nunber alert 7
54.244.22.103 |lhited Sates [147.237.77.233|ata.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 25 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54.51. 66 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 25 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
213.8.98. 193 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreamng Engine: TCP Invalid ' i ssi
46.19. 86. 90 I srael 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.176.142.34 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249.78.147 |United Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.52.172. 254 I srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109. 186. 80. 150 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber alert 6
46. 19. 86. 25 I srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TCP Invalid i i SSi
46.19.85.250  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
62.219.115.62 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 244 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACGK nunber alert
109. 186. 80. 150 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
176.13.21.26 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
155.56.40.47  |Ger many 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.179. 242. 101|i srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
195. 200. 205. 34 |Israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.180.16.98  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 65.126.59  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 244 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Acti on ‘Count
109. 253. 156. 30 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 182
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 115
176. 13. 14. 29 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 111
46. 19. 85. 30 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
109. 253. 156. 30 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
109. 253. 156. 30 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 89
176.13. 14. 29 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 86
2.54. 44. 25 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
2.54.143. 61 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 82
109. 253. 205. 119|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 77
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 73
213.151.35.213 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 58
31.168.197. 195 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 56
132. 74. 244. 183 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 49
2.54.161.6 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 44
194.90. 88. 105 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 39
109. 253. 193. 171/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
109. 253. 205. 119l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 26
188. 143. 232. 19 :ZZ::FI on 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 188. 143. 232. 19 Bl ock 20
176. 13. 14. 29 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 11
109. 253. 146. 97 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
213.151. 35. 213 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 10
176. 13. 9. 202 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
37.26.146.135 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 253. 207. 131|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.52.169. 149 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
176.13.22.70  |israel 147.237.77. 243|mobi L e i df i1 [0 ?LfoﬁsgcﬂﬂiC%;ﬁfisﬁzwd in Bock |4
176.13.17.21 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.149.140 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.18.107 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
212.179.50.230 |lIsrael 147.237.77. 216 [dover . i df . i | Unaut hori zed HTTP Met hod B ock 3
37.26.146.153 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.179.50. 230 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v i df.il/styl e/ shared/ B ock 3
37.26.148.136 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 161. 204 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.199. 57. 203 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 167. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.147.248 |Israel 147.237.76.42 [refuah.idf.il o amee Bhe I\':jfo' & /' fggf:}gﬂ?{gﬁ";ﬂx""cem der 19t xt Last Nane i Bock |2
79.178.125.165 |Israel 147.237.76.42 |refuah.idf.il  |areer e Mo ﬁ;gg;:};,oﬁﬁ;ezggxacem der18txtIDin Bock |2
46.19. 86. 81 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.143. 230 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
176.13. 21. 26 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
77.127.77.37 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57.182.42 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
46.19. 86. 129 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/ 4/ B ock 2
176.13.13.253 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
Unknown Par arret er
77.126.236. 206 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 42$ct | 02$ct | 03ddl Questi on  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
176. 13. 6. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
37.26.147.248 | israel 147.237.76.42 [refuah i df i1 [ O e s Bock |1
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