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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
94. 76. 10. 253 Bahrai n 147.237. 0. 200 ndu.idf.il JLM Purpl e Gon Limt_Tcp drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
204. 42. 253. 130 Lhited Sates 147. 237. 76. 147 chi nuch. aka. i df . i Block Udp Al Nets drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il Bl ock Udp Al _Nets drop 2
71.6.165. 200 Lhited Sates 147.237. 76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
183. 56. 159. 141 Chi na 147.237. 76. 147 chi nuch. aka.idf.il ock Wp Al _Nets drop 1
74.91. 28. 58 Lhited Sates 147.237.77. 176 nat pash. i df.i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
24.108. 170. 158 Canada 147.237.77. 216 dover.idf.il [QD0O8: HTTP. Xenu User Agent B ock 3
94. 76. 10. 253 Bahrai n 147.237.77. 216 dover.idf.il |Cl07: DDCS- Spoofed HTTP Packets Bl ock 1

136. 243. 103. 165 Ger many 147.237.77. 216 dover.idf.il |CL06: HITP. najestic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

94.76. 14. 237 147. 237.76. 176 Bahrain test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 4
94. 76. 10. 253 147.237.77. 216 Bahrain dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 17. 163 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
66. 240. 213. 93 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148. 18. 162 147.237.77. 121 Li t huani a e navy.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 214 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 205 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 61. 109. 189 147. 237.72. 167 Chi na i shuri maka.idf.il ET SCAN NVAP -f -sS 1
94.76. 14. 237 147. 237.77. 226 Bahrain wwwy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
94. 76. 10. 253 147.237.77. 226 Bahrai n wwy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
85. 233. 76. 49 147.237.77. 74 Russi an Federation lawidf.il Tehila - Perl LWP wth fake user agent 1
77.125. 89. 232 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
61.244. 49. 137 147.237.77. 233 Hong Kong atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148. 18. 162 147. 237. 76. 196 Li t huani a e.svivaidf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.8.24 Chi na elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.149. 173 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 61. 109. 189 147.237.72. 167 Chi na i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94.76. 14. 237 147. 237.77. 227 Bahrain e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
91.121.255.66 |France 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 82
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 71
94.76. 14. 237 Bahrai n 147.237.72. 217 |e.idf il Geo-1 ocati on enf or cenment Geo-l ocati on i nbound enf or cenent |dr op 64
209.200.29.36 [Wited Sates |147.237.72. 156 |aman.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 59
209.200.29.36 |Uited Sates [147.237.76. 147 |chi nuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 59
148. 251. 130. 181 |Ger many 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 58
148. 251. 130. 181 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df .i || SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 58
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176.13. 8. 38 I 'srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 29
176.13.8.38 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 25
94.76.10.253  [Bahrain 147.237.76. 176 |test. ncore. i of .i1 [Bad TCP sequence mdﬁvr;n;n;t Wth different aert 20
94.76.10.253  |Bahrain 147. 237.76. 176 |test. ncore. i of i1 [Bad TCP sequence mdgiflrsa:asl"gt wth different monitor |20
2.54.168.189 | srael 147.237.77. 243 |rvi e i1 |LF €AMNg Enginer TP Invalid - finvalid segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
2.54.169. 71 I'srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
46.19. 85. 212 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 17
46.19. 85. 177 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
172.56.16.124 [nited Sates [147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 12
109. 66. 122. 228 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 12
109. 66. 122. 228 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 146 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack rej ect 11
46.19. 86. 51 I'srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
2.54.179.197  |israel 147, 237, 76. 200 |eitan aka. i o i1 | S NG Engine: TP Invalid invalid segnent retransnissi on. drop 9
Ret ransni ssi on Packet dr opped.
2.54.139.164  |israel 147.237.77. 243 |mvi e i1 |1 €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
212.76.127.219 |l srael 147.237.77. 176 |matpash.idf.il  [Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor
82.166. 140. 117 |israel 147.237. 72. 167 [i shurimaka i a1 || SAM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
212.179. 218. 166 || srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.173.70 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 7
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
2.54.177. 172 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 101 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
212.76.127.10 |l srael 147.237.77. 176 |natpash.idf.il (Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 6
212.179.21. 194 |israel 147. 237.76. 200 [ei tan aka i o1 | SAM NG Enginer TCP Invalid finvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 65 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.54. 169. 38 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
62.0.242. 129 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 6
46. 19. 85. 65 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 61 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
46.19.85.146  |Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
176.13.18. 174  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 76 I'srael 147237, 72. 167 [i shurimaka i a1 || €A NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
89. 139. 155. 251 |Israel 147.237.0.19  |radimatal igr. i1 |2 €M NG Engine: TP Invalid - finvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
212.179. 218. 166|l srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
212.179. 218. 166|l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212.179. 218. 166 |l sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
82.81.49.21 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 101 I sr ael 147. 237. 77. 216 |dover . i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 136. 170 |l srael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
46. 19. 85. 198 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 397
46.19. 85. 198 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 145
192.118.11. 118 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 140
37.26.148.246 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 120
192.118.11. 118 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
37.26.149.219 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 86
46. 19. 85. 198 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 79
37.26.148.246 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 74
109. 253. 213. 49 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 58
46. 19. 85. 121 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
212.150. 82. 215 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 51
37.26.149.219 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 50
2.54.36.70 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
80. 246. 136. 220 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
46.19. 86. 56 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 42
89. 139. 155. 251 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
176.13.1. 252 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
192.118.11. 118 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 29
84.109. 119. 147 |l srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 26
46.210.212.3 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
109. 253. 207. 221 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Uhaut hori zed URL Access on nobi | e. i df . il/nekudot/i ndex B ock 11
212.199.224. 24 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212.199. 224, 24 Bl ock 11
2.54.12. 169 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 253. 217. 246|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46. 19. 85. 239 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
80.179.223.31 |Israel 147.237.77. 176 [nat pash. i df .i| |Miltiple Wauthorized URL Access from 80.179.223. 31 B ock 6
80.179.223.31 [Israel 147.237.77. 176 |mat pash. i df . i|  |Uhauthorized LR Access to wan cogat.idf.il/sip_storagelfiles/9/4629.jpg|B ock 6
37.26.148.135 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
80.178.239.76 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
82. 80. 196. 44 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 4
46. 19. 85. 89 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
2.54.9. 248 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 6. 100 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.187. 252 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82.80. 196. 44 I srael 147.237.72. 156 |anman. i df . i | Mil tipl e Unaut hori zed URL Access from 82. 80. 196. 44 B ock 3
213.57.93.210 |Israel 147.237. 72. 166 |aka. i df . i | D str) buted Lnauthor] 2ed LRL Access on Bock |3
109. 253. 139. 40 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 152 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 39 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 165. 66 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.168. 189 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
85. 233. 76. 49 2;2::3 on 147.237.77.74 |lawidf .il PHP Att enpt B ock 2
Unhaut hori zed URL Access to
31.44.130.175 [Israel 147.237.72. 166 [aka. i df . i | www. aka. i df . i | / mai n/ kapat z/ &a=u&ved=0ahukewj dkox_gnf kahuf kywkhc |Bl ock 2
z7ae0qf gghmaa&usg=af gj cngt ye6ot 01bsuxsl f Ozyszj zl zzqw
212.150. 82. 215 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 2
85. 233. 76. 49 g;z:;nl on 147.237.77.74 |lawidf .il Unaut hori zed URL Access to ww nag. i df.il/wp-admin/ adnin-aj ax. php |8 ock 2
46. 19. 85. 140 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
87.69. 247. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
176.13.19.193 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54. 144. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
46.19. 85. 112 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
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