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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Device Action

Count

Signature

212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 3
94.76.9.116 Bahrai n 147.237.0. 200 ndu. i df.il JLMPurple Gon Limt_Tcp dr op 2
1.222.105. 130 Korea, Republic of 147.237.76.176 test.ncore.idf.il B ock Wp Al Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |B ock Wp Al Nets drop 1
180. 97. 106. 36 Chi na 147.237.76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 1
142. 54. 169. 162 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

At tacker At acker .
count ry get Address |Site dgnature
77.248.12. 153 |Netherl ands 147.237.76. 42 |refuah.idf.ill14331: HITP. Suspicious Wser-Agent (M Session) B ock 2
46.19. 86. 137 | srael 147.237.77. 216 |dover i df .i | 12890: TCQP. Wndows TCP | P Deni al -of - Service Mul nerability (O\LY enabl e B ock 1
when under [oS attack)
198.20.69.74 |[lhited Sates [147.237.76.202|e. hal ag. i df . |13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
94.76.3.178 147.237.76.177 |Bahrain ncore. i df.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.2.26 147.237.72.217 |Bahrain eidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 86. 74 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
218.246.0. 97 147.237.0. 15 Chi na kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
37.142.252. 53 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
217.194.193.5 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
121. 201. 27. 61 147.237.76.177 |China ncore. i df.il ET SCAN Potential SSH Scan 1
109. 253. 201. 25 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
94.76.21. 144 147.237.76.201 |Bahrain eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.3.178 147.237.76.147 |Bahrain chinuch.aka.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 147.237.77.121 e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.246.0. 97 147.237.8.28 Chi na e. nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 65 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
217.194.193.180 |147.237.72.166 |[Israel akaidf.il portscan: TCP D stributed Portscan 1
2.54.43.17 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
212.199.196.181 |147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
188. 161. 4. 141 147.237.77.216 |Palestinian Territory, QGecupied dover.idf.il portscan: TCP DO stributed Portscan 1
121. 40. 195. 144 147.237.76.200 |China eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 255. 65. 207 147.237.76. 34 yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Acti on
Sreamng Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssi on. drop 76
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.94.158.140 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 63
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 14
Sreanming Engine: TGP Invalid i i ssi
217.194.193.5 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
. . . . SYNPAXK retransmit with different .
37.26.148.200 |lsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence wi ndow scal e noni t or 11
VWb Server Enforcenent HTTP Deni
207.241. 231. 227|Wited Sates |147.237.72. 166 |aka.idf. il . Véb Servers S ow Denial of 1 o et 11
Mol ati on Servi ce
2.52.141.1 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 184 I srael 147.237. 77. 216 |dover.idf i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.52.169. 196 I srael 147. 237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 184 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaming Engine: TGP Invalid i i sSi
79.183.52.203 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansn ssi on Packet dropped.
62.0.211. 71 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 9
Sreanmng Engine: TCP Invalid i i ssi
157.55.39.237 |Wited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. g 8
Ret r ansm ssi on Packet dropped.
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 7
. . SYNPAXK retransmit with different .
80. 246.136.98 |lIsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e noni t or 7
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamn ine: TCP Invali i i ssi
46.19.85.223  |israel 147.237.77. 243 |nobi l e, i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 6
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.17. 111 I srael 147.237.0.34 |tikshwv.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansnm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 253. 145. 1851 sr ael 147.237. 72. 167 [i shurimaka i i1 | @M NG Engine: TGP Invalid linvalid segrent retransmission. | 6
Ret r ansnm ssi on Packet dropped.
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
174.127.66.147 |Whited Sates [147.237.76.39 [nobile neitav.idf.i|Bad TCP sequence SN retransmt wih different monitor (6
wi ndow scal e
80. 246.136.98 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
212.179. 162. 114/l srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 77 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 107 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i ssi
157.55.39.198 |Wited Sates |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.204.128.94 |Netherlands  |147.237.76.86 |navy.idf.il 9 =g Imvalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
2.52.29.58 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
80. 246. 136.98 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi
176.13.7.251  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 4
Ret r ansnm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |4
212.179. 218. 166/l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
212.179. 218. 166 |l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
217.194. 198. 109|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
46. 19. 85. 245 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
217.194. 198. 109|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
2. 54.140. 225 I srael 147. 237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
62.0.211. 71 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
212.179. 218. 166 |l srael 147.237.76.86 |navy.idf.il SYN Attack rej ect 4
Sreanming Engine: TCP Invalid i i ssi
2.52.0.67 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.93. 189 |United Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. g 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
149.78.24.121 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.173.67  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansnm ssi on Packet dropped.
81.218.70.243 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
5.22.130. 68 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi
62. 219. 125. 215 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 78 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g o 3
Ret r ansnm ssi on Packet dropped.
81.218.241.25 |[lsrael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 82 I sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46. 19. 85. 239 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 587
46. 19. 85. 239 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 257
2.54.40.17 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 164
46. 19. 85. 239 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 138
2.54.139. 164 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
2.54.178. 208 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 110
46. 19. 86. 137 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
109. 253. 199. 118|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
2.54.12. 169 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 102
109. 253. 217. 246 |1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 87
109. 253. 158. 113|l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 83
2.54.40. 17 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 76
176. 13. 6. 100 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 67
80.178.157.52 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 66
109. 253. 199. 118l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 49
2.54.178.208 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 45
109. 253. 132. 1561 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
176.13.7.81 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 35
109. 253. 217. 246 |1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 30
80. 246. 136. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
176. 13. 10. 95 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 28
176.13.17. 25 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
80.178.239.76 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
109. 253. 158. 113|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 12
2.52.173. 143 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
2.54.40. 17 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 10
80.246.139.54 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
109. 253. 213. 49 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46. 19. 86. 10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 253. 139. 40 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
5.29.151. 12 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
2.54.178. 208 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 5
109. 253. 207. 221 |l sr ael 147.237.77.243|nobi | e.i df . i | Dstributed Wauthori zed URL Access on nobil e.idf.il/nekudot/index [B ock 4
138.134.192. 10 |[lsrael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/nain/ hone/ def aul t. aspx B ock 4
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.182. 96. 48 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php Bl ock 3
109. 65. 50. 93 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.205 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 101 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
80. 246. 136. 111 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.182. 96. 48 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 3
2.54.23. 242 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
31.168. 164. 126 |Israel 147.237.76.86 |navy.idf.il muagx.'izd‘;c‘j e igf;sagt;“ o5/ 3/ s 2633640 1613, pg Bl ock 2
2.54. 165. 10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock

46. 19. 86. 97 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.13.0.21 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
85.233.76.49 |10l 147.237. 77. 170 |nmar achot . i of . i | [-hauthort zed. %fﬁf?iz-ta%m W acni -3 ax. php Bl ock 2
89. 139. 155. 251 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
37.26.148.246 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

95. 35. 75. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None
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