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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1228
58.97.111.9 Thai | and 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
58.97.111. 10 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

180. 97. 106. 161 Chi na 147. 237.76. 197 e hinush.idf.il |Block Udp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 44 e.refuah.idf.il [Hock Np All Net drop 1

180. 97. 106. 162 Chi na 147. 237. 76. 202 e halag.idf.il |Bock Ulp All Nets drop 1

66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

66.176. 172. 168 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109. 253. 206. 187|147.237.0.19  |Israel nadi matal .idf.il GPL SCAN nyscan 2
109. 253. 206. 187(147. 237.0.19  |Israel nadi matal .idf.il I NDI CATOR- SCAN nyscan 2
94.76.1. 190 147. 237. 76. 200 |Bahrai n eitan akaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
66. 249. 78. 31 147.237.77.226|Whited Sates  |wun chanatz. aka idf.il |ET SCAN NVAP -sA (2) 1
46.116.185.32  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.204.101. 24 |147.237.76.86 |Lebanon navy. i df . il ET SCAN NVAP -sA (2) 1
190. 84. 93. 51 147.237.76.31 |Col onbi a nakchal . i df .i BT SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
120. 125. 82. 194 [147.237.77.61 |Taiwan e.cogat .idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.76.12. 172 147.237.77. 179 |Bahrai n e nazi.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
77.125.105. 42 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.161.40.120 |147.237.77. 178 ?ézzgzm e. natpash. i df i ET SCAN NVAP -sS wi ndow 1024 1
5.22.250. 202 147.237. 76. 176 [Net her | ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.13.18.228  [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
164.39.11.198 |147.237.0.17 |United K ngdom|mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
120. 125. 82. 194 |147.237.77.61 |Tai van e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?z\t”i((:)i
reamn ine: TCP Invali i i ssi
5.29.217.8 I srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 658
Ret r ansni ssi on Packet dr opped.
) o SN retransnmit wth different .
109. 253. 158. 113l srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence i ndow scal e monitor |52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 163 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber nonitor |25
VWb Server Enf or cenent HITP Deni
207.241. 231. 227|Wi ted Sates 147.237.72. 166 |aka. i df . . Véb Servers S ow Denial of o ect 19
MViolation Servi ce
. . SYNretransmt wth different .
176.13.1.39 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 17
188. 161. 4. 141 ga:lcis;i':éa” Termitory.l 147 237.77. 176 |natpash.if.il  |drop First packet isn't SN dr op 16
Sreaning Engine: TGP Invalid i i ssi
79.182. 238. 179 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
54.244.22.103 |thited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 11
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
165. 51. 165. 247 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |10
2.54.98. 240 | srael 147.237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 9
165. 51. 165. 247 147.237.77. 216 |dover. i df . i Bad TCP sequence SNretransmt with different | ohvor |8
sequence
Sreamng Engine: TCP Invalid i i ssi
46.121.253.12 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
37.26.148.165 |Israel 147.237.72. 166 |aka. i df .i drop SAMrule drop 7
62.0.237. 1 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 7
46. 19. 85. 254 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber nonitor |6
213.204. 101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid ' i ssi
66.249.78.146 |United Sates 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
165. 51. 165. 247 147.237.77. 216 |dover.idf .il SYN Attack rej ect 6
58.108.230.199 |Australia 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 254 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
165. 51. 165. 247 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.54.185.6 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
37.211.234.25 |Qtar 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
37.46.39.175 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
165. 51. 165. 247 147.237.77. 216 |dover. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 4
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
37.46.39.134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
reaming BEngine: TCP Invali i i ssi
46.19. 85. 34 I'srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
87.68.78.43  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.208. 158 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
37.26.147.172  |israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
79.181.27.229 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
50.162.178.25 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
84.108. 168. 120 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i ssi
109. 64.118.13 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
5.255.253.46  |Russian Federation  |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
213.8.241.106 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 253. 146. 1141 srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
37.26.146.173 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
130.193.51.91 |Russi an Federation 147.237.76. 200 |eitan. aka.idf . il g .g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
37.46.39. 175 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |3
213.204. 101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 2
84.108. 168. 120 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 2
46. 19. 85. 39 | srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
165. 51. 165. 247 147.237. 77. 216 |dover. i df . i Bad TCP sequence SNretransmt with different 1) oy 2
sequence
185.3.147.162 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.217.8 | srael 147.237.72. 166 |aka. i df . i | Aut omat ed Mul nerabi lity Scanni ng B ock 847
46.19. 85. 117 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 104
109. 253. 158. 113]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 92
46.19.85.117  |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 92
46.19. 85. 117
176.13.7.81 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 40
109. 253. 206. 187 |l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 40
46.19.85.117  |Israel 147.237.0.19 |madimatal .idf.il Too Mny of the Sane Response Qode (403) in Session from B ock 13
46. 19. 85. 117
46.19. 86. 124 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
109. 253. 138. 236l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
109. 253. 150. 238|l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 2
; . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.144. 33 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 253. 203. 125|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
46. 19. 85. 230 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.18.228 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
46.121.253.12 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
84.94.73.84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
. . Uhknown Paraneter catid in
66. 249. 78. 146 | srael 147.237.72. 166 |aka. i df . i | whw aka. i df . i |/ nai n/ r abanut / gener al . aspx None 1
_ ny- kosher - kravi . i df _ o
157.55.39.222 |lhited Sates |147.237.0. 16 i| Lhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
46.116.187.90 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 46.116. 187. 90 B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
31.154.175.22  |[Israel 147.237.72. 166 |aka. i df . i | vow aka. i df . i |/ nai v sachar/ nai | box. aspx None 1
2.54.24. 195 I srael 147.237.72. 166 |aka. i df . i | thknown Par aneter __l EVBTATEENCRYPTED in None 1
ww aka. i df . i |/ mai n/ gi yus/ questi onnai re. aspx
79.179.208. 158 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
. . O stributed Unhaut hori zed URL Access on
193.90.12.86  |Norway 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 65. 223 |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx |B ock 1
109. 253. 209. 55 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |Bl ock
66.249.78.199 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 199 B ock
. - D stributed Lhaut hori zed URL Access on
176.13.1. 39 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ reset . css Bl ock !
46.116.187.90 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/gius B ock 1
" . ] Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on URY/ Par anet er (+)
109. 253. 158. 113l srael 147.237.0.19 |nmadimatal .idf.il from 109. 253. 158. 113 Bl ock 1
40.77.167.28 Lhited Sates |147.237.72.166(aka.idf.il Uhaut hori zed LR. Access to aka.idf.il/... B ock 1
. . Miltiple Untraceabl e SSL Sessions from2.54.38.93 (Protocol
2.54.38.93 I srael 147.237.72. 166 |aka. i df . i | viol ation (SS. COW QI ENT FELLO) None 1
79.182.188. 6 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . O stributed Unhaut hori zed URL Access on
195. 154.56. 44  |France 147.237.77. 216 (dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 65. 224  |Israel 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to v i df.il/atal 1/izkor/ vi ew i ny. asp B ock 1
. . . Unaut hori zed URL Access to
118. 193. 177. 100|Chi na 147.237.77. 176 |nat pash. i df . i | vown cogat . i df .1 1/ shar edl user cont r ol s/ header upper / Bl ock 1
109. 253. 128. 30 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
2.54.190. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249.78.199 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.i|/banachane/ B ock 1
46.117.199. 124 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hor i zed Method CPTI QNS for ww aka. i df . i |/ mai n/ sachar/ B ock 1
46.19. 85. 115 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . S Untraceabl e Gonnection - Protocol violation
2.54.38.93 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
81.218.56.171 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut horized URL Access from 81.218.56. 171 B ock 1
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 12522- he/ dover . aspx B ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.201. 137 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
149.78.169.39  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Miol ati on PageNumin waw i df.il/1399-en/ dover. aspx [B ock 1
109. 253. 204. 244 |1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
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