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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3062
94.76.18. 141 Bahrai n 147.237.77. 205 prisha.idf.il |Frk _Under_ Attack Con Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
85.233.76.49  |147.237.77.74 gzgan. lawidf.il Tehila - Perl LWP with fake user agent 2
erati on
66.249.78.146 |147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
61.244.49.137 [147.237.72. 166 |Hong Kong aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.253.96. 122 [147.237.77. 179 |hi na e.nazi.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237. 76. 148 |Chi na gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
163.172.13. 173 |147.237.72. 166 |Uni ted Ki ngdom |aka.idf. il ET SCAN NVAP -sS w ndow 1024 1
94.76.1.176 147. 237.77. 243 |Bahrain mobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.172.44 [147.237.0.35 |[Netherlands akaws. i df . il ET SCAN Potential SSH Scan 1
58.253.96.122 [147.237.77.179|Chi na e.nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 216. 176. 244|147. 237. 76. 201 |Latvi a e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
175 4. 950 215|147 237 0. 16 |chi na ny-Kosher -kravi . df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.76. 1. 244 147.237.0.200 |Bahrain mdu.idf il ET SCAN NMAP -sS wi ndow 1024 1
94.76.1.176 147. 237. 76. 197 |Bahrai n e. hi nush. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
89.248.172. 44 [147.237.0.16 |Netherlands ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
20.170. 164. 117 |147. 237, 76,37 |Russian nekehal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature /?i'. ‘;i
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 99
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
109. 65. 1. 198 | srael 147.237.72. 166 |aka.idf .i | dr op Frst packet isn't SYN drop 12
80. 246. 136. 166 |l srael 147.237.72. 166 |aka.i of .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
85.64.79.196  |Israel 147.237.72. 166 |aka.i df .| SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
178. 154. 189. 201 giiztr‘ion 147.237.72. 166 |aka i df . ;; ?2:;;? Sir:gc'):e: T Invalid 'Pg‘éak];td dsrefgggfj. retransmssion. 4 6
77.126. 163. 147 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i d finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
141. 8.132. 112 g;z::t”ion 147.237.72. 166 |aka i df .i ;; ?2:3?2 S?gc'):e: T Invalid 'Pg‘éak';td dsreoggggé retransmssion. 4 6
87. 69. 48. 54 I srael 147.237.0.16 Fl’"kOSher'kra"i'idf' Bad TCP sequence mdﬁr;n;"y wth different monitor |5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
91.200. 12. 143  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
91.200. 12. 143 |krai ne 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
54.244.22.103 |lhited Sates [147.237.77. 176 |natpash.idf.il drop Frst packet isn't SN drop 4
37.26.146.188 |israel 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
62.219. 190. 135 |I srael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid linvalid segnent retransmission. | .o 3
Ret r ansmi ssi on Packet dr opped.
130. 193. 37. 16 :Zj;”ion 147.237.0.34 |tikshuv.idf.il ;; ?Zr:sr:g Siri]g(;:e: TP Invalid :Dg‘éakjeitd dsregg:gi retransmssion. g 3
132.66.234.47 |israel 147. 237. 72. 156 |anan. i of . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 3
5.22.131.123  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
27.55.171.242  |Thailand 147.237.77. 243 |robi | e. i of .| Streaning Engi ne: TCP Inval i d finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 3
2.54.8.141 | srael 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
14.23. 42. 235 Chi na 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 2
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .| SYN At tack SYN -> SYN-ACK -> RST rej ect 2
2.54.149.161  |Israel 147.237.76. 42 |refuah.idf.il Veb Server Enf or cenent Veb Servers Sow HITP Denial of | 2
Mol ation Service
132.66.234.47 |Israel 147.237. 72. 156 |anan. i of . i | Bad TCP sequence wﬁtﬁ;ggzi;gth moni tor |2
188. 120. 148. 209|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 86. 230 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 1
184, 105. 139. 116|tited Sates [147.237.0.35 |akavs.idf.il drop drop 1
42.101. 154. 233 |China 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
46.117.190.11 [ srael 147. 237. 72. 156 |anan. i df i | Bad TCP sequence I'nval i d ACK nunber alert 1
37.142.68. 74 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 220|Wited Sates  [147.237.0.35 |akave.idf.il drop drop 1
74.82.47.35 Wited Sates |147.237.76. 196 |e. sviva.idf.il Geo-1 ocati on enf or cenent S;]?O'r gziinfn I nbound drop 1
46. 19. 85. 123 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber monitor |1
24.228.64.79  |wnited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
178.63.17.130 |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
46.117.190.11 [Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
184. 105. 247. 231|Wited Sates  |147.237.77. 243 [nobile.idf . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.22.131.15 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |1
74.82. 47.52 Lhited Sates |147.237.76. 197 |e. hinush. i df . i1 Geo-| ocati on enf or cenent il?olr gg‘;:nfn I nbound drop 1
46.19. 86. 61 I srael 147.237.77. 243 |mobile. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
24.228.64.79 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
188. 64.202.55  |Israel 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.19.86.143  [Israel 147. 237. 77. 216 |dover. i df . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.79 |thited Sates [147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
2.52.139. 18 I srael 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
14.23.42.235  |China 147. 237. 77. 216 |dover. i df . il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
91. 135. 102. 188 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 77
2.52.167. 191 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 54
91.135.102. 188 |Israel 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Cbde (404) in Session from B ock 30
91.135. 102. 188
176.13.2.187 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 29
109. 253. 217. 246|l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
46. 19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
176.13.3. 4 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
. . Uhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | v cogat i df i 1/si p storagelfi1 es/ O/ si 2e220x0/ 3410, j pg. St B ock 3
176. 13. 10. 49 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
37.26.149.247 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
Russi an . .
85. 233. 76. 49 Fedor at i on 147.237.77.74 [lawidf.il PHP At t enpt B ock 2
Russi an ] . Uhaut hori zed URL Access to
85.233.76. 49 er ati on 147.237.77.74 |lawidf.il v | aw i df . i |/ wp- adm n/ adni n-aj ax. php Bl ock 2
: . . DO stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates  |147.237.77.216|dover. i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an . . . ]
85. 233. 76. 49 er ati on 147.237.77.74 [lawidf.il Adni n Bl ocki ng B ock 1
Russi an . . - Paraneter Type Molation lang in
2.95.70. 223 Feder at i on 147.237.0.34  [tikshuv.idf.il waw ti kshuv. i df.i |/ nodul es/f or uns/ f or um aspx Bl ock !
2.54.40.194 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mode None 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  [147.237.77. 216 |dover.idf . i v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
85.233.76.49  |¥SSIan 147.237.77.74 |lawidf.il Mil tipl e Adnin B ocking from 85. 233. 76. 49 B ock 1
Federation
2. 95.70. 223 RJSf;:I”i on 147.237.77. 216 |dover. i df .| | Parameter Type Mol ation IDin wawidf.il/1294-en/dover.aspx  |B ock 1
91. 135. 102. 188 |l srael 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 1
52.34.112.252 |Lhited Sates 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.54. 40. 194 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . . URL is Above Root DOrectory
14. 23. 42. 235 Chi na 147.237.77. 216 |dover.i df .i | v df i1/ ../ shar el user cont rol s/ header upper/ B ock 1
176. 13. 15. 81 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1065- he/ dover . aspx Bl ock 1
Russi an - - - Paraneter Type Mol ation Folderld in
2.95.70. 223 e ot i on 147.237.0.34 |tikshuv.idf.il vaww i kshuv. i df i |/ nodul es/ f or uns/ f or um aspx B ock 1
149. 78. 97. 50 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |B ock 1
2.52.139.18 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
184. 105. 247. 195|United Sates 147.237.77.243|nobi [ e.i df . i | Unhaut hori zed URL Access to 147.237.77. 243/ B ock 1
95. 35. 75. 35 I srael 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
68.180.229. 173 |lhited Sates 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to aka. i df.il/banmachane B ock 1
Russi an . . . Paraneter Type Miolation Forunid in
2.95.70. 223 Feder ati on 147.237.0.34  |tikshuv.idf. il v ti kshuv. i df . i 1/ modul es/ f or uns/ f or um aspx Bl ock !
-kosher -kravi . i df . i
87. 69. 48. 54 I'srael 147.237.0.16 |V Wnauit hori zed LR Access to o Bl ock 1
il wan ny- kosher -kravi . i df . il /tenpl ates/| ogi n/ | ogi n. aspx
. . Uhaut hori zed URL Access to
37.142.252.53 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
194. 187. 168. 242|Pol and 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wa i df.il/894-en/idf gdover.aspx |B ock 1
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