01-26-2016-05:04:04 to 01-26-2016-06:04:04

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

Top Tar get

M dover.idf.il
M aka.idf.il
M nadi matal .idf.il
M i shuri maka.idf.i
Wiawid.il
M tikshuv.idf.il
I chi nuch. aka. i df . i
M navy.idf.il

maar achot . i df . il
M hinush. i df .i |

Nunber 4, 000
(6
At tacks

2, 000+

.- R AN SR R G RIS
2 G- N o o AV o
PAY ey e T R S
b‘I\" S‘;o Q Q% * (b

Top Attackers

W 141. 255. 145. 251
167. 114. 156. 16

I 46. 19. 85. 187
41. 33. 231. 90

Il 84. 109. 69. 63

M 46. 19. 85. 253

[ 201. 46. 158. 229

M 105. 109. 176. 154
54.72. 73. 168

M 130. 132.173.78




01-26-2016-05:04:04 to 01-26-2016-06:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
141. 255. 145. 251 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4018
141. 255. 145. 251 Net her | ands 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 3768
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3046
141. 255. 145. 251 Net her | ands 147.237.77.216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 1714
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 751
141. 255. 145. 251 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 518
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 308
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context dr op 44
201. 46. 158. 229 Brazil 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

96. 245. 39. 39 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Under Attack _Con Htp dr op 1
207. 46. 13. 135 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
185. 35. 62. 50 Sii t zerl and 147.237.76. 199 e.nakchal i df .il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
113. 171. 23. 126 [147. 237.76.30 |M et nam hi nush. i df . i | ET SCAN Potential SSH Scan 1
107.2.79.150 |147.237.76.42 |lthited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76.0. 204 147. 237. 76. 196 |Bahrai n e.svivaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
5.22.250.202 |147.237.77. 235 |Net her| ands svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.76. 147 |thi na chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 237 |147. 237.77. 170 maarachot.idf.il |ET SCAN NVAP -sS w ndow 4096 1
172. 98. 200. 237 |147. 237. 77. 170 naarachot.idf.il |ET SCAN NVAP -f -sS 1
113. 171. 23. 126 |147. 237. 76. 201 |\ et nam e.atal.idf.il ET SCAN Potential SSH Scan 1
107.2.79.150 |147.237.76.42 |Wited Sates |[refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94.76. 0. 204 147. 237. 76. 196 |Bahrai n e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
1 25 248,44 147 237 8,27 |ani na o radimatal i i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.246.0.97 |147.237.77. 235|Chi na svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
172. 98. 200. 237 [147. 237. 77. 170 maarachot.idf.il |ET SCAN NVAP -sS w ndow 2048 1
164.39. 11. 198 |[147.237.76. 30 E;ir:;cci]om hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Addr ess Country ‘Target Address |Ste Signature
141. 255. 145, 251 |Net her | ands 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor 3421
141. 255. 145. 251|Net her | ands 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 2920
141. 255. 145. 251 |Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2270
141. 255. 145, 251 |Net her | ands 147.237. 77. 216 |dover.idf .i | drop drop 739
141. 255, 145. 251 |Netherlands ~ [147. 237. 77. 216 |dover. i df .i drop ;hYEXEiELi?eEOSt SN packet - RS or 14 op 165
141. 255. 145. 251 |Net her | ands 147.237. 77. 216 |dover.idf .i | Bad TCP sequence nonitor 134
141. 255. 145, 251 |Netherlands ~ [147. 237. 77. 216 |dover. i df i Bad TCP sequence i;;e”a”s"“ with different wndow |ooivor 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
141. 255. 145, 251 |Net her | ands 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
105. 109. 176. 154|A geria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46.19.85.253  |Israel 147. 237 72. 167 |i shurimaka i of 1| o S NG Engi ne: TP Inval id finvalid segnent retransnission. Packet drop 9
Ret ransni ssi on dr opped.
130.132.173.78 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 9
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 85. 253 | srael 147.237.72. 167 |ishurimaka.iof .il[Bad TCP sequence Inval i d ACK nunber noni t or 7
84.109. 69. 63 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d ACK nunber noni t or 7
84.109. 69. 63 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
79.182.15.245 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on. Packet drop 6
Ret ransni ssi on dr opped.
84.109. 69. 63 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |6
54.72.73. 168 I'rel and 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
201. 46. 158. 229 |Brazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
54.72.73. 168 I'rel and 147.237.77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber monitor |4
46. 19. 85. 253 I srael 147.237.72. 167 |ishurimaka.iof .il[Bad TCP sequence Inval i d ACK nunber alert 3
84.109. 69. 63 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 3
130.193.37. 16 |SSIan 147.237.0.34  |tikshv.ir.i1 |1 €8mNg Enginer TCP Invalid finvalid segnent retransnission. Packet drop 3
Federat i on Ret r ansni ssi on dr opped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |3
141.8.132. 112 |Rssian 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission. Packet drop 3
Federati on Ret ransni ssi on dr opped.
89.138.97.105 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber alert
65. 34. 85. 169 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.127  |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
89.138.97.105 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
84.109. 69. 63 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 208 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.9.122.203  |ssian 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission. Packet |y 3
Federati on Ret ransni ssi on dr opped.
178. 255. 215. 87 |France 147. 237, 76. 147 |chi nuch, aka i of 11| | €2 NG ENgi ne: TP Invalid linvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
66.249.78.144 |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission. Packet |y 2
Ret ransni ssi on dr opped.
54, 72.0.55 I'rel and 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval id ACK nunber monitor |2
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 2
24.218.80. 94 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf . il drop Frst packet isn't SYN drop 2
52.16.5. 197 Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
2.52.1.155 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82. 47. 34 Lhited Sates [147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 255. 145, 251|Netherl ands ~ |147. 237. 77. 216 |dover. i of . i | Streamng Engi ne: TP TCP segnent out of naxi mmalloved f 1
Segnent Limt Enforcenent sequence. Packet dropped.
141.212.122. 188|Uhited Sates [147.237.76.197 |e.himush.idf.il |Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenment drop 1
207.46.13.162 |lWiited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 1
91.231.192. 149 [lIsrael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber monitor |1
184. 105. 247. 208|Wnited Sates [147.237.0.33 [idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 187 | srael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code Bl ock 41
66.249.78.159 |[Israel 147.237.77.216|dover.i df .| Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 2
199.30.25.151 |uhited Sates |147.237.72.166|aka.idf .il SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin waw i df . il/1824- he/ dover . aspx B ock 1
5.197. 235. 85 Azerbai j an 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
173.161.52.213 |Uhited Sates [147.237.77.216|dover.idf.il eMai | Hoardi ng B ock 1
. . Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216|dover . i df . i | 147. 237. 77. 216/ 1415- 10809- he/ dover . aspx Bl ock 1
212.76.103.119 [israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for www aka. i df.il/mai n/ sachar/ nmas. aspx B ock
141. 255. 145. 251 |Net her | ands 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . . . |Uhaut hori zed URL Access to
180.76.15.16 China 147.237.76. 200 [ei tan. aka. i df . i1 v ei tan. aka. i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
157.55.39. 184 |Uhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed LRL Access to aka.idf.il/nilitary-police/ B ock 1
66.249.64.50  |israel 147.237.72. 166 |aka. i df . i | tnknown Paraneter anp; docid in None 1
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
198. 20. 69. 74 Uited Sates [147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ robot s. t xt B ock 1
66.249. 78.166 | srael 147. 237.77. 216 |dover . i df . i | Distributed thaut horized LR Access on B ock 1
wwy i df il /atal 1/i zkor/ vi ew i ngt op. asp
157.55.39.237 |Uited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/hinuch Bl ock 1
66.249.65.231 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/aka B ock 1
199.30.25.151 |[Whited Sates |147.237.72.166|aka. i df . il m;'cg e Untraceabl e S Sessions from 199 30.25. 151 (si gal gs oS None 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ mai n/ sachar/ tfasi maspx |B ock 1
5.197. 235. 85 Azerbai j an 147.237.77.74 [lawidf.il PHP At t enpt B ock
173.161.52. 213 |lhited Sates [147.237.77.216|dover.idf.il Enail collector robots 14 B ock
66.249.69.76  |Israel 147.237.77.74 |lawidf . il llegal Paraneter Encoding searchlext in None 1

wan | aw i df . i 1/ 275- he/ pat zar . aspx
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