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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |

Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3006
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
42.2.134.26 Hong Kong 147.237.76. 34 yohalan.idf.il |Bock Wp All Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
42.101. 154. 233 [China 147.237.77.216 |dover.idf.il 13764: HITP. China Chopper Ml ware Communi cation Attenpt B ock 1
69. 30. 214. 46 Lhited Sates 147.237.72.166 |aka.idf.il Cl06: HITP. naj estic bot B ock 1

188. 165. 15. 177 |France 147.237.77.170 |maarachot.idf.il [228: HITP. ArefBot craw er B ock 1




01-26-2016-04:04:07 to 01-26-2016-05:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 78. 79 147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
183.3.202. 115 |147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
89.163. 148.90 |147.237.76.86 |Ger many navy.idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
66.240. 192. 138 [147.237.8.46 |Lhited Sates |e chinuch.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 77. 243 |Latvia nobi | e.idf.il ET SCAN Behavi gral Unusual ly fast Terminal Server Traffic, Potenti al
Scan or Infection
185.130.5.235 |147.237.76. 34 yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 235 [147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.3.202. 115 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
183.3.202. 115 |147.237.76.34 [China yohal an. i df . il ET SCAN Potential SSH Scan 1
183.3.202. 115 |147.237.0.19 |China nadi matal.idf.il [ET SCAN Potential SSH Scan 1
66.240.192. 138 [147.237.76.31 [United Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
212.179. 227. 181|147. 237. 76. 148 |I srael gacenter.aka. idf.il [ET SCAN NVAP -sS w ndow 3072 1
23.125.172.41 |147.237.77.121|Whited Sates |e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 235 |147.237.8.28 e.nobile-ks.idf.il |ET SCAN Potential SSH Scan 1
183.179. 80, 114 |147. 237, 72. 166 |Hong Kong  |akaidf. il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183.3.202. 115 |147.237.76.39 [China nobi | e.nei tav.idf.i|[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SWN drop 51
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
54.244.22.103 |thited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 9
Sreaning Engine: TQP Invalid i i SSi
31.204.128.94 |Netherlands  |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. 8
Ret r ansmi ssi on Packet dropped.
Russi an . Lo Sreamng Engine: TGP Invalid |invaid segnent retransnssi on.
130. 193. 37. 16 Feder ati on 147.237.0.34 |tikshuv.idf.il Ret r ansmi ssi on Packet dr opped. drop 6
201.187.80.43 |Giile 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
91.200.12. 143  |kraine 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147.237. 77. 216 [dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
91.200.12.143  |Wkrai ne 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
91.200.12.139 |kraine 147.237.77. 216 |dover.idf .il drop SAMrul e drop 3
Sreaning Engine: TGP Invalid i i sSi
40.77.167.86  |wiited Sates  |147.237.77. 243 |nobile.idr.il 9 =g Invalid segnent retransmssion. o 3
Ret ransmi ssi on Packet dropped.
Russi an o Streaming Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf . il Ret r ansni ssi on Packet dr opped. drop 3
Russi an s Sreamng Engine: TP Invalid [irvaid segnent retransnssi on.
141.8.142.1 Feder at i on 147.237.72. 166 |aka.i df il Ret r ansmi ssi on Packet  dr opped. drop 3
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
Sreaming Engine: TCP Invalid i i ssi
37.26.148.152 |Israel 147.237.72. 166 |aka i df . g =g Inval id segnent retransmssion. o 3
Ret ransmi ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 2
91.200.12.136 |kraine 147.237.76.42 |refuah.idf.il drop SAMrul e drop 2
91.200.12.136 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5. 255. 253. 46 RJSf;;”ion 147. 237.72. 166 |aka i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 180|WUited Sates [147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Whited Sates |147.237.8.14 |eorchot.idf.il  |Geo-1ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206.76 |Lhited Sates |147.237.72.167ishurimaka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
174. 118. 251. 160|Canada 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.180.131.99 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
184. 105. 247. 252|Wnited Sates  |147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
8.37.227. 68 g”&;ymus 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |1
141.212.122. 181 |Wnited Sates  |147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.42 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.86 |Lhited Sates |147.237.0.15 [kosher-kravi.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
176.97.116. 171 |kraine 147. 237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 1
79.180.131.99 [Israel 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
24.181.122.68 |Lhited Sates |147.237. 77. 216 |dover. i df.i | drop First packet isn't SN drop 1
141.212. 122. 187|lhited Sates 147.237. 76. 148 |gacent er . aka. i df . i | |dr op drop 1
74.82. 47. 44 Uited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 243|lhited Sates  |147.237. 76. 148 |gqcenter. aka. i df . i1 |dr op drop 1
141.212.122. 179|Wited Sates |147.237.8.28 |e.nobile-ks.idf.il [Geo-1ocation enf or cenent g?olr gzi'mon I nbound drop 1
69.116.86.148 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber alert
141.212.122. 188|lhited Sates 147.237. 76. 148 |gacenter. aka. i of . i | |dr op drop 1
104.130.78.65 |[lhited Sates  |147.237.77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |1
74.82. 47.56 Lhited Sates  |147.237.77. 227 |e. hanaz. i of .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
50.201.97.226 |UWited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
184. 105. 247. 244|Wnited Sates  |147.237.77.179 |e.nazi.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 180|Wnited Sates [147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
69. 116. 86. 148 |Lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber monitor |1
74.82. 47.59 Lhited Sates  |147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
54.244.22.103 |lhited Sates 147.237.0.15  |kosher-kravi.idf.il|dr op First packet isn't SYN drop 1
184. 105. 247. 252|wnited Sates  [147.237.72. 217 e i df . i1 Geo- | ocati on enf or cenent ﬁ?olr ggi'mon | nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 187 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 18
198.170.241.5 |lhited Sates [147.237.72.166|aka.idf.il Ml tiple Uhauthorized URL Access from 198.170.241.5 B ock 5
98.244.112.96 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ B ock 2
176.97.116. 171 |lkraine 147.237.77.216|dover. i df .i | Dstributed PHP At tenpt B ock 2
157.55.39.179 |lnited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wwy i df.il/1133-13807- he/ dov B ock 1
. . Unhaut hori zed URL Access to
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | v i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 1
. . Uhaut hori zed URL Access to
31.204.128.94  |Netherl ands 147.237.76.86 [navy.idf.il nawy. i o i |/ shar ed user cont rol s/ header upper / Bl ock 1
184. 105. 247. 196|United Sates |147.237.76.39 |nobile.neitav.idf.il [Unhauthorized URL Access to 147.237.76. 39/ B ock
84.111.187.38 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
157.55.39.185 |Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter tmin w aka. idf.il/main/giyus/ None 1
. . Uhaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 [dover. i df . i | 147, 237. 77. 216/ 1133- 18551- he/ dover . aspx Bl ock 1
41.213.166.75 |Reunion 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 1
54. 83. 90. 73 Lhited Sates |147.237.72.166|aka.idf.il SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
. . Uhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover.i df .i | 147, 237.77. 216/ 1133- he! dover . aspx B ock 1
41.213.166.75 |Reunion 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/xnrpc. php B ock 1
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 |dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
) www. chamat z. aka. i df ) )
65.208. 151. 112 |Lhited Sates 147. 237.77. 226 i Mil ti pl e Whaut hori zed URL Access from 65. 208. 151. 112 B ock 1
176.97.116. 171 |kraine 147.237.77.216|dover. i df .i | Mil tipl e Uaut hori zed URL Access from 176.97.116. 171 B ock 1
66.249. 78. 159 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
42.101. 154. 233 |China 147.237.77. 216 |dover . i df . i | Distributed PH> A tenpt B ock 1
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
: . . Unhaut hori zed URL Access to
107.178.194.87 [Wited Sates |147.237.77.216(dover. i df .il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
) waw, chamat z. aka. i df |uhaut hori zed URL Access to
65.208.151.117 [lhited Sates [147.237.77.226 o W chanat 7. aka i df . i1/ shared cl i ent scri pts/{ 1} B ock 1
31.204.128.94  |Netherl ands 147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 31.204. 128. 94 B ock
176.97.116. 171 |krai ne 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock
. . D stributed Unaut hori zed URL Access on
66.249.78.166 |lIsrael 147.237.77.216|dover. i df .i | v i df i |/ at al /i zkor/ vi ew i nut op. asp B ock 1
42.101. 154. 233 |China 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/dxyyl ¢/ mi5. php B ock 1
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