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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3044

204. 93. 154. 211 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 194

115. 239. 228. 10 Chi na 147.237.76. 34 yohal an.i df . il JLM Under Attack GCon Htp drop 2

204. 42. 253. 130 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Udp All Nets drop 1

190. 116. 133. 247 Peru 147.237.0. 35 akaws. i df .il Inval id TGP H ags drop 1

199. 101. 48. 195 Lhited Sates 147.237.76. 176 test.ncore.idf.il |B ock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Tar get Address |Site |Sl gnature Device Action ‘Count |
216.177.128.57 |Wited Sates 147.237.77.216 |dover.idf.il|Q25. HITP. access to administrator/index. php -> Quarantine B ock 1
74.115.1. 68 Anonynous Proxy |147.237.77.216 |dover.idf.il|Q25: HITP. access to administrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
82.145.33.11 147.237.8. 46 LKJ?i;:gom e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.77.151.211 |147. 237. 77. 121 |l ndonesi a e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
185.130.5.235 |147.237.72.14 dover.idf.il(old) ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
36.77.151.211 |147.237.77. 121 |l ndonesi a e navy.idf.il ET SCAN NVAP -f -sS 1
162. 222. 185. 165|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76.39 [Lited Sates |[nobile reitav.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.0.19 |lhited Sates |nadi matal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
128.199. 34. 158 |147. 237. 72. 166 | ngapor e aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
59. 45. 79. 117 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
113.171. 23. 126 |147.237. 76. 176 |M et nam test.ncore.idf.il ET SCAN Potential SSH Scan 1
185.130.5.235 |147.237. 77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 77. 234 |Tur key hal ag.idf.il ET SCAN NVAP -f -sS 1
185.130. 5. 235 |147.237. 76. 201 e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
88.249.106.23 [147.237.0.19 |Turkey nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185. 130. 5. 235  |147. 237.76. 30 hi nush. i of . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
36.77.151.211  |147.237. 77. 121 |I ndonesi a e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 235  [147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
14.109. 41. 76 147 237 76.30 | na hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

162. 222. 185. 165|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 178 |Chi na e. matpash.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76.30 |Lhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
162.222. 185. 165[147.237.0. 16 |lhited Sates |ny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
59. 45. 79. 117 147.237.76.38 |China e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
216.177.128.57 |147.237.77.216|Wited Sates |dover.idf.il SERVER- WEBAPP adm n. php access 1
113. 171. 23. 126 |147. 237. 76. 177 [M et nam ncore.idf.il ET SCAN Potential SSH Scan 1
191.240.136.5 [147.237.0.34 |Brazil tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 77. 234 | Tur key hal ag. i df.il ET SCAN NVAP -sS w ndow 2048 1
185.130.5.235 [147.237.77.212 e.dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
89.163.148.90 [147.237.0.19 |Ger nany madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.235 [147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54.173.9. 10 Lhited Sates 147.237.77. 170 [maarachot.idf .il |dr op First packet isn't SN drop 172
52.7.32.143 Lhited Sates 147.237.77. 170 [mmarachot.idf .il |dr op Frst packet isn't SYN drop 133
54.85.198.156 |lhited Sates 147.237.77. 170 [maarachot.idf .il |dr op First packet isn't SYN drop 101
213.143.50.99 |Spain 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.174.179. 157 |lhited Sates 147.237.77. 170 [maarachot.idf .il  |dr op First packet isn't SYN drop 30
Sreaning BEngine: TQP Invalid i i SSi
24.118.0. 43 Lhited Sates  |147.237.76.200 [eitan. aka i df .l g =g Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dr opped.
52.5.69. 31 Lhited Sates 147.237.77. 170 [mearachot . i df .il  |dr op First packet isn't SYN drop 11
52.7.32. 143 Lhited Sates |147.237.77.170 [maarachot.idf.il [Bl ock HTTP Non Gonpl i ant Fai | ed to handl e connection data  |nonitor
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an Lo Sreamng Engine: TP Invalid [invalid segnent retransnssi on.
178.154.189. 201 ° ~o 147.237.72. 166 |aka. i df i Ret r ansmi Ssi on Packet dr opped. drop 6
54.244.22.103 |Whited Sates 147.237.77. 176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 5
212, 225.179. 151|Sai n 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |5
52.5.133. 46 Lited Sates |147.237.77.170|naarachot.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
80. 246. 137. 117 |l srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
Russi an S Sreaming Engine: TCP Invalid (invalid segrent retransmission.
141.8.132. 112 eration 147.237.72. 166 |aka. i df i Ret r ansmi ssi on Packet dr opped. drop 3
Sreaming Engine: TCP Invalid i i ssi
62.219.232.68 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
157.55.39.237 |Wited Sates |147.237.72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
52.5.133. 46 Lhited Sates 147.237.77. 170 |maarachot .idf .il |dr op Frst packet isn't SN drop 3
Russi an . s Sreaming Engine: TP Invalid [invalid segnent retransnssi on.
130. 193. 37. 16 Feder ati on 147.237.0.34 |tikshuv.idf.il Ret I ansmi ssi on Packet dr opped. drop 3
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonit or 3
46.19. 85. 179 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 3
54.85.198.156 [Lhited Sates |147.237.77.170 |nearachot.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreaning BEngine: TCP Invalid i i SSi
37.26.148.163 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
91. 200. 12. 7 Wkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 2
Sreaning Engine: TQP Invalid i i Ssi
68.180.228. 112 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |y 2
Ret ransm ssi on Packet dr opped.
91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf.il drop SAMrule drop 2
213.143.50.99 |Spain 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
54.173.9.10 Lhited Sates  |147.237.77.170|naarachot.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
Sreamng Engine: TCP Invalid i i ssi
66.249.64. 181 |lnited Sates  |147. 237. 76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
91.200.12.136 |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop
213.143.50.99 |Spain 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
66.249.78.239 |lhited Sates  |147.237.76. 200 |ei tan. aka. i df . il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
52.7.46.16 Lhited Sates 147.237.77. 170 |maarachot .idf .il  |dr op Frst packet isn't SN drop 2
91.200.12.136 |kraine 147.237.77.233 |atal .idf.il drop SAMrule drop 2
52.6.5.122 Lited Sates |147.237.77.170|naarachot.idf.il |Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |2
213.143.50.99 |Spain 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 2
2.54.129.63 I srael 147. 237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TQP Invalid i i ssi
66.249.78.245 |lited Sates |147.237.76.200 [eitan aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
91.200. 12. 143  |lkrai ne 147.237.77. 170 [maarachot.idf .il |dr op SAMrul e drop 2
176.126.252. 12 |Romani a 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
52.6.5.122 Lhited Sates 147.237.77. 170 [maarachot.idf .il |dr op First packet isn't SN drop 1
46.19. 85. 179 I srael 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
8. 37. 227. 69 g”;(’;ym’us 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
191.240.136.5 |Razil 147.237.8.14 |e.orchot.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 182|Uhited Sates  [147.237.0.15 |kosher-kravi.idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
93. 115. 95. 201 érn;;r;ynnus 147.237.77. 216 |dover. i df . i | Drectory Traversal directory traversa overflow noni t or 1
. . SYNHAK retransnit with different .
82.178.53.113 |Oman 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence vi ndow scal e noni t or 1
37.142.68.73 I srael 147.237.72. 166 |aka i df .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.137 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 59
216.177.128.57 |Wited Sates |[147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 216.177. 128. 57 B ock 5
216.177.128.57 |wnited Sates [147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 4
216.177.128.57 |Wited Sates |[147.237.77.216|dover.idf.il Mil tiple Admin Bl ocking from216.177.128. 57 B ock 3
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66.249. 78. 173 B ock 3
: . . Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. | df i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
2.54.33.23 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 163. 234. 4 |Romani a 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LR. Access on Bl ock 1

wa i df . i |/ 1133- 22638- he/ dover . aspx.

. : Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 7. 216/ 894- en i df gdover . aspx B ock 1

' . . D stributed Uhaut horized URL Access on
204.13.201. 138 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1

Paranet er Type M ol ati on PageNumin

68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1397- en/ dover . aspx B ock 1
24.181.122.68 |Lnited Sates [147.237.77.216|dover.idf.il eMi | Hoar di ng B ock 1
176.61. 147. 146 |Fortugal 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed LR Access on B ock 1

v i df i |/ 1133- 22461- he/ dover . aspx.

: : Lhaut hori zed LRL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133- 19852- he/ i df gdover . aspx Bl ock 1

’ . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

Unaut hori zed URL Access to

68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Wi i df i | /1204 en/ vaw i df i 1/ engf i sh B ock 1
216.177.128.57 |Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock
184.105. 247. 195|thited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237. 72. 166/ B ock
. . D stributed Unaut hori zed URL Access on
66.249.78.159 |[lIsrael 147.237.77.216|dover.idf . il ww i cf i1/ at al 1/ Zkor/ vi ew i n. asp B ock 1
216.177.128.57 |lhited Sates |147.237.77.216|dover.idf.il Adm n Bl ocki ng Bl ock 1
wwy, chamat z. aka. i df i
65.208. 151. 112 |Uited Sates |147.237.77. 226 Uhaut hor i zed LRL Access to B ock 1

il vy chanat z. aka. i df . i |/ si p_storage/fil es/ 8/
URL is Above Root Orectory

197.231.221. 211|Liberia 147.237.77. 216 [dover. i df . il wowvi o i1/ ./ shared/cl i entscri pts/j query/j query-1. 4.2, nin.| s Bl ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Uhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249. 65. 224  [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/viewing. asp |B ock 1
198.170.241.5 |Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
24.181.122.68 |Wited Sates |[147.237.77.216|dover.idf.il Enmail collector robots 14 B ock 1
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