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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3035
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2536
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - reset 134
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 21

193. 242. 218. 6 Swi t zerl and 147.237.76. 86 navy.idf.il Bl ock Udp Al _Nets drop 1

185. 56. 28. 67 Net her | ands 147.237.76. 197 e hinush.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

188. 165. 15. 37 France 147. 237.77. 233 atal .idf.il |28 HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93. 140 |147.237.77.226|W0ited Sates |wwuchanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
27.251. 16. 85 147.237.77. 216 |Indi a dover.idf.il G°PL SCAN nmap TCP 2
82.145.33.11  |147.237.77. 205 LKJ?';;gom prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.253.96. 122 |147. 237. 76. 148 |Chi na ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
37.143.82.50 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
37.143.82. 50 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 173. 208. 192|147. 237. 72. 156 |Mexi co aman.idf.il ) 1
Potential Scan or Brute Force
195. 216. 176. 244|147. 237. 76. 39 |Latvia nobi | e. neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
113.53. 135. 128 |147.237.76.31 |Thail and nakchal . i df .i | . 1
Potential Scan or Brute Force
82.145.33.11  |147.237.77.226 E?Ir:;gom v chanat z. aka. i df i1 [ET SCAN NVAP -sS wi ndow 1024 1
58.253.96.122 |147.237. 76. 148 |Chi na gacenter. aka.i df . il ET SCAN NVAP -f -sS 1
37.143.82.50 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.77. 178 |Chi na e. mat pash. i df .il ET SCAN NVAP -sS w ndow 1024 1
198.20.70.114 |147.237.77.121|lhited Sates |e navy.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237.76.30 |Latvia hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
L ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
176.13.11. 242 |147.237. 77. 233l srael atal .idf.il 1
DDos attack
89.163.148.90 |147. 237. 76. 202 |Ger many e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36

Sreaning Engine: TGP Invalid i i ssi
24.118.0.43  |lnited Sates |147. 237. 76. 200 [ei tan. aka i df .i| 9 =9 Invalid segnent retransmssion. |, 20
Ret r ansni ssi on Packet dropped.
46.19.86.75 I srael 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 165 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor

Russi an D Streamng BEngine: TGP Invalid|invalid segnent retransnission.

178. 154. 189. 201 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 6
Sreaning Engine: TQP Invalid i i sSi

79.181.177.55 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dr opped.
Anonynous S . .
8.37.227.81 Pr oxy 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Response out of state monitor |6
46. 19. 85. 15 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |5
46.19. 85. 165 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |5
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
46. 19. 86. 75 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |4
52.7.46.16 Lhited Sates  [147.237.77. 170 [naarachot . i of . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |4
176.13.11. 242 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |4
Sreaning Engine: TQP Invalid i i sSi

2.54.27. 236 I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

109.65.197.7  |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi

5.22.131. 9 I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.

176.13.11. 242 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert

24.118.0.43 Lhited Sates |147.237.76. 200 |ei tan. aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i sSi

109.66.179.5  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.

Anonynous S . .

8.37.227.68 Proxy 147. 237. 77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
Sreaning Engine: TQP Invalid i i ssi

66.249.64.137 |Wnited Sates |147.237.72. 166 |aka i df i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.

Russi an D Sreaming BEngine: TGP Invalid|invalid segnent retransnission.

37.9.122. 201 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi

46.19. 85. 83 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.

Anonynous . . . .
8.37.227.69 Proxy 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 3

Russi an L Streaning Engine: TCP Inval i d|invalid segrent retransmission.

93. 158. 152. 31 eration 147.237.72. 166 |aka. i dof .i Ret r ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi

37.46.43.153  |israel 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

Russi an . o Streaning Engine: TCP Inval id|invalid segrent retransmission.

130.193. 37. 16 eration 147.237.0.34 [tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 3
91.200.12.7 Wkrai ne 147.237.77.74 |lawidf.il dr op SAMrul e drop 2
54.173.9.10 Lhited Sates [147.237.77. 170 [naarachot.idf il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |2
74.6.254. 127 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
52.7.32.143 Wiited Sates [147.237.77. 170 [naarachot . i df .i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |2
91. 200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il drop SAMrule drop 2
91.200.12. 143 |kraine 147.237.77. 170 |maar achot . i df . i | dr op SAMrul e drop 2
Lhi ted s . Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237. 76. 198 |e. yohal an.i df . il Geo-| ocati on enf or cenent enf or cenent drop 2
Sreaning Engine: TGP Invalid ' i ssi
199.30.24.209 |Wited Sates |147. 237.76. 200 |eitan. aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
66.249.78.239 |tnited Sates |147.237.76.200 [eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
52.5.133. 46 Lhited Sates |147.237.77. 170 |naarachot . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |2
74.6.254. 127 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 2
191.240.136.5 |Brazil 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
191.240.136.5 |Brazil 147.237.0.17 ;"I”Iy kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |wited Sates [147.237.77. 212 |e. dover.iof .i Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
54.174.179.157 |lhited Sates |147.237.77. 170 |naarachot.idf il Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
191.240.136.5 |Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
76.21. 28. 105 Lhited Sates |147.237. 77. 176 |nat pash. i df .i | Bad TCP sequence Invalid ACGK nunber aert 1
191.240.136.5 |Brazil 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 190|wnited Sates  [147. 237. 76. 199 |e. nakehal . i of . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 65. 197. 7 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 109.65.197.7 |B ock 10
79.179.112. 128 |Israel 147.237.0.15 |kosher-kravi.idf.i|Ostributed PHP Attenpt B ock 3
79.179.112.128 [israel 147.237.0.15 |kosher-kravi . i df . i|Wauthori zed UR. Access to kosher-kravi.idf.il/xnrpc. php B ock 3
37.46. 43. 153 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
52.7.32.143 Lhited Sates 147.237.77. 170 |maarachot . i df . i |  [Whaut hori zed UR. Access to maarachot.idf.il/news B ock 2
201. 185. 206. 175|Col onbi a 147.237.77. 216 |dover.idf . il Dstributed PHP At tenpt B ock 1
107.170.17.36 |Uited Sates 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 107.170.17.36 B ock 1
66.249.78.166 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
- . Distributed Lhaut hori zed URL Access on
5.196.66.162  [France 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed Met hod HEAD for
109. 65. 197. 7 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i 1V gi yus/ gener al . aspx Bl ock 1
. . - . Distributed Lhaut hori zed URL Access on
46.166.170.6  |Lithuania 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
201. 185. 206. 175|Col onbi a 147.237.77. 216 |dover . i df . i | O stributed Waut horized URL Access on v i df . il/xmrpc. php Bl ock 1
107.170.17.36 |Uited Sates 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | awidf.il/14-he B ock 1
66.249.78.173 |[Israel 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 78. 173 B ock 1
27.255.137.105 |[India 147.237.77.74 [lawidf.il PHP At tenpt B ock 1
- . Distributed Uhaut hori zed URL Access on
150. 70. 173. 7 Japan 147.237.77. 216 |dover.i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . O stributed Uhaut hori zed URL Access on
204.13.201.138 |thited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133 22638- hel dover . aspx. Bl ock 1
] - . Distributed Uhaut hori zed URL Access on
107.178.194.83 |Lhited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.173 |lsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp [B ock 1
27.255.137.105 |India 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
- . Distributed Lhaut hori zed URL Access on
150.70.173.7  [Japan 147.237.77. 216 (dover. i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. ] Distributed Lhaut hori zed URL Access on
89.234. 157. 254 |France 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.191 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar ed l i ent scri pts/j query/ ol obal | s B ock 1
; . . Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
] - . Distributed Lhaut hori zed URL Access on
107.178.194.87 [Wited Sates  [147.237.77.216|dover.idf .il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter hc_| ocation in
66. 249. 78. 254 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v gi yus/ gener al . aspx None 1
- . Distributed Lhaut hori zed URL Access on
193.90.12.89  |Norway 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Anonynous . . Distributed Lhaut hori zed URL Access on
93.115.95.216 |5 o 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 78. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Uhaut hori zed LRL Access to www chi nuch. aka. i df.il/404. htm B ock 1
2.54.28.37 I'srael 147. 237. 76. 147 |chi nuch. aka. i df . |2 StF1 buted thauthorized URL Access on Bl ock 1
www chi nuch. aka. i df.il/404. htm
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.i df .i | Paraneter Type Miol ati on PageNumin ww i df . i|/1395-en/ dover. aspx [Bl ock 1
46.19. 85. 165 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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